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1 Terms and Acronyms

Term

Definition

Client

Carrier from which the System owner receives traffic

System owner

System owner — a specialized carrier record used to create
parent products and user accounts with access to the
System’s admin interface

Vendor

Carrier to which the System owner sends traffic

API

Application Programming Interface

ASR

Answer Seizure Ratio, calculated as the percentage of
messages successfully received by the carrier with respect
to the total number of message send attempts. For example,
if the total number of send attempts is 100 and 50 of them
are received by the carrier, the ASR will be 50%

DLR

Delivery Receipt, a report sent by the carrier to the original
sender containing the message delivery status.

DLR(t)

DLR(total), the percentage of SMS delivered to the end user
with respect to the total number of message send attempts.
For example, if the total number of send attempts is 100 and
25 messages are delivered to the end user, the DLR(t) will
be 25%

DLR(s)

DLR(successful), the percentage of SMS successfully
received by the end user with respect to the number of
messages received by the carrier. For example, if the
carrier received 50 SMS and 25 of them are successfully
received by the end user, the DLR(s) will be 50%

DNIS

Dialed Number ldentification Service

EDR

Event Detail Record

EMA

Exponential Moving Average

ESME

External Short Message Entity (external sources and sinks of
short messages)

ERMES

Enhanced Roaming Messaging System
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Term Definition

GUID Globally Unique Identifier

ISDN Integrated Services Digital Network

HLR Home Location Register, a database that provides details
relating to a mobile number connected to the GSM network

LOT Level of Trust

MCC Mobile Country Code

MNC Mobile Network Code

MNP Mobile Number Portability, a service that allows changing a
mobile operator/network while keeping the same phone
number

MS Excel MS Excel or any other spreadsheet editor

NANP North American Numbering Plan

NPI Numbering Plan Indicator

OLAP Online Analytical Processing

POI Point of Interconnection

RCS Rich Communication Services, protocol for short
messages and multimedia termination

RBM RCS Business Messages

SLA Service Level Agreement

SMSC Short Message Service Center

SMPP Short Message Peer-to-Peer Protocol

SSuU Soft Switch Unit

TON Type of Number

14



" w7 Alaris Labs

System overview Telecom Software Products

2

Carrier-Neutral, Protocol-Agnostic

System overview

Alaris SMS Platform (further on referred to as “the System”) is a complete solution intended for carriers
working in the SMS interconnect industry. The general idea of the System is to provide a carrier with a single
easy-to-use point of control of all tasks related to SMS traffic management:

Switching of SMS traffic over HTTP or SMPP
Real-time provision of routing instructions to the switch based on user-defined static or dynamic rules

Authorizing events and user registration attempts. To provide for prepaid balance control, the SMS
Platform authorizes every SMS in the network. As soon as the routing System detects that a user has
exhausted the balance/credit, it starts to reject all new message attempts from that user

Clients’ billing and invoice distribution. The System provides for client account charging and invoice
generation. Invoices can be automatically delivered to customers by email. The System owner can
also track client payments and match these payments with the issued invoices

Monitoring statistical parameters related to traffic behavior and System health. Detailed traffic
statistics are calculated immediately after the EDR data gets into the System. Thus, all statistical
layers (any combination of any customer, vendor, etc. split by any period) are preliminarily
calculated in the background. This allows for instant view of any statistical layout — irrespective of the
amount of requested data

Along with the SMS Platform, the company offers Alaris inVoice, a BSS solution for voice traffic management.
For more details on Alaris inVoice, refer to www.alarislabs.com.
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3 Interface structure

Check out the video tutorial on the interface structure at the Alaris YouT hannel.

The System provides a carrier with a set of tools that help employees in everyday activity. The user
interface is web-based; no other software installation is required. The interface is designed to work with
recent versions of Mozilla Firefox and Google Chrome; other browsers may not provide access to all
System functions correctly.

7. Start Page

A Set of metrics Database session count: 29 HDD used on Oracle folder: 66%  HDD used on primary partition: 74%
CPU used (%) & ¢ Total RAM used (%) 8¢
100 100
- =
50 50
3 25
) J
168112 /112 1|11 18112 161122 16112 18112 1B112 161122 1|11 /112 16112 18112 /112
12:00:00 12:30:00 13:00:00 13:30:00 14:00:00 14:30:00 15:00:00 12:00:00 12:30:00 13:00:00 13:30:00 14:00:00 14:30:00 15:00:00
Attempts per second &2 Running processes per CPU core 8|
13 a8
as
as
a4
aa a3
az
-5
ai
-1 aa
8112 181123 181132 15113 151123 161123 161123 181123 151123 8112 181123 15113 1851133
14:35:00 14:40:00 14:45:00 14:50:00 14:55:00 15:00:00 12:00:00 12:30:00 13:00:00 13:30:00 14:00:00 14:30:00 15:00:00
Start page

The Start page provides a set of auto-refreshing charts offering an overview of the traffic, database and
hardware performance.

Each chart can be customized in terms of grouping the data by the period (minutes/hours/days, no
grouping by default), by the number of recent values to display (100, 200, 300 or 500) and by the refresh

period (1, 2, 5, 10 or 30 minutes). Use the & button in the top right corner of each chart to configure the
required parameters and the ¥ button to refresh the chart.

The list of parameters to track is configured in the Set of metrics view opened with the PSR

button, located in the top left corner of the Start page. Select the appropriate checkboxes and click

J Save
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Set of metrics *
Charts Others
Attempts + 7] Database session count

Attempts per second
[7] Attempts per second

HDD used an Oracle folder (%)
HOD used on primary partition (%)

Routing server #1)

[] Attempts per second (Routing server #10)

[] Attempts per second (Routing server #2)
[] attermnpts per second (Routing server #3
[7] Attempts per second (Routing server #4
[] Attempts per second

[] Attempts per second (Routing server #6

e T i T i T i DO i T i SO e SO i

)
)
Routing server #35)
)
)

[] Attempts per second (Routing server #7

(3 Cancel @ Save

Set of metrics

NOTE: By default the server metrics shown on the Start page are collected only from the server with an
installed active database. By request, the mefrics for all servers configured in the System can be displayed.
To enable the feature, contact the Alaris technical support team and communicate the code BZ12388.

The k4] Start putton that opens the main System menu and provides access to all System features is
located in the bottom left corner of the page. Some of the menu items may be unavailable to certain
users depending on their access rights. The access rights are configured on the Administration\Users[+sh

page.
The menu includes the following items:

e Administration

e Carriers

e Finance

¢ Reference books

e Reports

e SMS

e Campaign Portal

e Number management
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Administration & Feedback
Carriers & User setiings
Finance @ License info
Reference books @ Database info
Reports © Logout
RCS

SMS

Campaign Portal

Swap deals

Swap deals 2.0

Number management

Start menu
A typical page is illustrated below.

i Start page || [Z] Charges *

Charge filter <« Charges
Amount currency: | Account curren hd
Charge ID: v el
D Charge type  Gontract company Carrier Product description  Account Product type
Contract company:  All -4
Carrier: L] Al N 1537840 Manual Alarislabs Spam for everyone Enterprise Spam for everyone (EUR) SMS
Account: - 1537841 Manual Mark email lests CC Mark-life Wark-Iife (AKS) rect TT HLR
Product type: Al - 1537842 Manual yaza s3_deal sa_deal (USD) International
. 1537843 Manual Alarislabs TESTFOR45213 TESTFOR45213 (EUR) Test fest International
Charge direction: All 2
1537844 Manual carrier_for_tesl_cc carrier_for_task_1 carrier_for_task_1 (USD) 2 DIDITFN fees
. ~
Group index: v 1536113 Manual Alarislabs AM_SUBSCR AM_SUBSCR (EUR) International
Billing period: All | .
T Clear filter | o Apply fiter Page| 10f6| b bl | @ | 200 v rows R Delete charge | [ Recalculate charge | (3 Add charge detail record Rows 1-201 of 1034 | %
Charge 1537840 details *
MCC | MNC  Dialcode Network Country SMS sent Rate, EUR Charged amount, E... «
Total: 5 2 500.00
Spam... 5 500.00000 2500.00
Page 1|of1 @ | [200 v |rows % _ HCH > |£57 Show partner detail Rows 1-2 of 1
[ start Tatiana  Server time: 2018.08.24 11:36:14 +03:00

A typical page view (Finance\Charges)

Opened menu items appear as tabs at the top of the page. Drag and drop the tabs to rearrange them as
convenient.

As some companies use both the Alaris SMS Platform and Alaris inVoice, for their convenience tabs that

I t Rate export *

refer to the Alaris SMS Platform are marked with a green ribbon (for example ) while those

referring to Alaris inVoice (voice traffic) are marked with a blue ribbon, for example I % Rate export (x . Tabs
referring to Alaris Campaign Portal (SMS Platform) are marked with a purple ribbon (for example,

| sm pack = ). Additionally, a pop-up tip with the System type (inVoice, SMS Platform or Campaign
Portal) appears when pointing the mouse to the tab. Find out more in the Alaris YouTube video.

The user can modify the number of rows per page (the v "% control) and the column order. These
settings are saved automatically in the browser's local storage. The bottom right corner of the page
shows the user name and server time.
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Most pages that show tables (for example, Carriers[8), [447 and many

others) contain the button that serves to export the table to MS Excel format. Note that such export is

limited by 20000 rows (a hard-coded value). Most tables also contain the =7 button that serves to
customize the current view by selecting columns to be displayed. The figure below illustrates selection
of columns for the Carriers\Carriers [+s3) page.

0
Region
Carrier name

Is trusted customer

|fff| Columns 3 Credibility

P Inbound trafiic allowed

[

Qutbound traffic allowed

Contract company

EREEEEEEE

Defining the columns to be displayed

Table records in the Carriers[i# and SMS\Routing\Routing rules [} sections contain the ‘& icon. Point
the mouse to the icon to view a pop-up window that shows the author and date of the latest

modification. Objects that were not modified since creation have the grey icon .

.g. 132 - CallingElvis
Modified 2018.01.17 11:33:37 by user icatl
Alaris sord

Object modification history

The Feedback I MEast ] menu opens the dialog that allows sending feedback regarding the interface.
Use this form to tell us how we can improve the System.

NOTE: This message will not create a ticket on the helpdesk. To receive feedback from the Alaris
technical support team, create a ticket.
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Feedback 3
knows your guick feedback regarding the system interface. It will be received and
on't be getting back to you on it. In case you'd like to receive our responss to
ease use our helpdesk to submit it
Subject™: Very cool interface
Message™:
B IrulAAN AP EE=@lEEE
Thanks Alaris team! We greatly enjoy your system. |
Attachment: Browse
4] Cancel Mg Send

Feedback

The System issues pop-up notifications when a task created by the user is completed and the respective
page is either minimized or another page is open on top of it.

NOTE: Notifications are browser-controlled. To enable them, allow notifications for this website in your
browser.

Task "TASK70098" in interface EDR ¥ X%
reconciliation is ready

b.dema.alarislab

1)
[}

L

Pop-up notification

The System verifies that the parameters of the created task do not coincide with previously created
tasks. If they do, an error will be displayed if the verification interval is not passed (default: 1 minute).
Additionally, a verification is performed to make sure that a task with the same parameters is not among
the unfinished tasks (interval between task creation: 6 hours). To change the intervals, contact the Alaris

technical support team and report the code BZ71656. Note that the verification does not apply to the
Simulation[«7 interface.

NOTE: In order to keep this Manual concise and convenient for use, self-explanatory interface items
such as menu parameters and table columns are not detailed in text but are illustrated in screenshots.
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4 User settings

The User settings menu allows changing the user password, hiding inactive entities,
changing the color scheme of the interface and enabling two-factor authenication.

User settings

Color scheme: Gray w

Animated login background
Inactive entities:  Shown &) Hide

Show rows: 5 for each cell in multi value fields

Use the RegExp ref. books for routing interfaces
Sign block

Hide sign Delete sign

Select a jpg or png file with sign

Change password
Current password: | essessessss
Mew password: . & Generate

Repeat: wane

Two-factor authentication (2FA)

Authentication: Enable security

Last opened tabs settings

@ Save: all ~ | opened tabs

43 Cancel o Save and close

User settings

Animated login background: select to display a video background in the authorization form. It can be
enabled by this checkbox only if it is enabled on the System-wide level (by default it is enabled). To
disable\enable it on the System level, contact the Technical support team and specify the code BZ71894.

Inactive entities: when the Hide ¥ Hide mode is activated, inactive carriers and all related entities (such as
products and POls and SMS channels) will be hidden in interfaces such as Carriers, Routing Rules, Rate
editor and Simulation. Tasks for such entities (for example, in Simulation and Rate import) will be displayed,

but the entity's name will be replaced with its ID. Click (& show 4 display inactive entities. See also the Alaris
YouTube video.
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The field Show rows:__ for each cell in multi value fields allows limiting the number of rows within a
single cell in the following interfaces:

¢ SMS\EDR management\EDR reratinglgs'ﬁ
e SMS\Routing\Translation rules [sh

Use the RegExp ref. books for routing interfaces (applicable for Alaris inVoice only): when selected, fields
that may contain regular expressions in the translation rules and routing rules interfaces show drop-
down lists with values from the Reference books\Regular expressions[27 interface. When deselected, the
fields are shown as regular text fields. The setting also operates on the browser level. That is, if the user
changes the parameter value in Google Chrome, the change will NOT be applied when accessing the
System through a different browser - for example, Mozilla Firefox.

The Sign block allows the user to download a personalized signature in jpg/png formats that can be used in
invoice cover letter and invoice detail file templates. For this purpose, the [BilingManagerSignature] marker is
used in the templates (for more details on templates and markers, refer to Administration\Template

manager [100).

Use the = 5™="=| hutton to generate a password or type it in manually. The password is displayed as
you type it. As you move the cursor to another position, the New password field shows bullets.

The section Last opened tabs settings serves to control the number of tabs that will be restored as the
user relogins. In the Save field select all to restore all tabs (maximum number: 15), first or last and specify the
number of first or last opened tabs that will be restored (maximum number: 5).

Two factor authentication (2FA): the section allows enabling two-factor authentication. Proceed as follows:
1. Download the Google Authenticator app on your mobile device and open it.
2. Click the Enable two factor authentication button as illustrated above.

3. Scan the QR that appears with the Google Authenticator app. The app will generate and an additional
numeric password that will be used for access to the interface. Enter it in the Code from application
field (see figure below). Click Enable.

Enable two factor authentication *®

To enable two-factor authentication, use the Google
Authenticatorapp for 10S or Andreid. Using the app, scan the QR
code and paste the generated value into the field below.

Or enter the following code manually
TXUO BW2I ECGK 6GAB

Code from application

X0 XXX

Cancel o Enable

Enable two-factor authentication
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4. Relogin to the interface. After entering the login and password, the System will prompt you to provide
the additional password from Google Authenticator.

Authorization

| Enter your Google ¥
Authenticator code
Pas
o OK
Enter Reset

Google Authenticator code entry window

NOTE: After the Enable two factor authentication checkbox is selected (or deselected), its value is saved
in the System, even if you do not click the Save and close button. If you select it and do not scan the QR
and save the code in Google Authenticator, you will not be able to access the System. In this case, a
System owner user with the Security policy control permission can disable the two-factor authentication
for your account in Administration\Users[+s3\.

NOTE: The enabled checkbox is not saved on the user level for System users such as Alaris,
Monitoring, monitoring, and invoice_mon. The maximum number of entry attempts (including login and
password entry with no TOTP) is 5 within one minute; the interval between attempts must be 3 seconds.
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User shortcuts

5 User shortcuts

The User shortcuts menu allows assiging hotkeys that allow users to quickly navigate through the
interface. The menu can be also called by Ctrl+Alt+Fn+F1 or Ctrl+Alt+F1. Use the System\Custom toggle
switch to switch between the System and user-assigned hotkeys.

Keyboard shortcuts x

@ System ) Custom

Action Shortcut

Open first tab Cirl+Alt+Page Up

Open last tab Clri+Alt+Page Down

Close tab Cri+AIt+W

Switch to next tab

Switch to previous tab

Reopen closed tabs

Navigating through open tabs in Tab Manager or switch to previous subtab

Navigating through open tabs in Tab Manager or switch to next subtab

Cirl+Alt+Left
Cirl+Alt+Right
Ctri+AIt+T
Cirl+Alt+Up

Cirl+Alt+Down

Tab Manager Clrl+Alt+

Open shortcuts interface Ctri+Alt+F1
Save an object in the add or edit form & Clri+Alt+S

Reset the add or edit form @ Clrl+Alt+R

Delete an object from the edit form @ Ciri+Alt+D

Clone an object from the edit form @& Ciri+AIt+C

Open tab Net Cirl+Alt+1

«JCancel

System shortcuts
Below are the most popular System shortcuts. The full list is available in the menu:
a. The Ctrl+Alt+T key combination restores the previously closed tabs of the System.

b. The Ctrl+Alt+ combination works similarly to Ctrl+Alt (in Windows): it opens a window containing
lists of open interfaces for quick navigation.

c. Ctrl+Alt+Q: opens a quick menu in the lower panel of the System with the possibility to enter or
manually select an interface to open. A corresponding keyboard shortcut is added next to the
Start menu. For interfaces that have the same name in Alaris inVoice and Alaris SMS Platform
(for example, Limitation rules), a color tip has been added on the right side, corresponding to the
colors of the interfaces (blue for Alaris inVoice, green for Alaris SMS Platform).

d. If the cursor is placed in a field on the Add/Edit panel, the Delete, Clone, Reset, Submit buttons
can be invoked using hotkeys when Ctrl+Alt is pressed. The list of keys is also available when
Ctrl+Alt is pressed: D for Delete, C for Clone, R for Reset, S for Submit.

e. When Ctrl+Alt is pressed, the icons/names of open interfaces are changed to sequential numbers
- pressing the required number (e.g. 2) while Ctrl+Alt is pressed switches to the specified
interface.

f. The hotkeys Ctri+Alt+Page Up are used to open the first tab and Ctrl+Alt+Page Down to open the
last tab. Additionally, you can use arrows (also in combination with Ctrl+Alt) to move between
open and second-level interfaces and subtabs (for example, in the Carriers interface).

The Custom shortcuts view allows assigning shortcuts for quick access to interface tabs.
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Keyboard shortcuts x

() System @ Custom

Interface Shortcut
¥ A, Administration
Account manager history
Custom parameter types Ctrl+Alt+Backspace
Email processing rules
QOutgoing email accounts
Service notifications
System jobs
System settings
Template manager
Trace analyzer
Translations

Users
7 2 campaign Portal

> @ Finance

Assigned shortcut
Ctrl+Alt+:
A Already assigned to:

The keyboard shortcut Ctrl+Alt+Backspace is already in use by the
/Administration/Custom parameter types application command.

€ cancel F Apply

Custom shortcuts

Custom settings are saved at the browser level. It means that you cannot assign a combination that is
already used by the System - in this case, a warning will appear as illustrated in the figure above.

The changes take effect after restarting the web interface of the System.
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6 Administration

6.1  Account manager history
Check out the video tutorial on account manager history at the Alaris YouT hannel

The Administration/Account manager history page serves to view and add the information about account
managers. Account managers receive the same alerts and notifications as the carriers they control.
Besides, the System owner can configure access rights so that each account manager can see only its
own carriers. The page also comes handy in calculating manager bonuses when an account is
transferred to another manager. The Effective from field shows the date on which the account was
assigned to the manager.

+  Carrier Account Manager Account manager type | Effective from

'l_-fig All w LAl v | Support Alaris (Alaris) | v | All v T -
Diemo carrier USD (1D 11541} Support Alaris (Alaris) Account 2015.08.28 00:00.00 ®
llys RUR {ID: 20111}, lya... Support Alaris (Alaris) Account 2019.05.22 00:00:00 b 4
Cliznte & USD (1D 11243) Support Alans (Alaris) Account 2015.09.07 00:00:00 b 4
Cliznts B EUR {ID: 11545) Support Alaris (Alariz) Account 2015.09.07 00:00:00 b 4
Provider 1 USD {10 11547} Support Alaris (Alariz) Account 2015.09.07 00:00:00 ®
Provider 2 USD {ID: 11548) Suppert Alaris (Alaris) Account 2015.09.07 00:00:03 ®

Account manager history

b 4

Use the Delete button in the rightmost column if you wish to delete the record from the table. Use

the @& button on the bottom toolbar to refresh the table. The ‘& Assian manager b tton opens the same-
name window that enables assigning a manager to a partner carrier:

Assign manager

Account™: PocoDinero Enterprises, EUR (1 v
Manager™; admin Administrator (admin) |~
Account manager | Billing o
type™.

Effective from™ | 2019.10.10 [3
€] Cancel o Submit

Assign manager

Configure the required parameters. The field Account manager type (possible values - Account and
Billing) allows assigning two types of managers to a single account to handle two different processes. For
example, the account manager responsible for controlling and monitoring the credit limits and the billing
manager that handles payments and invoices.

Click ' Submit to confirm or ®dCancel to discard the settings.

NOTE: Users that are assigned as account managers receive browser notifications as well as emails
when their clients hit balance or credit limit thresholds. When clicking on such an alert, the
Carriers\Accounts page is opened filtered by the respective account ID.
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Administration

6.2 Custom parameter types
Check out the video tutorial on custom parameter types at the Alaris YouT hannel.

The Administration\Custom parameter types page allows creating custom parameters for the tab sheets
of carrier-related entities.

The page has two panels. The left panel is a table of configured custom parameters; the right panel
contains the Add and Edit tabs.

Start page || gl Custom parameter types *

L)
= | ID Entity Parameter name Compiled JSON
e All (| Text mask
1003 Carrier carrier code type™ “numberfield”, "value""1"}
1002 Account Tax reference number {atype™"numberfield"}

Custom parameter types

Drag and drop entries to arrange them. The custom parameters will be displayed in the same order in
respective interfaces. Changes made by one user will be shown to other users.

ij Add

Attention: All the changes done through this interface will
become visible in Carriers after the tab is
reopenead.

Enfity™: Account i

Parameter name™: Tax reference number

Field type: Number ¥

Default value: | |

Required field

Minimum value:

Minimum value:

Field width:

Compiled JSON: {Mstype™:"numberfield”}

Add tab

To create a parameter, enter the appropriate parameters in the fields detailed below. Fields marked with
an asterisk (*) are required.

o Entity: select the tab sheet in which the parameter will appear: Carrier, User, Account,
Agreement, Product, , SMS Channel, SMS POI,

e  Parameter name

e Field type. Possible values include:
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- Text

- Number

- Boolean

- Big text: field for entering multiple lines of text
- List of values. The syntax is as follows:
1|Value_1

2|Value_2

N|Value_N

where 1,2,...,N is the value key (stored in the DB; it is recommended to set a
key=value), and Value_1,Value_2,...,Value_N are fields available for parameter selection
as illustrated in the figure below:

Parameter: v
Value 1
Value 2
n
Value_N =

List of values field type
- Date
- Date & Time
Default value:
Required field: select the checkbox to make the field required

Unique Field (available if Field type=Number or Text): parameters containing the flag must have
unique values when creating or editing the corresponding entity. For example, if this entry is
specified for the parameter named Super email which was created for the Account entity, then
the Super email field for each of the accounts must have a unique value, otherwise the error "The
parameter must be unique" appears.

Validating regular expression: the field appears if the Field type value is Text or Big text. Values
entered by the user that do not match the regular expression are rejected

Field width:

Compiled JSON: code in the JSON format (is entered automatically, maximum allowed length is
4,000 symbols)

Click # Submit 5 save the changes. The entry will appear in the Custom parameter types table.

The new field will appear in the Add/Edit panel and the tables of the Carriers section once the section is
reopened.
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6.3 Email processing rules
Check out the video tutorial on email processing rules at the Alaris YouT hannel.

The Administration\Email processing rules page serves to configure rules for recognition of incoming
emails that contain rate sheet files. The System analyzes the email parameters (address, subject, text,
attachment name etc.), identifies it as containing rate sheets and automatically imports the rate sheet file

(based on auto rate import rules configured at SMS\Rates\Auto rate import/ss.

NOTE: The System can process attached ZIP archives, including those containing subfolders.
Additionally muitiple non-archived attachments can be processed: a separate record will be created for
each file (that is, a file will be uploaded to the product given that it is suitable for the File name mask
parameter).

NOTE: Data in this section is displayed only if the user has the appropriate permissions (View own
accounts only, View own contract companies etc.) Permissions are configured in
Administration\Users[+s5. Find out more about the feature in the Alaris YouTube video.

The page has three tabs: Email rules, Letters and Files. The Email rules tab has two panels: the list of
rules on the left and the Add, Edit and Simulation tabs on the right. The bottom of the Email rules tab

contains the button at the bottom that serves to export the rules table to an MS Excel file. The icon
& shows the date and time of the rule creation and last editing.

jr Start page | (=) Email processing rules *

Email rules Letters Files

Direction: All
4 ID Mail masks File name mask Interface Carrier Product Rule description
& p
4 4 All ~ Al > Al v
@ 10026 am@alarisiabs. com% % SMS rate import  AM_ARI_TEST New SMS Import (USD) - Client
%AVYS%
@ 10024 Wil subject %Mexic% %Mexico% Voice rate import  AM_ARI_TEST New WholeSale (USD) - Client
@ 10022 %HGC% Voice rate import  AM_ARI_TEST New WholeSale (USD) - Client
o
@ 10016 sam@alarisiabs com% %hexict Voice rate import  AM_ARI_TEST New AVYS (USD) - Client
il

el %
Email rules

The Add tab is illustrated below.
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¥ Add »’% Simulation

Mail from mask™®: *@lotofcash.com

Mail to/CC/BCC mask: | *@coucou.com

Mail subject mask: *LCR*

Mail text mask: *A-Z price*

File name mask: wF

Interface™: SMS rate import RG

#| Run auto import for attachments

Carrier®: o
Product™: RS
Rule description: Wholesale A-Z rule

Owner notification: Yes S
Carrier notification: Yes R

Report recipients:

+ Rule enabled
Test rule
Resume processing

Add tab

To create a rule, enter the appropriate parameters in the fields detailed below. Fields marked with an
asterisk (") are required.

e Mail from mask, Mail to/CC/BCC mask, Mail subject mask, Mail text mask, File name mask:
define a mask (use an asterisk * or the percent symbol % as a wildcard) — at least one of the
mask fields must be configured

NOTE: Comma (,) is treated as a separator for masks. For example, if the File name mask field is
specified as %file1%,%file2%, the System interprets it as 2 separate masks.

NOTE: It is possible to use the underscore symbol "_" in the file name if it is preceded by the backslash
symbol "\" (that is, the mask with the underscore symbol must contain the combination "\_").

NOTE: It is recommended to use a mask rather than specific addresses in the Mail to/CC/BCC mask
field (for example, %alaris.test@gmail.com %) as the email addresses from the CC/BCC fields are also
taken into account when the field is verified, and a mask ensures that no field is accidentally missed.

NOTE: Case register is ignored when verifying the Mail text mask field.

e Interface: select SMS rate import or Payments (for auto import of payments)
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e Run auto import for attachment. select to auto import attached files
e Carrier

e Product

e Rule description: arbitrary comments

e Owner notification, Carrier notification: select Yes if a copy of the message must be sent to the
System owner (account manager)/carrier respectively

NOTE: The email address for the Owner notification is the carrier's account manager email address. The
email addresses for the Carrier notification are taken from the agreement's parameter Default rate
change emails and the carriers' users email addresses (with the selected Send rate changes checkbox).

The format of email body is hardcoded and is as follows:
From: %email address from which the file has been received%
File name: %filename%

Applied rule ID: %rule ID selected for email processing%
Defined carrier: %carrier and product names %

with the following subject: "%System name%: New file has been received for %carrier and product
names%"

e Report recipients: supply comma- or semicolon-separated email addresses to which rate sheet
import reports will be sent

e Rule enabled: select when the tests are complete to activate the rule

e Test rule: select when testing the rule to prevent submitting it prematurely. The rule will only
operate in the simulation mode

NOTE: Both Rule enabled and Test rule must be selected to enable simulation.

e Resume processing: select to process a single file multiple times and import the same file into
several products. If disabled, the System will select all rules that fit the email values and choose
the rule with the highest priority to perform auto rate import. If enabled, the next rule that fits will
also be used - in this way, auto rate import may be performed multiple times for one email

NOTE: The rule located higher in the list is considered to have higher priority (you can drag and drop
rules in the table to adjust rule priorities).

Click # Submit 5 save the changes. The entry will appear in the Email rules table.

To test the rule, select it in the table and open the Simulation tab.
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U Add | " Edit g Simulation

Mail from*: *@hello.com

Mail to*: *@enterprise.com

Mail subject*: A - Z rates

Mail text*: rates

File name*: rates.csv

Interface: SMS rate import
' Run auto import for attachments: Yes
" Carrier: Academy Vendor

Product: Premium (USD) - Vendor

Rule description:

Simulation

Enter the appropriate parameters and click *# R4 Run, The rule details will appear on the Simulation
panel (highlighted in bold in the figure above) and the rule will appear in the Email rules table. Once the
tests are completed, go to the Edit tab and deselect the Test rule checkbox to activate the rule.

The Letters tab displays emails received by the System (the Recipient email address is configured by the
Alaris team during System installation).

Email rules Letters Files

$ D Delivered Sender Subject Recipient Source
Bl 3971 —wgXswo -
3971 20240526 16:24:44  sender@enterprise com Rate notification from Jojo Vendor recipient@company.com  download
Page 1 of1 & | |200 |+ rows & Delete
Sender: sender@enterprise.com Hello, Partner
Subject: Rate notification from Jojo Vendor o ) ) )
. This is a rate notification from Jojo Vendor.
Recipient: recipient@company.com
Carbon copy: Please find attachment.

Blind carbon copy:

Attachments: RN_Jojo.xlsx

Letters tab

The top part of the tab is a table of emails. Values in the Sender column are links. A click on the link
opens an email client, which allows easily sending a reply. The Source column contains a link that serves
to download the email.

The bottom area is divided into two sections - the left section shows the email properties and the right
displays the email text.

NOTE: The maximum length of the Carbon copy and Blind carbon copy fields is 4,000 symbols. If the
fields are longer than allowed, during email import they will be trimmed to the last complete address.
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The Files tab shows all imported rate sheet files (for both automatic and manual import).

Email rules || Letters || Files

Select file Message text
[ | Interface Carrier Product File name Date

T/ SMs rate imp | v | Al ~| Al v Dear Partner,
[[]  SMSrateimport  Ancient Communications Gold (EUR) - Client testxls 20180 $ee attached rate update from Deel
[F] | SMS rateimport  Amber Telezom - Gem LCR (USD) - Client 2018.C N .

Current notificanon DOES NOT COMPLETELY REPLACE all the rates you had before.

[T smsrateimport  ALARIS TEST LCR (USD) - Client mple.xis 20190 Al codes and rates, which are not indicated in this price list remain the same.
SMS rate import Belgian White Ltd. Premium (USD) - Viendor SMS samplexls 20181
]| SMSrateimport  AG_Vendor SMS | CP 1 (USD)-Vendor  Sender id rste vis 2018 Prefix is 11#
[] | SMS rateimport  AC_Client SMS Type (USD) - Client 20184 Please confirm the receipt
D SMS rate import PocoDinero Enterprises Premium SMS (EUR) - Vendor 20m8
[[] SMSrateimport  PocoDinero Enterprises Premium (USD) - Client 20181
[[] SMSrateimport  Brexit Telecom Premium (EUR) - Vendar 20180
[F] | SMS rate import Boring Enterprises Retail (USD) - Vendor 2018.
[F] | SMS rate import Alice Wondersystems Premium (EUR) - Vendor e vendor price list - premium xls 2018¢C
D SMS rate import ALARIS TEST Premium SMS (USD] - Client  fest import slsx 2018.C
] SMS rateimport  Kacey-vendor silver Enferprise (EUR) - Vendor 20180
] = SMS rate import Brexit Telecom Premium (EUR) - Viendor SMS sample xls 20180

Files page

The tab is divided into two panels. The left panel is the list of files. Click on the link in the File name

column to open the rate sheet file. The User name column shows the name of the System owner's user

who performed manual file import. The right panel shows the text of the email for the selected record

(can be toggled by clicking the i

controls:

o X Delete _ romoves the selected file from the Files tab and the interface to which it was
imported. Additionally, if the file was imported automatically, it is removed from the Letters tab
as well.

e Send to - serves to select the interface to which the file belongs. When the user changes the
interface, the file is removed from the previously selected interface and appears in the newly
selected one (for example, when changing SMS rate import to No interface, the file is removed

button at the top right). The bottom of the tab contains the following

from the SMS rate import interface. Similarly, when changing the value from No interface to SMS

rate import, the file appears in the SMS rate import interface.

[5)Find processing rule (available only for files that were received by email) - serves to find

suitable email processing rule. If no rule is found, an error message appears. If a rule is found,
its description/ID is displayed and the user is prompted to apply it. When applied, the file is
processed as if it was received by email based on an email processing rule (the interface,
partner and product are defined)

6.4 Outgoing email accounts
Check out the video tutorial on outgoing email accounts at the Alaris YouT hannel
The Administration\Outgoing Email accounts page serves to configure accounts on behalf of which the

System owner sends emails to its partners. For example, it is possible to configure sending technical
and commercial emails from separate accounts.

The page has two panels. The left panel is a table of configured accounts; the right panel contains the
Add and Edit tabs.

¢ Start page 1) Outgoing email accounts

ID Server type Accounts | Server IP Port EHLO cmd Secure conn. type Username Sender address

10025 Default smail.alarislabs.com 801 ehlo smail.alarislabs.com TLS frw sa@alarislabs.com
10022 Default smail alarislabs com 901 ehlo smail alarislabs.com TLS frw all+defaultTLS@ac11.ru

Outgoing email accounts table
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The Add tab is illustrated below.

& Add || " Edit

Accounts:

Server type®:
Server IP*:
Port*:

EHLO cmd:

Secure conn. type:

Username:
Password:
Sender address®:

From name:

Reply to:

Contract company:

OAuth type*:

Oauth offline
token®:

Client ID*:

Client secret™:

& Edit list

All accounts

Technical
127.0.0.3
25

support

support@supercash.com
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Supercash Technical Support

Breaking bad

Google

578535445638-

363dkncognofmOkdéuBa6oiodsil

vrdi.

anns acoaleusercontent.com

GOCSPX+

4@ )

RvGoShPDFzbDBIuhjolrXpmeMggN

Add tab

Reset of Submit

To create an email account, enter the appropriate parameters in the fields detailed below. Fields marked
with an asterisk (*) are required.

e Accounts: click Edit list # Editlist t5 aqd partners that will receive emails from this account

Server type: select the type of messages that will be sent from this address:
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- Default: all kinds of e-mails
- Billing: invoices, balance and credit alarms
- Rates: rate updates and notifications on auto import and file receipt
- Technical: technical alerts (generated at Administration\Service notifications [ )
- Reports: reports generated by the Report builder
- Partner portal: messages related to the Alaris Campaign Portal[s781 and Wholesale portal[ssh
- Service notifications: sending service notifications (find out more in Alaris YouTube video)
e Server IP, Port. mail server parameters
e EHLO cmd: EHLO value (see SMTP standard description rfc 5321)
e Secure conn type: select the encryption type (No encryption, TLS, SSL)
e Username, Password, Sender address, From name: specify the mail account details
e Reply to:
e Contract company
OAuth credentials: serves to send emails using OAuth. The following fields are available:
o (OAuth type: select the service:
o Disabled: do not use OAuth
o Google: use the Google server for OAuth
o Microsoft. use the Microsoft server for OAuth
When Google or Microsoft are selected, the following fields become available:
o OAuth offline token: the token obtained using the instructions below

o Client ID, Client secret, Tenant ID: details configured on the Google/Microsoft side.

NOTE: For instructions on obtaining the accesses (OAuth offline token, Client ID, Client Secret) refer to

Obtaining accesses for Google OAuth mail sending| 1 and Obtainin for Microsoft OAuth mail
sending/ .

Click # Submit Sybmit to save the changes. The entry will appear in the Outgoing email accounts table.

To check if the account configurations are correct, click & T8StMal SEVET Togt mail server at the bottom
of the page. The System will try to connect to the mail server. The result will appear in a dialog box.

6.4.1 Obtaining accesses for Google OAuth mail sending

The following steps will be required to obtain the accesses for Google (token, ID, secret):

2. Go to Enable APIs & services and enable 'Gmail API' with ENABLE APIS AND SERVICES

3. On the OAuth consent screen tab create an entry (Crea