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1 Terms and Acronyms

Term

Definition

Client

Carrier from which the System owner receives traffic

System owner

System owner — a specialized carrier record used to create
parent products and user accounts with access to the
System’s admin interface

Vendor

Carrier to which the System owner sends traffic

API

Application Programming Interface

ASR

Answer Seizure Ratio, calculated as the percentage of
messages successfully received by the carrier with respect
to the total number of message send attempts. For example,
if the total number of send attempts is 100 and 50 of them
are received by the carrier, the ASR will be 50%

DLR

Delivery Receipt, a report sent by the carrier to the original
sender containing the message delivery status.

DLR(t)

DLR(total), the percentage of SMS delivered to the end user
with respect to the total number of message send attempts.
For example, if the total number of send attempts is 100 and
25 messages are delivered to the end user, the DLR(t) will
be 25%

DLR(s)

DLR(successful), the percentage of SMS successfully
received by the end user with respect to the number of
messages received by the carrier. For example, if the
carrier received 50 SMS and 25 of them are successfully
received by the end user, the DLR(s) will be 50%

DNIS

Dialed Number ldentification Service

EDR

Event Detail Record

EMA

Exponential Moving Average

ESME

External Short Message Entity (external sources and sinks of
short messages)

ERMES

Enhanced Roaming Messaging System
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Term Definition

GUID Globally Unique Identifier

ISDN Integrated Services Digital Network

HLR Home Location Register, a database that provides details
relating to a mobile number connected to the GSM network

LOT Level of Trust

MCC Mobile Country Code

MNC Mobile Network Code

MNP Mobile Number Portability, a service that allows changing a
mobile operator/network while keeping the same phone
number

MS Excel MS Excel or any other spreadsheet editor

NANP North American Numbering Plan

NPI Numbering Plan Indicator

OLAP Online Analytical Processing

POI Point of Interconnection

RCS Rich Communication Services, protocol for short
messages and multimedia termination

RBM RCS Business Messages

SLA Service Level Agreement

SMSC Short Message Service Center

SMPP Short Message Peer-to-Peer Protocol

SSuU Soft Switch Unit

TON Type of Number
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System overview

Alaris SMS Platform (further on referred to as “the System”) is a complete solution intended for carriers
working in the SMS interconnect industry. The general idea of the System is to provide a carrier with a single
easy-to-use point of control of all tasks related to SMS traffic management:

Switching of SMS traffic over HTTP or SMPP
Real-time provision of routing instructions to the switch based on user-defined static or dynamic rules

Authorizing events and user registration attempts. To provide for prepaid balance control, the SMS
Platform authorizes every SMS in the network. As soon as the routing System detects that a user has
exhausted the balance/credit, it starts to reject all new message attempts from that user

Clients’ billing and invoice distribution. The System provides for client account charging and invoice
generation. Invoices can be automatically delivered to customers by email. The System owner can
also track client payments and match these payments with the issued invoices

Monitoring statistical parameters related to traffic behavior and System health. Detailed traffic
statistics are calculated immediately after the EDR data gets into the System. Thus, all statistical
layers (any combination of any customer, vendor, etc. split by any period) are preliminarily
calculated in the background. This allows for instant view of any statistical layout — irrespective of the
amount of requested data

Along with the SMS Platform, the company offers Alaris inVoice, a BSS solution for voice traffic management.
For more details on Alaris inVoice, refer to www.alarislabs.com.
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3 Interface structure

Check out the video tutorial on the interface structure at the Alaris YouT hannel.

The System provides a carrier with a set of tools that help employees in everyday activity. The user
interface is web-based; no other software installation is required. The interface is designed to work with
recent versions of Mozilla Firefox and Google Chrome; other browsers may not provide access to all
System functions correctly.

7. Start Page

A Set of metrics Database session count: 29 HDD used on Oracle folder: 66%  HDD used on primary partition: 74%
CPU used (%) & ¢ Total RAM used (%) 8¢
100 100
- =
50 50
3 25
) J
168112 /112 1|11 18112 161122 16112 18112 1B112 161122 1|11 /112 16112 18112 /112
12:00:00 12:30:00 13:00:00 13:30:00 14:00:00 14:30:00 15:00:00 12:00:00 12:30:00 13:00:00 13:30:00 14:00:00 14:30:00 15:00:00
Attempts per second &2 Running processes per CPU core 8|
13 a8
as
as
a4
aa a3
az
-5
ai
-1 aa
8112 181123 181132 15113 151123 161123 161123 181123 151123 8112 181123 15113 1851133
14:35:00 14:40:00 14:45:00 14:50:00 14:55:00 15:00:00 12:00:00 12:30:00 13:00:00 13:30:00 14:00:00 14:30:00 15:00:00
Start page

The Start page provides a set of auto-refreshing charts offering an overview of the traffic, database and
hardware performance.

Each chart can be customized in terms of grouping the data by the period (minutes/hours/days, no
grouping by default), by the number of recent values to display (100, 200, 300 or 500) and by the refresh

period (1, 2, 5, 10 or 30 minutes). Use the & button in the top right corner of each chart to configure the
required parameters and the ¥ button to refresh the chart.

The list of parameters to track is configured in the Set of metrics view opened with the PSR

button, located in the top left corner of the Start page. Select the appropriate checkboxes and click

J Save
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Set of metrics *
Charts Others
Attempts + 7] Database session count

Attempts per second
[7] Attempts per second

HDD used an Oracle folder (%)
HOD used on primary partition (%)

Routing server #1)

[] Attempts per second (Routing server #10)

[] Attempts per second (Routing server #2)
[] attermnpts per second (Routing server #3
[7] Attempts per second (Routing server #4
[] Attempts per second

[] Attempts per second (Routing server #6

e T i T i T i DO i T i SO e SO i

)
)
Routing server #35)
)
)

[] Attempts per second (Routing server #7

(3 Cancel @ Save

Set of metrics

NOTE: By default the server metrics shown on the Start page are collected only from the server with an
installed active database. By request, the mefrics for all servers configured in the System can be displayed.
To enable the feature, contact the Alaris technical support team and communicate the code BZ12388.

The k4] Start putton that opens the main System menu and provides access to all System features is
located in the bottom left corner of the page. Some of the menu items may be unavailable to certain
users depending on their access rights. The access rights are configured on the Administration\Users[+sh

page.
The menu includes the following items:

e Administration

e Carriers

e Finance

¢ Reference books

e Reports

e SMS

e Campaign Portal

e Number management
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Administration & Feedback
Carriers & User setiings
Finance @ License info
Reference books @ Database info
Reports © Logout
RCS

SMS

Campaign Portal

Swap deals

Swap deals 2.0

Number management

Start menu
A typical page is illustrated below.

i Start page || [Z] Charges *

Charge filter <« Charges
Amount currency: | Account curren hd
Charge ID: v el
D Charge type  Gontract company Carrier Product description  Account Product type
Contract company:  All -4
Carrier: L] Al N 1537840 Manual Alarislabs Spam for everyone Enterprise Spam for everyone (EUR) SMS
Account: - 1537841 Manual Mark email lests CC Mark-life Wark-Iife (AKS) rect TT HLR
Product type: Al - 1537842 Manual yaza s3_deal sa_deal (USD) International
. 1537843 Manual Alarislabs TESTFOR45213 TESTFOR45213 (EUR) Test fest International
Charge direction: All 2
1537844 Manual carrier_for_tesl_cc carrier_for_task_1 carrier_for_task_1 (USD) 2 DIDITFN fees
. ~
Group index: v 1536113 Manual Alarislabs AM_SUBSCR AM_SUBSCR (EUR) International
Billing period: All | .
T Clear filter | o Apply fiter Page| 10f6| b bl | @ | 200 v rows R Delete charge | [ Recalculate charge | (3 Add charge detail record Rows 1-201 of 1034 | %
Charge 1537840 details *
MCC | MNC  Dialcode Network Country SMS sent Rate, EUR Charged amount, E... «
Total: 5 2 500.00
Spam... 5 500.00000 2500.00
Page 1|of1 @ | [200 v |rows % _ HCH > |£57 Show partner detail Rows 1-2 of 1
[ start Tatiana  Server time: 2018.08.24 11:36:14 +03:00

A typical page view (Finance\Charges)

Opened menu items appear as tabs at the top of the page. Drag and drop the tabs to rearrange them as
convenient.

As some companies use both the Alaris SMS Platform and Alaris inVoice, for their convenience tabs that

I t Rate export *

refer to the Alaris SMS Platform are marked with a green ribbon (for example ) while those

referring to Alaris inVoice (voice traffic) are marked with a blue ribbon, for example I % Rate export (x . Tabs
referring to Alaris Campaign Portal (SMS Platform) are marked with a purple ribbon (for example,

| sm pack = ). Additionally, a pop-up tip with the System type (inVoice, SMS Platform or Campaign
Portal) appears when pointing the mouse to the tab. Find out more in the Alaris YouTube video.

The user can modify the number of rows per page (the v "% control) and the column order. These
settings are saved automatically in the browser's local storage. The bottom right corner of the page
shows the user name and server time.
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Most pages that show tables (for example, Carriers[8), [447 and many

others) contain the button that serves to export the table to MS Excel format. Note that such export is

limited by 20000 rows (a hard-coded value). Most tables also contain the =7 button that serves to
customize the current view by selecting columns to be displayed. The figure below illustrates selection
of columns for the Carriers\Carriers [+s3) page.

0
Region
Carrier name

Is trusted customer

|fff| Columns 3 Credibility

P Inbound trafiic allowed

[

Qutbound traffic allowed

Contract company

EREEEEEEE

Defining the columns to be displayed

Table records in the Carriers[i# and SMS\Routing\Routing rules [} sections contain the ‘& icon. Point
the mouse to the icon to view a pop-up window that shows the author and date of the latest

modification. Objects that were not modified since creation have the grey icon .

.g. 132 - CallingElvis
Modified 2018.01.17 11:33:37 by user icatl
Alaris sord

Object modification history

The Feedback I MEast ] menu opens the dialog that allows sending feedback regarding the interface.
Use this form to tell us how we can improve the System.

NOTE: This message will not create a ticket on the helpdesk. To receive feedback from the Alaris
technical support team, create a ticket.
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Feedback 3
knows your guick feedback regarding the system interface. It will be received and
on't be getting back to you on it. In case you'd like to receive our responss to
ease use our helpdesk to submit it
Subject™: Very cool interface
Message™:
B IrulAAN AP EE=@lEEE
Thanks Alaris team! We greatly enjoy your system. |
Attachment: Browse
4] Cancel Mg Send

Feedback

The System issues pop-up notifications when a task created by the user is completed and the respective
page is either minimized or another page is open on top of it.

NOTE: Notifications are browser-controlled. To enable them, allow notifications for this website in your
browser.

Task "TASK70098" in interface EDR ¥ X%
reconciliation is ready

b.dema.alarislab

1)
[}

L

Pop-up notification

The System verifies that the parameters of the created task do not coincide with previously created
tasks. If they do, an error will be displayed if the verification interval is not passed (default: 1 minute).
Additionally, a verification is performed to make sure that a task with the same parameters is not among
the unfinished tasks (interval between task creation: 6 hours). To change the intervals, contact the Alaris

technical support team and report the code BZ71656. Note that the verification does not apply to the
Simulation[«7 interface.

NOTE: In order to keep this Manual concise and convenient for use, self-explanatory interface items
such as menu parameters and table columns are not detailed in text but are illustrated in screenshots.
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4 User settings

The User settings menu allows changing the user password, hiding inactive entities,
changing the color scheme of the interface and enabling two-factor authenication.

User settings

Color scheme: Gray w

Animated login background
Inactive entities:  Shown &) Hide

Show rows: 5 for each cell in multi value fields

Use the RegExp ref. books for routing interfaces
Sign block

Hide sign Delete sign

Select a jpg or png file with sign

Change password
Current password: | essessessss
Mew password: . & Generate

Repeat: wane

Two-factor authentication (2FA)

Authentication: Enable security

Last opened tabs settings

@ Save: all ~ | opened tabs

43 Cancel o Save and close

User settings

Animated login background: select to display a video background in the authorization form. It can be
enabled by this checkbox only if it is enabled on the System-wide level (by default it is enabled). To
disable\enable it on the System level, contact the Technical support team and specify the code BZ71894.

Inactive entities: when the Hide ¥ Hide mode is activated, inactive carriers and all related entities (such as
products and POls and SMS channels) will be hidden in interfaces such as Carriers, Routing Rules, Rate
editor and Simulation. Tasks for such entities (for example, in Simulation and Rate import) will be displayed,

but the entity's name will be replaced with its ID. Click (& show 4 display inactive entities. See also the Alaris
YouTube video.
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The field Show rows:__ for each cell in multi value fields allows limiting the number of rows within a
single cell in the following interfaces:

¢ SMS\EDR management\EDR reratinglgs'ﬁ
e SMS\Routing\Translation rules [sh

Use the RegExp ref. books for routing interfaces (applicable for Alaris inVoice only): when selected, fields
that may contain regular expressions in the translation rules and routing rules interfaces show drop-
down lists with values from the Reference books\Regular expressions[27 interface. When deselected, the
fields are shown as regular text fields. The setting also operates on the browser level. That is, if the user
changes the parameter value in Google Chrome, the change will NOT be applied when accessing the
System through a different browser - for example, Mozilla Firefox.

The Sign block allows the user to download a personalized signature in jpg/png formats that can be used in
invoice cover letter and invoice detail file templates. For this purpose, the [BilingManagerSignature] marker is
used in the templates (for more details on templates and markers, refer to Administration\Template

manager [100).

Use the = 5™="=| hutton to generate a password or type it in manually. The password is displayed as
you type it. As you move the cursor to another position, the New password field shows bullets.

The section Last opened tabs settings serves to control the number of tabs that will be restored as the
user relogins. In the Save field select all to restore all tabs (maximum number: 15), first or last and specify the
number of first or last opened tabs that will be restored (maximum number: 5).

Two factor authentication (2FA): the section allows enabling two-factor authentication. Proceed as follows:
1. Download the Google Authenticator app on your mobile device and open it.
2. Click the Enable two factor authentication button as illustrated above.

3. Scan the QR that appears with the Google Authenticator app. The app will generate and an additional
numeric password that will be used for access to the interface. Enter it in the Code from application
field (see figure below). Click Enable.

Enable two factor authentication *®

To enable two-factor authentication, use the Google
Authenticatorapp for 10S or Andreid. Using the app, scan the QR
code and paste the generated value into the field below.

Or enter the following code manually
TXUO BW2I ECGK 6GAB

Code from application

X0 XXX

Cancel o Enable

Enable two-factor authentication
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4. Relogin to the interface. After entering the login and password, the System will prompt you to provide
the additional password from Google Authenticator.

Authorization

| Enter your Google ¥
Authenticator code
Pas
o OK
Enter Reset

Google Authenticator code entry window

NOTE: After the Enable two factor authentication checkbox is selected (or deselected), its value is saved
in the System, even if you do not click the Save and close button. If you select it and do not scan the QR
and save the code in Google Authenticator, you will not be able to access the System. In this case, a
System owner user with the Security policy control permission can disable the two-factor authentication
for your account in Administration\Users[+s3\.

NOTE: The enabled checkbox is not saved on the user level for System users such as Alaris,
Monitoring, monitoring, and invoice_mon. The maximum number of entry attempts (including login and
password entry with no TOTP) is 5 within one minute; the interval between attempts must be 3 seconds.
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User shortcuts

5 User shortcuts

The User shortcuts menu allows assiging hotkeys that allow users to quickly navigate through the
interface. The menu can be also called by Ctrl+Alt+Fn+F1 or Ctrl+Alt+F1. Use the System\Custom toggle
switch to switch between the System and user-assigned hotkeys.

Keyboard shortcuts x

@ System ) Custom

Action Shortcut

Open first tab Cirl+Alt+Page Up

Open last tab Clri+Alt+Page Down

Close tab Cri+AIt+W

Switch to next tab

Switch to previous tab

Reopen closed tabs

Navigating through open tabs in Tab Manager or switch to previous subtab

Navigating through open tabs in Tab Manager or switch to next subtab

Cirl+Alt+Left
Cirl+Alt+Right
Ctri+AIt+T
Cirl+Alt+Up

Cirl+Alt+Down

Tab Manager Clrl+Alt+

Open shortcuts interface Ctri+Alt+F1
Save an object in the add or edit form & Clri+Alt+S

Reset the add or edit form @ Clrl+Alt+R

Delete an object from the edit form @ Ciri+Alt+D

Clone an object from the edit form @& Ciri+AIt+C

Open tab Net Cirl+Alt+1

«JCancel

System shortcuts
Below are the most popular System shortcuts. The full list is available in the menu:
a. The Ctrl+Alt+T key combination restores the previously closed tabs of the System.

b. The Ctrl+Alt+ combination works similarly to Ctrl+Alt (in Windows): it opens a window containing
lists of open interfaces for quick navigation.

c. Ctrl+Alt+Q: opens a quick menu in the lower panel of the System with the possibility to enter or
manually select an interface to open. A corresponding keyboard shortcut is added next to the
Start menu. For interfaces that have the same name in Alaris inVoice and Alaris SMS Platform
(for example, Limitation rules), a color tip has been added on the right side, corresponding to the
colors of the interfaces (blue for Alaris inVoice, green for Alaris SMS Platform).

d. If the cursor is placed in a field on the Add/Edit panel, the Delete, Clone, Reset, Submit buttons
can be invoked using hotkeys when Ctrl+Alt is pressed. The list of keys is also available when
Ctrl+Alt is pressed: D for Delete, C for Clone, R for Reset, S for Submit.

e. When Ctrl+Alt is pressed, the icons/names of open interfaces are changed to sequential numbers
- pressing the required number (e.g. 2) while Ctrl+Alt is pressed switches to the specified
interface.

f. The hotkeys Ctri+Alt+Page Up are used to open the first tab and Ctrl+Alt+Page Down to open the
last tab. Additionally, you can use arrows (also in combination with Ctrl+Alt) to move between
open and second-level interfaces and subtabs (for example, in the Carriers interface).

The Custom shortcuts view allows assigning shortcuts for quick access to interface tabs.

24



¥ Alaris Labs

User shortcuts Telecom Software Products
Carrier-Neutral, Protocol-Agnostic

Keyboard shortcuts x

() System @ Custom

Interface Shortcut
¥ A, Administration
Account manager history
Custom parameter types Ctrl+Alt+Backspace
Email processing rules
QOutgoing email accounts
Service notifications
System jobs
System settings
Template manager
Trace analyzer
Translations

Users
7 2 campaign Portal

> @ Finance

Assigned shortcut
Ctrl+Alt+:
A Already assigned to:

The keyboard shortcut Ctrl+Alt+Backspace is already in use by the
/Administration/Custom parameter types application command.

€ cancel F Apply

Custom shortcuts

Custom settings are saved at the browser level. It means that you cannot assign a combination that is
already used by the System - in this case, a warning will appear as illustrated in the figure above.

The changes take effect after restarting the web interface of the System.
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6 Administration

6.1  Account manager history
Check out the video tutorial on account manager history at the Alaris YouT hannel

The Administration/Account manager history page serves to view and add the information about account
managers. Account managers receive the same alerts and notifications as the carriers they control.
Besides, the System owner can configure access rights so that each account manager can see only its
own carriers. The page also comes handy in calculating manager bonuses when an account is
transferred to another manager. The Effective from field shows the date on which the account was
assigned to the manager.

+  Carrier Account Manager Account manager type | Effective from

'l_-fig All w LAl v | Support Alaris (Alaris) | v | All v T -
Diemo carrier USD (1D 11541} Support Alaris (Alaris) Account 2015.08.28 00:00.00 ®
llys RUR {ID: 20111}, lya... Support Alaris (Alaris) Account 2019.05.22 00:00:00 b 4
Cliznte & USD (1D 11243) Support Alans (Alaris) Account 2015.09.07 00:00:00 b 4
Cliznts B EUR {ID: 11545) Support Alaris (Alariz) Account 2015.09.07 00:00:00 b 4
Provider 1 USD {10 11547} Support Alaris (Alariz) Account 2015.09.07 00:00:00 ®
Provider 2 USD {ID: 11548) Suppert Alaris (Alaris) Account 2015.09.07 00:00:03 ®

Account manager history

b 4

Use the Delete button in the rightmost column if you wish to delete the record from the table. Use

the @& button on the bottom toolbar to refresh the table. The ‘& Assian manager b tton opens the same-
name window that enables assigning a manager to a partner carrier:

Assign manager

Account™: PocoDinero Enterprises, EUR (1 v
Manager™; admin Administrator (admin) |~
Account manager | Billing o
type™.

Effective from™ | 2019.10.10 [3
€] Cancel o Submit

Assign manager

Configure the required parameters. The field Account manager type (possible values - Account and
Billing) allows assigning two types of managers to a single account to handle two different processes. For
example, the account manager responsible for controlling and monitoring the credit limits and the billing
manager that handles payments and invoices.

Click ' Submit to confirm or ®dCancel to discard the settings.

NOTE: Users that are assigned as account managers receive browser notifications as well as emails
when their clients hit balance or credit limit thresholds. When clicking on such an alert, the
Carriers\Accounts page is opened filtered by the respective account ID.
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Administration

6.2 Custom parameter types
Check out the video tutorial on custom parameter types at the Alaris YouT hannel.

The Administration\Custom parameter types page allows creating custom parameters for the tab sheets
of carrier-related entities.

The page has two panels. The left panel is a table of configured custom parameters; the right panel
contains the Add and Edit tabs.

Start page || gl Custom parameter types *

L)
= | ID Entity Parameter name Compiled JSON
e All (| Text mask
1003 Carrier carrier code type™ “numberfield”, "value""1"}
1002 Account Tax reference number {atype™"numberfield"}

Custom parameter types

Drag and drop entries to arrange them. The custom parameters will be displayed in the same order in
respective interfaces. Changes made by one user will be shown to other users.

ij Add

Attention: All the changes done through this interface will
become visible in Carriers after the tab is
reopenead.

Enfity™: Account i

Parameter name™: Tax reference number

Field type: Number ¥

Default value: | |

Required field

Minimum value:

Minimum value:

Field width:

Compiled JSON: {Mstype™:"numberfield”}

Add tab

To create a parameter, enter the appropriate parameters in the fields detailed below. Fields marked with
an asterisk (*) are required.

o Entity: select the tab sheet in which the parameter will appear: Carrier, User, Account,
Agreement, Product, , SMS Channel, SMS POI,

e  Parameter name

e Field type. Possible values include:

27


https://www.youtube.com/watch?v=dNLS0Tr6w1M&index=4&list=PLA4-Jd3Cn7nsp5wuS8XhlG8ro8QYIjabc

" w7 Alaris Labs

Administration Telecom Software Products

Carrier-Neutral, Protocol-Agnostic

- Text

- Number

- Boolean

- Big text: field for entering multiple lines of text
- List of values. The syntax is as follows:
1|Value_1

2|Value_2

N|Value_N

where 1,2,...,N is the value key (stored in the DB; it is recommended to set a
key=value), and Value_1,Value_2,...,Value_N are fields available for parameter selection
as illustrated in the figure below:

Parameter: v
Value 1
Value 2
n
Value_N =

List of values field type
- Date
- Date & Time
Default value:
Required field: select the checkbox to make the field required

Unique Field (available if Field type=Number or Text): parameters containing the flag must have
unique values when creating or editing the corresponding entity. For example, if this entry is
specified for the parameter named Super email which was created for the Account entity, then
the Super email field for each of the accounts must have a unique value, otherwise the error "The
parameter must be unique" appears.

Validating regular expression: the field appears if the Field type value is Text or Big text. Values
entered by the user that do not match the regular expression are rejected

Field width:

Compiled JSON: code in the JSON format (is entered automatically, maximum allowed length is
4,000 symbols)

Click # Submit 5 save the changes. The entry will appear in the Custom parameter types table.

The new field will appear in the Add/Edit panel and the tables of the Carriers section once the section is
reopened.
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6.3 Email processing rules
Check out the video tutorial on email processing rules at the Alaris YouT hannel.

The Administration\Email processing rules page serves to configure rules for recognition of incoming
emails that contain rate sheet files. The System analyzes the email parameters (address, subject, text,
attachment name etc.), identifies it as containing rate sheets and automatically imports the rate sheet file

(based on auto rate import rules configured at SMS\Rates\Auto rate import/ss.

NOTE: The System can process attached ZIP archives, including those containing subfolders.
Additionally muitiple non-archived attachments can be processed: a separate record will be created for
each file (that is, a file will be uploaded to the product given that it is suitable for the File name mask
parameter).

NOTE: Data in this section is displayed only if the user has the appropriate permissions (View own
accounts only, View own contract companies etc.) Permissions are configured in
Administration\Users[+s5. Find out more about the feature in the Alaris YouTube video.

The page has three tabs: Email rules, Letters and Files. The Email rules tab has two panels: the list of
rules on the left and the Add, Edit and Simulation tabs on the right. The bottom of the Email rules tab

contains the button at the bottom that serves to export the rules table to an MS Excel file. The icon
& shows the date and time of the rule creation and last editing.

jr Start page | (=) Email processing rules *

Email rules Letters Files

Direction: All
4 ID Mail masks File name mask Interface Carrier Product Rule description
& p
4 4 All ~ Al > Al v
@ 10026 am@alarisiabs. com% % SMS rate import  AM_ARI_TEST New SMS Import (USD) - Client
%AVYS%
@ 10024 Wil subject %Mexic% %Mexico% Voice rate import  AM_ARI_TEST New WholeSale (USD) - Client
@ 10022 %HGC% Voice rate import  AM_ARI_TEST New WholeSale (USD) - Client
o
@ 10016 sam@alarisiabs com% %hexict Voice rate import  AM_ARI_TEST New AVYS (USD) - Client
il

el %
Email rules

The Add tab is illustrated below.
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¥ Add »’% Simulation

Mail from mask™®: *@lotofcash.com

Mail to/CC/BCC mask: | *@coucou.com

Mail subject mask: *LCR*

Mail text mask: *A-Z price*

File name mask: wF

Interface™: SMS rate import RG

#| Run auto import for attachments

Carrier®: o
Product™: RS
Rule description: Wholesale A-Z rule

Owner notification: Yes S
Carrier notification: Yes R

Report recipients:

+ Rule enabled
Test rule
Resume processing

Add tab

To create a rule, enter the appropriate parameters in the fields detailed below. Fields marked with an
asterisk (") are required.

e Mail from mask, Mail to/CC/BCC mask, Mail subject mask, Mail text mask, File name mask:
define a mask (use an asterisk * or the percent symbol % as a wildcard) — at least one of the
mask fields must be configured

NOTE: Comma (,) is treated as a separator for masks. For example, if the File name mask field is
specified as %file1%,%file2%, the System interprets it as 2 separate masks.

NOTE: It is possible to use the underscore symbol "_" in the file name if it is preceded by the backslash
symbol "\" (that is, the mask with the underscore symbol must contain the combination "\_").

NOTE: It is recommended to use a mask rather than specific addresses in the Mail to/CC/BCC mask
field (for example, %alaris.test@gmail.com %) as the email addresses from the CC/BCC fields are also
taken into account when the field is verified, and a mask ensures that no field is accidentally missed.

NOTE: Case register is ignored when verifying the Mail text mask field.

e Interface: select SMS rate import or Payments (for auto import of payments)
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e Run auto import for attachment. select to auto import attached files
e Carrier

e Product

e Rule description: arbitrary comments

e Owner notification, Carrier notification: select Yes if a copy of the message must be sent to the
System owner (account manager)/carrier respectively

NOTE: The email address for the Owner notification is the carrier's account manager email address. The
email addresses for the Carrier notification are taken from the agreement's parameter Default rate
change emails and the carriers' users email addresses (with the selected Send rate changes checkbox).

The format of email body is hardcoded and is as follows:
From: %email address from which the file has been received%
File name: %filename%

Applied rule ID: %rule ID selected for email processing%
Defined carrier: %carrier and product names %

with the following subject: "%System name%: New file has been received for %carrier and product
names%"

e Report recipients: supply comma- or semicolon-separated email addresses to which rate sheet
import reports will be sent

e Rule enabled: select when the tests are complete to activate the rule

e Test rule: select when testing the rule to prevent submitting it prematurely. The rule will only
operate in the simulation mode

NOTE: Both Rule enabled and Test rule must be selected to enable simulation.

e Resume processing: select to process a single file multiple times and import the same file into
several products. If disabled, the System will select all rules that fit the email values and choose
the rule with the highest priority to perform auto rate import. If enabled, the next rule that fits will
also be used - in this way, auto rate import may be performed multiple times for one email

NOTE: The rule located higher in the list is considered to have higher priority (you can drag and drop
rules in the table to adjust rule priorities).

Click # Submit 5 save the changes. The entry will appear in the Email rules table.

To test the rule, select it in the table and open the Simulation tab.

31



" w7 Alaris Labs

Administration Telecom Software Products
Carrier-Neutral, Protocol-Agnostic

U Add | " Edit g Simulation

Mail from*: *@hello.com

Mail to*: *@enterprise.com

Mail subject*: A - Z rates

Mail text*: rates

File name*: rates.csv

Interface: SMS rate import
' Run auto import for attachments: Yes
" Carrier: Academy Vendor

Product: Premium (USD) - Vendor

Rule description:

Simulation

Enter the appropriate parameters and click *# R4 Run, The rule details will appear on the Simulation
panel (highlighted in bold in the figure above) and the rule will appear in the Email rules table. Once the
tests are completed, go to the Edit tab and deselect the Test rule checkbox to activate the rule.

The Letters tab displays emails received by the System (the Recipient email address is configured by the
Alaris team during System installation).

Email rules Letters Files

$ D Delivered Sender Subject Recipient Source
Bl 3971 —wgXswo -
3971 20240526 16:24:44  sender@enterprise com Rate notification from Jojo Vendor recipient@company.com  download
Page 1 of1 & | |200 |+ rows & Delete
Sender: sender@enterprise.com Hello, Partner
Subject: Rate notification from Jojo Vendor o ) ) )
. This is a rate notification from Jojo Vendor.
Recipient: recipient@company.com
Carbon copy: Please find attachment.

Blind carbon copy:

Attachments: RN_Jojo.xlsx

Letters tab

The top part of the tab is a table of emails. Values in the Sender column are links. A click on the link
opens an email client, which allows easily sending a reply. The Source column contains a link that serves
to download the email.

The bottom area is divided into two sections - the left section shows the email properties and the right
displays the email text.

NOTE: The maximum length of the Carbon copy and Blind carbon copy fields is 4,000 symbols. If the
fields are longer than allowed, during email import they will be trimmed to the last complete address.
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The Files tab shows all imported rate sheet files (for both automatic and manual import).

Email rules || Letters || Files

Select file Message text
[ | Interface Carrier Product File name Date

T/ SMs rate imp | v | Al ~| Al v Dear Partner,
[[]  SMSrateimport  Ancient Communications Gold (EUR) - Client testxls 20180 $ee attached rate update from Deel
[F] | SMS rateimport  Amber Telezom - Gem LCR (USD) - Client 2018.C N .

Current notificanon DOES NOT COMPLETELY REPLACE all the rates you had before.

[T smsrateimport  ALARIS TEST LCR (USD) - Client mple.xis 20190 Al codes and rates, which are not indicated in this price list remain the same.
SMS rate import Belgian White Ltd. Premium (USD) - Viendor SMS samplexls 20181
]| SMSrateimport  AG_Vendor SMS | CP 1 (USD)-Vendor  Sender id rste vis 2018 Prefix is 11#
[] | SMS rateimport  AC_Client SMS Type (USD) - Client 20184 Please confirm the receipt
D SMS rate import PocoDinero Enterprises Premium SMS (EUR) - Vendor 20m8
[[] SMSrateimport  PocoDinero Enterprises Premium (USD) - Client 20181
[[] SMSrateimport  Brexit Telecom Premium (EUR) - Vendar 20180
[F] | SMS rate import Boring Enterprises Retail (USD) - Vendor 2018.
[F] | SMS rate import Alice Wondersystems Premium (EUR) - Vendor e vendor price list - premium xls 2018¢C
D SMS rate import ALARIS TEST Premium SMS (USD] - Client  fest import slsx 2018.C
] SMS rateimport  Kacey-vendor silver Enferprise (EUR) - Vendor 20180
] = SMS rate import Brexit Telecom Premium (EUR) - Viendor SMS sample xls 20180

Files page

The tab is divided into two panels. The left panel is the list of files. Click on the link in the File name

column to open the rate sheet file. The User name column shows the name of the System owner's user

who performed manual file import. The right panel shows the text of the email for the selected record

(can be toggled by clicking the i

controls:

o X Delete _ romoves the selected file from the Files tab and the interface to which it was
imported. Additionally, if the file was imported automatically, it is removed from the Letters tab
as well.

e Send to - serves to select the interface to which the file belongs. When the user changes the
interface, the file is removed from the previously selected interface and appears in the newly
selected one (for example, when changing SMS rate import to No interface, the file is removed

button at the top right). The bottom of the tab contains the following

from the SMS rate import interface. Similarly, when changing the value from No interface to SMS

rate import, the file appears in the SMS rate import interface.

[5)Find processing rule (available only for files that were received by email) - serves to find

suitable email processing rule. If no rule is found, an error message appears. If a rule is found,
its description/ID is displayed and the user is prompted to apply it. When applied, the file is
processed as if it was received by email based on an email processing rule (the interface,
partner and product are defined)

6.4 Outgoing email accounts
Check out the video tutorial on outgoing email accounts at the Alaris YouT hannel
The Administration\Outgoing Email accounts page serves to configure accounts on behalf of which the

System owner sends emails to its partners. For example, it is possible to configure sending technical
and commercial emails from separate accounts.

The page has two panels. The left panel is a table of configured accounts; the right panel contains the
Add and Edit tabs.

¢ Start page 1) Outgoing email accounts

ID Server type Accounts | Server IP Port EHLO cmd Secure conn. type Username Sender address

10025 Default smail.alarislabs.com 801 ehlo smail.alarislabs.com TLS frw sa@alarislabs.com
10022 Default smail alarislabs com 901 ehlo smail alarislabs.com TLS frw all+defaultTLS@ac11.ru

Outgoing email accounts table
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The Add tab is illustrated below.

& Add || " Edit

Accounts:

Server type®:
Server IP*:
Port*:

EHLO cmd:

Secure conn. type:

Username:
Password:
Sender address®:

From name:

Reply to:

Contract company:

OAuth type*:

Oauth offline
token®:

Client ID*:

Client secret™:

& Edit list

All accounts

Technical
127.0.0.3
25

support

support@supercash.com
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Supercash Technical Support

Breaking bad

Google

578535445638-

363dkncognofmOkdéuBa6oiodsil

vrdi.

anns acoaleusercontent.com

GOCSPX+

4@ )

RvGoShPDFzbDBIuhjolrXpmeMggN

Add tab

Reset of Submit

To create an email account, enter the appropriate parameters in the fields detailed below. Fields marked
with an asterisk (*) are required.

e Accounts: click Edit list # Editlist t5 aqd partners that will receive emails from this account

Server type: select the type of messages that will be sent from this address:
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- Default: all kinds of e-mails
- Billing: invoices, balance and credit alarms
- Rates: rate updates and notifications on auto import and file receipt
- Technical: technical alerts (generated at Administration\Service notifications [ )
- Reports: reports generated by the Report builder
- Partner portal: messages related to the Alaris Campaign Portal[s781 and Wholesale portal[ssh
- Service notifications: sending service notifications (find out more in Alaris YouTube video)
e Server IP, Port. mail server parameters
e EHLO cmd: EHLO value (see SMTP standard description rfc 5321)
e Secure conn type: select the encryption type (No encryption, TLS, SSL)
e Username, Password, Sender address, From name: specify the mail account details
e Reply to:
e Contract company
OAuth credentials: serves to send emails using OAuth. The following fields are available:
o (OAuth type: select the service:
o Disabled: do not use OAuth
o Google: use the Google server for OAuth
o Microsoft. use the Microsoft server for OAuth
When Google or Microsoft are selected, the following fields become available:
o OAuth offline token: the token obtained using the instructions below

o Client ID, Client secret, Tenant ID: details configured on the Google/Microsoft side.

NOTE: For instructions on obtaining the accesses (OAuth offline token, Client ID, Client Secret) refer to

Obtaining accesses for Google OAuth mail sending| 1 and Obtainin for Microsoft OAuth mail
sending/ .

Click # Submit Sybmit to save the changes. The entry will appear in the Outgoing email accounts table.

To check if the account configurations are correct, click & T8StMal SEVET Togt mail server at the bottom
of the page. The System will try to connect to the mail server. The result will appear in a dialog box.

6.4.1 Obtaining accesses for Google OAuth mail sending

The following steps will be required to obtain the accesses for Google (token, ID, secret):

2. Go to Enable APIs & services and enable 'Gmail API' with ENABLE APIS AND SERVICES

3. On the OAuth consent screen tab create an entry (Create button).
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4. On the Credentials tab select CREATE CREDENTIALS -> OAuth client ID and specify Application

type as 'Desktop app', save Client ID and Client secret.

. Follow the link: https://accounts.google.com/o/oauth2/v2/auth?

scope=https://mail.google.com/&access _type=offline&include granted scopes=true&response type=c
ode&state=state parameter passthrough_value&redirect uri=http://localhost&client id=CLIENT |ID

where CLIENT_ID should be replaced by a specific Client ID value. In response, a link will be received
from which the value of the code field should be taken.

. To get offline_refresh token, send a POST request to: https://oauth2.googleapis.com/token?

code=CODE&client_id=ID&client_secret=SECRET&redirect_uri=http://localhost&grant type=authorizati

on_code

where CODE must be replaced with the code value from the previous step
ID - Client ID
SECRET - Client secret

The refresh_token value should be saved from the response.

. Refresh (offline) token, Client ID, Client secret values should be specified for the mail server in the

System. The password should be left blank.

The following articles also describe the process of obtaining a token:
https://support.google.com/cloud/answer/6158849

https://learn.microsoft.com/en-us/power-platform/admin/connect-gmail-oauth2

If you have any questions, create a Helpdesk ticket with the code BZ66851.

6.4.2 Obtaining accesses for Microsoft OAuth mail sending
The following artlcle may be helpful when making the conﬂguratlons hﬂp.&[él.eammmms.o.fl&.o.m&n.

The following steps must be completed to obtain an offline token:

1.

Invoke the following link with the values substituted:

https://login.microsoftonline.com/{TENANT _ID}/oauth2/v2.0/authorize?client_id={CLIENT_ID}
&response_type=code&redirect_uri=http://localhost&scope=SMTP.Send%?200ffline_access

Login with the account credentials and allow the requested access.

Once redirected to localhost, copy the code. Below is an example of a link to which the redirection must
be performed:

http://localhost?
code=AwABAAAAVPM1KaPIrEqdFSBzjgfTGBCmL dgfSTLEMPGYuNHSUYBr&state=12345

The code for this example is
AwABAAAAAAVPM1KaPIrEqdFSBzjgfTGBCmLAgfSTLEMPGPGYuUNHSUYBr.

Make a POST request to https://login.microsoftonline.com/{TENANT _ID}/oauth2/v2.0/token

headers: Content-Type: x-www-form-urlencoded

the request body must contain:
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client_id - Client ID value

scope - SMTP.Send offline_access

code - code received at step 3

redirect_uri - http://localhost

grant_type - authorization_code
client_secret - secret value from the settings

5. Copy the refresh_token from the response, which should be used as OAuth offline token.

6.5 Service notifications

The Administration\Service notifications page serves to generate and schedule emails to partners about
maintenance operations. The emails are sent to the addresses specified in accordance with the Mail list
type parameter. Note that the emails will be sent out only if the Include in service notifications flag is
enabled on the agreement level if the Technical value is selected.

The page has two panels. The left panel is a table of scheduled notifications; the right panel contains the
Add and Edit tabs.

T Start page || [y Service notifications *
|:| ¥ | Contract company Mail list type Date Status Subject
|| Al v Al v —EEHEm = || Al » || Text mask
[l All Technical 2016.03.12 16:15:00 Failed slarmobot wow
[F All Technical 2016.03.13 15:00:00 Successiul hello yes this is alarim
[F All Technical 2016.03.12 01:00:00 Expired late alarm
[l All Technical 2016.03.12 16:26:00 Successiul AK, stahp it!
[l All Invoice email 2017.08.25 09:40:00 Successiul INVOICEICH
[l All Technical 2017.08.25 09:40:00 Successful TechAlarm
[l All Account alert 2017.08.25 09:40:00 Successiul Account alert please check

Service notifications table

The table of notifications shows the statuses of tasks in the Status column. Possible values include:
Scheduled (an initial status for a pending task), Successful (service notifications were successfully sent
out), Failed (sending failed), Expired (refer to the description of the Automatic notification expiry period
(hours) System parameter; the status is also assigned if no email address was found suitable for mail
sending).

The Add tab is illustrated below.
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Confract
company™;

Mail list type™:

Outgoing mail
SErVar

Date™;
Subject™:

Taxt™:

Dear Partner,
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ACQ Lid W
Technical b
Technical hd

2019.04.05 [A 00:00:00 |
System update

v||B 7 U|A A | A- W

Update procedures are scheduled on 20 October from 1 tll

3 am.

Sincerely,

The ACQ support team

Attachment:

Browse. ..

Add tab

The Add tab contains the following parameters:

Contract company

Mail list type: type of communication. The following values are available:

e Technical: the list of addresses to send out a service notification is defined by the
agreement's parameter Default technical emails

e Account alert. the list of addresses to send out a service notification is defined by the
agreement's parameter Account alert emails

e Rate change notification: the list of addresses to send out a service notification is defined by
the agreement's parameter Default rate change emails

¢ Invoice email: the list of addresses to send out a service notification is defined by the
agreement's parameter Default invoice emails

Outgoing mail server. mail server configured in Administration\Qutgoing email accounts " that

will be used for mail sending

Date: the date and time of the email dispatch to partners
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e Subject, Text. the subject and text of the message

k Browse. ..

e Attachment: clic to upload a file

Click to ' Submit to save the changes.

6.6 System jobs

The Administration\System jobs page contains general information about standard processes running in
the database. The page is intended for the Alaris support team.

j Startpage | |« System jobs *
® | Jobname Comments Repeat interval State Last start date Last run duration Next run date
x BAS_APPLY_PENDING_DC_JOB This job applies pending dial codes freg=hourly;byminute=0;bysecond=1 SCHEDULED 2025.01.17 14:00:0...  +000000000 00:00:00.057256 2025.01.17 15:00:0...
N BAS_CHECK_EXPIRE_PASSWORD  This job checks expired passwords for user accounts freq=daily;byhour=0_byminute=10 SCHEDULED 2025.01.17 00:10:4...  +000000000 00:00:00.014156  2025.01.18 00:10:4. .
X BAS_CUR_UPDATE This job updates currency rates freg=hourly;byminute=1;bysecond=0 SCHEDULED 202501.17 13:01:0...  +000000000 00:00:01.614417 2025.01.17 14:01:0.._
X BAS_ETC_REF_SCO_CARR This job refreshes the credibility of partners freg=hourly;byminute=1;bysecond=0 SCHEDULED 2025.01.17 13:01:0...  +000000000 00:00:00.285029 2025.01.17 14:01:0.._
X BAS_IMP_DISP Auto import job dispatcher freq=minutely;bysecond=50 SCHEDULED 20250117 13:59:5. +000000000 00:00:00.070064 20250117 14:00:5.
X BAS_SEND_NOTIFICATIONS This job sends out scheduled service notifications freg=hourly;byminute=0,10,20,30,40... SCHEDULED 20250117 1350:4. . +000000000 00:00:00.028976 20250117 14:00:4.
X BAS_WIPE_PERSONAL_DATA This job erases personal data in accordance with the System config freq=daily;byhour=2;byminute=30 SCHEDULED 20250117 02:30:4...  +000000000 00:00:00.161022 20250118 02:30:4.
Pus CLP_CDR_EDR_EXPORT_JOB This job executes tasks of CDR and EDR export scheduled via RES. freq=secondly;interval=10 SCHEDULED 20250117 14:00:0... +000000000 00:00:00.078487 2025.01.17 14:00:0...
X DID_CREATE_MRC_CHARGES This job creates DID MRC charges freq=hourly;byminute=45bysecond=0 SCHEDULED 20250117 13:45:0...  +000000000 00:00:05.187543 20250117 14:45:0.
X DOC_SEND_MESSAGES This job resends emails to users if partner has not opened the link w._.  freqg=hourly;byminute=1;bysecond=20 SCHEDULED 20250117 13:01:2.. +000000000 00:00:00.025065 2025.01.17 14:01:2.__
X EDR_MASK_DISPATCHER This job manages masking rules freq=minutely; SCHEDULED 2025011713593 +000000000 00:00:00.043389 20250117 14.00:2
P FIN_CHECK_CREDIT_USAGE This job checks credit limit usage and sends out corresponding alert. freq=hourly;byminute=1,6,11,16,21,2 . SCHEDULED 20250117 13:56:0... +000000000 00:00:00.069043 20250117 14:.01:0. .
A FIN_HOURLY_ROUTINES This job performs financial hourly routines freq=hourly:byminute=25 bysecond=0 SCHEDULED 20250117 13:25:0... +000000000 00:00:07.022635 20250117 14:25:0.

System jobs
Below is a description of available System jobs.
BAS_APPLY_PENDING_DC_JOB
Applicable to Alaris inVoice only
BAS_CHECK_EXPIRE_PASSWORD

The procedure checks expired passwords for user accounts. When launched, notifications in this regard
are sent to the users with the Expiry date coming in N days (where N is the number of days set in the
System parameter Password expiry reminder (days)). A user with an expired password will be able to
login to the System M times where M is the value set in the System parameter Allowed login attempts
after password expiry.

BAS_CUR_UPDATE
Currency exchange rates (Reference books\Currency exchange rates[z4) are fetched from the external

source set in the System parameter Currency update source when the job runs.
BAS_ETC_REF_SCO_CARR

The procedure refreshes the Credibility of partners. It is calculated based on the partner’s payment
stability, subjective estimation, credit limit and traffic volume stability.

BAS_IMP_DISP

Rate and payment auto import job dispatcher. When launched, the payments from Administration\Email
processing rules\Files[2" with the Interface set to Payments are added to the Finance\Payments 225
interface. The rate files that have been automatically added to the Rate import interface are imported to
the products as well. Note that files are fetched automatically from the pre-configured mail box to the
System every 10 minutes in accordance with the server fetching module configuration.

The number of concurrent import tasks is defined by the System parameter Auto rate import parallel
sessions. When disabled, processing of already auto imported files are cancelled for SMS rate import
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BAS_SEND_NOTIFICATIONS

The job is intended to generate scheduled service notifications in accordance with their schedules
(Administration\Service notifications[s"). Note that for an agreement to be included in the list of sending,
the flag Include in service notifications must be selected. Emails are sent out with the help of the
PRV_MAIL_JOB System job.

BAS_WIPE_PERSONAL_DATA

The job wipes personal data in accordance with the System configuration. The data to be removed is
defined by the System parameters Wipe SMS contents after, days and Wipe personal data after, days of
inactivity.

CLP_CDR_EDR_EXPORT_JOB

This procedure executes tasks of CDR and EDR export scheduled through REST API using the
schedule_edr_export method.

DID_CREATE_MRC_CHARGES

The job generates charges and invoices for the MRCs (monthly recurring charges) in accordance with the
billing scheme assigned to a number in Number management [ss3).

DOC_SEND_MESSAGES

When run, email messages that need to be resent are processed (for example, if the Ratesheet delivery
options is set to 2 and the partner has not opened the link in the rate email). Emails are sent out with the
help of the PRV_MAIL_JOB System job.

EDR_MASK_DISPATCHER

The job is responsible for launching masking tasks in accordance with rules created on SMS\EDR
management\EDR masking

FIN_CHECK_CREDIT_USAGE

The procedure checks credit limit usage and sends out corresponding alerts if the usage has been
exceeded (in accordance with the account credit thresholds or the System thresholds).

FIN_HOURLY_ROUTINES

This job performs financial hourly routines: for example, checks if draft payments have expired;
performs auto-sending of invoices and generation of credit notes.

FIN_UPDATE_BALANCE

This job updates account balances based on latest EDR files inserted to the System that are considered
billable for partners.

MON_COMPONENT_MONITOR

The procedure gathers component monitoring data. This is to verify that the Campaign Portal EDR files
are written to the System, and financial data and analytical cubes are calculated properly.

MON_UPDATE_METRICS_VALUE

The procedure gathers metrics values based on which the Start page graphs (RAM available, CPU Total
Utilization) are displayed.

PRV_ADM_CHECK _ALL_JOB

This job adds Oracle datafiles to tablespace.
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PRV_CLEANUP_SCHEME
The procedure processes daily schema cleaning, such as:

e moving EDRs from the active table to the archive one in accordance with the System parameter
Active EDR day count. The number of EDRs to be moved within a single session is defined by
the System parameter Automatic EDR archiving limit (days to archive at a time)

e removing buffered EDRs older than N days, where N is the period set in the System parameter
Buffered EDR storage period, days

e removing non-relevant data from internal DB tables sta_raw_error_log and sta_exp_data

e removing cached user passwords older than N days, where N is the number of days specified in
the System parameter Password history period, days

PRV_MAIL_JOB

The procedure sends out email messages that were put to a queue (internal DB table PRV_MAIL_QUEUE)
such as rate exports, invoice documents, user registration, password reset etc. Note that the speed of
sending is limited by the System parameter Email limit per minute.

PRV_QUEUE_JOB

This procedure processes advanced queue messages such as sending updates from the DB to the web
interface (for example, when a new entity has been created), sending updates to the Redis DB (for
example, if a new assignment of MCCMNC for a dial code has been added) or VPD (virtual private
database) updates (to update the list of objects accessible to users).

PRV_REFRESH_LOG_BOOKMARK_JOB

This procedure updates log bookmarks (the maximum log IDs of change logs) in order for the System
modules (for example, routing modules) to obtain the recent changes.

PRV_THREAD_JOB

This job enables the internal backend logic to handle System threads: tasks that can be processed by
the System simultaneously. With its help excessive threads can be removed from the thread’s queue as
well as new threads can be created in accordance with the System load. The job has an effect on such
interfaces as Reports (creating tasks from the web interface or scheduled report sending), SMS Rate
export, EDR masking.

RAT_ANA_CLEANUP
Applicable to Alaris inVoice only
RAT_ANA_REFRESH_DCODE
Applicable to Alaris inVoice only
RAT_MANAGE_PARTITIONS
Applicable to Alaris inVoice only
RAT_RATE_LOG_JOB
Applicable to Alaris inVoice only
RCS_CLEANUP_SCHEME

This procedure process daily RCS schema cleaning, such as:
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e Moving RCS EDRs from the active table to the archive one in accordance with the System
parameter RCS\Active EDR day count. The number of EDRs to be moved within a single session
is defined by the System parameter RCS\Automatic EDR archiving limit

RCS_LOAD_EDRS

This procedure is used to import RCS EDR files provided by the RCS module into the database.
RCS_RECALC_CUBE

This procedure recalculates RCS analytical cubes

RCS_UPDATE_EDR_STATUS_JOB

This procedure updates the RCS EDR status

RPT2_DISPATCHER_JOB

The dispatcher job for the new version of the report module in order to put scheduled reports to a queue
for further sending. Tasks are launched so as not to exceed the value from the System parameter
Running processes per CPU threshold.

RPT2_EXEC_PRESET
The procedure launches report scheduled presets for the new version of the report module.
RPT2_SHRINK_DATA_JOB

The job shrinks large blocks of report data that are out of use. It is applied to the new version of the
report module.

RUT_BLACKLIST_UPDATE_JOB
Applicable to Alaris inVoice only
RUT_LIM_DISPATCHER

Applicable to Alaris inVoice only
SANSAY_DWNLD_SWITCH_DATA_JOB
Applicable to Alaris inVoice only
SANSAY_QUERY_SWITCH_DATA_JOB
Applicable to Alaris inVoice only
SE_LOG_FILES_CLEANUP

Internal job that deletes obsolete log table files (which are older than the value set in the hidden System
parameter PARAM-SE_FILE_LOG_RETENTION) on Oracle SE installations.

SMS_AUTO_FEATURES

The job updates routing features values in accordance with test tasks from SMS\Test System[si5). The
logic behind applied changes is described for the System parameter Number of tests to consider for
feature generation.

SMS_AUTO_RATE_SEND

The job gathers SMS rate changes for further auto send in the hour(s) defined in the System parameter
Rate changes auto send hours. The logic is also described in the SMS\Rates\Auto rate export[8) section
of the manual.
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SMS_CHANNEL_RESOLVE_DOMAIN
The job is intended to resolve domain names set in channels of the vendor direction to IP addresses.
SMS_EXPORT_REFBOOK

The job exports the System reference book to the /u01/app/oracle/invoice.files directory. This allows
using the refbook source for HLR configuration.

SMS_INIT_RERATE_TASKS

The job creates SMS auto rerating tasks based on the applied rate changes except for the changes
based on SMS volume-based deals. The tasks will be launched at the hour specified in the System
parameter EDR rerating hour.

The period for autorerating depends on the period the rate change affected - for example, if the rate start
date was extended to the past, the rerated period will be from the new rate start date to the old one.

Past rate changes are also limited for rerating by the System parameter Max rerating interval - that is, an
auto rerating task’s start date cannot be earlier than N days ago (where N is the parameter’s value).

SMS_INIT_VBD_RERATE_TASKS

The job creates SMS auto rerating tasks for rate changes in accordance with SMS Volume-based deals
2.0. The period to be auto rerated is limited by 30 days and the deal’s period.

SMS_LOAD_CDRS
This procedure is used to import SMS and HLR EDR files provided by the SMS switch into the database.
SMS_PROCESS_LIMITS

The job checks the limits set on the product level. The limits are calculated based on hour analytical
cubes.

SMS_PROCESS_TEST_BILLINGS

The job processes SMS test deals created from the backend to issue invoices for test Systems based
on the tasks (SMS\Test System[si3). Contact the Alaris technical support team to configure SMS test
deals.

SMS_PROCESS_TEST_TASKS

The job sends SMS test messages scheduled on SMS\Test System (s and updates parameters of third-
party test systems (such as a list of available networks and the balance).

SMS_RATE_LOG_JOB
The procedure gathers updates of SMS rates (for example, to use them for SMS routing).
SMS_RECALC_CUBE

The procedure recalculates SMS and HLR analytical and financial cubes based on new EDR files. Cubes
are recalculated based on the threshold or the delay configured in the System parameters Stats
calculation delay, minutes and Stats calculation threshold respectively.

SMS_RTL_DISPATCHER

The job updates the status of an SMS campaign. If no schedule is set for the job, it launches
automatically when the campaign status is changed (a campaign is launched, canceled).

SMS_RTL_LOAD
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The job inserts Campaign Portal data (EDRs) to the internal table SMS_RTL_EDR.
SMS_RTL_MO_TEXT

The job applies campaign portal data (delivery reports and MO callbacks) to the internal table
SMS_RTL_EDR.

SMS_RTL_UNLOCK

The job removes locks of funds for IM channels based on the message statuses (in case of rerouting to
another IM channel or SMS fallback after TTL).

SMS_RUT_LIM_DISPATCHER

The job updates the current values of SMS limitation rules, unlocks destinations if the lock must be
removed and notifies users in accordance with the rule settings or notifies them and locks specific
products and destinations if the thresholds have been reached.

SMS_STATS_CHANGE

The procedure analyzes statistics changes (ASR, DLR, rates, number of billed messages) based on SMS
daily analytical cubes and stores them to the internal DB table SMS_CUBE_DAY_CHANGE. The same
result can be found in the Statistics Change (Statistics) report.

SMS_SYNC2REDIS

The job verifies that the data stored in the in-memory DB Redis coincides with the System one. If
discrepancies are found, the data is synchronized.

Redis serves to store data such as Campaign Portal data (pack and rate plan subscriptions), MCCMNC
assignment for dial codes that can be accessed in a more prompt way.

SMS_UPDATE_CDR_STATUS_JOB

The job searches for new delivery reports to apply them to EDRs. Additionally, the job updates the
is_last flag in EDRs if delivery-based rerouting was applied.

SMS_UPDATE_DELIVERY_EMA

The job updates the EMA statistics for SMS routing which includes client and vendor ASR, DLR, ADD
(metrics CLPoiASR, CLPoiDLR, CLPoiADD, VLPoIASR, VLPoiDLR, VLPoiADD).

SMS_UPDATE_RULE_EMA

The job updates the EMA statistics for SMS routing calculated based on routing rules (metrics such as
RuleAttCNT, RuleSucCNT, RuleDIvCNT).

SMS_VBD2_DISP

The job processes the current volumes and thresholds of SMS\Volume-based deals 2.0[sd\. Note that
auto rerating tasks (in case of rate changes) are created when the SMS_INIT_VBD_RERATE_TASKS job
runs.

STA_CLEAR_RESULT_CACHE

The procedure flush result_cache in order to avoid SGA memory overflow. The result cache may store
the results of System functions or reports executions.

STA_CUBE_JOB
Applicable to Alaris inVoice only.

STA_INIT_RERATE_TASKS
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Applicable to Alaris inVoice only.
STA_LOAD_CDRS_JOB

Applicable to Alaris inVoice only.
STA_RECALC_FIN_CUBE

Applicable to Alaris inVoice only.

SWAP_DEAL2_DISP

The procedure updates statistics of the swap deals 2.0.
TRD_BLEND_SELECT_VENDOR_JOB

Applicable to Alaris inVoice only.
TRD_BLEND_UPDATE_RULE_JOB

Applicable to Alaris inVoice only.
TRD_SWAP_UPDATE_JOB

The procedure updates statistics of the swap deals for which the Is active flag is enabled.
VBD_DIAL_REFRESH_STATS

Applicable to Alaris inVoice only.

6.7 System settings

The Administration\System settings menu allows administration of all the main System parameters.
Most of them can only be configured by the Alaris support team and must not be edited by the user to
prevent the System breakdown. The sections below describe the parameters that can be configured by
the System owner.

T Start page »Tf' System settings =
H Common
H DID inventory
H Data import
# Financial module
® General Data Protection Regulation
® Partner portal
# Rate module
# Replication
# Routing module

System settings

The bottom of the page contains the filter that allows searching for any parameter in the System settings.
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Parameter: T&
Filter
6.7.1 Common
= Common
Add contract company name to carrier name 1
Add report info to file header (0 - no, 1 - yes). By default-1 1
Allowed ORA error codes for report execution ORA-08103,0RA-20000,0RA-06512

Allowed time-zone fraction types (times 15, 30 or 60 minu... 60

Automatic CDR and EDR export (0 - no, 1 - yes)

Common settings

Add contract company name to carrier name. Possible values are 0 - do not add, and 7 - add. When
enabled, carrier names will be shown with the contract company name. For example, if the carrier's
name is TEST and its contract company is COMPANY, with the enabled parameter its name will be
displayed as TEST (COMPANY)

Add report info to file header (0 - no, 1 - yes). By default - 1. if set to 0, export results (in any
format) will not contain the report header (report name + parameters with which the report was
launched)

Allowed ORA error codes for report execution: serves to indicate a list of errors that trigger the
System to resend a report. For example, ORA-08703, ORA-01722. If set to ORA, all ORA errors will
result in report resending. If generation of a scheduled report is interrupted with an error set in this
parameter for N times in a row (N is defined by the System setting Number of report execution
attempts in case of ORA errors), the Enable schedule checkbox remains enabled. Provided the error
occurs for N+1 time, the error message is sent out to the email address specified in the System
parameter Support email. The interval in which a report is be re-run is set in the parameter Period
between report execution attempts in case of ORA errors (in min.). Note that reports saved under
the Default preset will not be re-sent even if the respective error is specified in the parameter. The
following ORA errors are not taken into account for report resending: ORA-06512, ORA-20000, ORA-
00904, ORA-20004. As ORA-20004 is a common error, it's recommended to specify a more detailed
error in the System parameter. Suppose, the error is ORA-20004: Error at line 1, column 66,
identifier: 1, ORA-01476: divisor is equal to zero. Specify ORA-01476 in the parameter to resend a
report if the error appears. If an error is not included to the Allowed ORA error codes for report
execution list, the Enable schedule checkbox is disabled when the error occurs.

Allowed time-zone fraction types (times 15, 30 or 60 minutes): used in cases when partners have
time zones with irregular time offsets. For example, to include the Iran timezone (UTC + 3.5) set
this parameter to 30, so that the statistics and invoicing are calculated correctly. Note that the
parameter change will affect only new data - to apply it to the old data recalculation of financial cubes
is required (performed by the Alaris technical support team).

NOTE: The parameter only impacts statistics used for invoice generation and the invoice timezone.

Automatic notification expiry period (hours): fractional values are allowed; in case tasks created
in service notifications interface have date of schedule earlier than current time - the parameter
value, they will be considered expired and will not be sent. For example, if the current date and
time is 01/01/2019 10:40 and the parameter is set to 3.5, all notifications created with date earlier
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than 01/01/2019 07:10 will have status: expired (once the System job bas_send_notifications is
executed), otherwise the status will be scheduled

Balance notifier url pattern. the link the System uses to send balance check notifications, for
example: https: m rl? id=9 idY heck=9 heck? mount=%amount%,
where:

o some_urlis a URL to the external service
o acc_id-account ID

o dcheck - time of balance change

o amount - balance amount

Block traffic exceeding license (1 - yes, 0 - no): if the value is 1, the System blocks traffic when
the monthly licensed volume is exceeded. The parameter can be changed only by the Alaris
technical support team

Build number: the current version number with the software revision number

Critical threshold for running processes per core: number of processes per core which is
considered critical for System operation. The default value is 2. If the user tries to launch a new
task while the current load is greater than the parameter value, a warning appears (System
overload detected. Running resource-consuming tasks is prohibited until the load average is
lower), and the task is canceled. Note that only tasks created by users are taken into account
(EDR recalculation, export of EDRs - from the Wholesale portal, Analytics and EDR export
interfaces, export of rates and their generation, report sending and export)

Currency update source (1 - BNR, 2 - ECB, 3- CBR, 4 - ECBf, 5- NBU, 6 - LCB, 7 - NBRB, 8 -
MAS, null - disabled) - the bank that provides the currency update. The default value is 2 (ECB).
Possible values are:

- 1- National Bank of Romania (BNR)

- 2 - European Central Bank (ECB)
- 3 - Central Bank of Russia (CBR)

- 4 - same as ECB with fetching data from a file (ECBf). For additional configuration, contact
the Alaris technical support team and communicate the code BZ25976

- 5- National Bank of Ukraine (NBU)
- 6 - Lithuania Central Bank (LCB)

- 7 - National Bank of the Republic of Belarus (NBRB) (to have it installed additionally, contact
the Alaris technical support team and share the code BZ53370)

- 8- https://www.mas.gov.sg/ (MAS)

NOTE: Only one bank can be specified system-wide for auto-fetching of rates. To specify a different
source for a particular currency, indicate it in the Curren xchange rates|zst). Every hour in accordance
with the System job BAS_CUR_UPDATE exchange rates are checked in the bank service (note that
usually banks release the rates once a day).

Current DB version: current version of the database software

Current user ID: ID of the user logged in the System
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Current user ID: 1D of the user logged in the System

Current user login name: login of the user logged in the System

Database connection TNS alias (for dgmgrl): TNS alias for dgmgrl (Oracle Dataguard manager) in
order to show the database info in Start\Database info

Default CSV delimiter: allows setting a System-wide delimiter used in CSV files. Possible values are:
semicolon, comma, comma with a space after it, pipe (', ',', |'). Applicable to the Wholesale Portal as
well. Applicable to export tasks: when a file is imported to the System, the System defines the
delimiter automatically. (Learn more in the Alaris YouTube video)

Default document handler (supported values: embedded_apach_poi, docprocessor): type of MS
Excel exporter. Normally, embedded_apach_poi is used (the export result will have an extension
specified in the Default spreadsheet extension parameter). In case of any problems with export,
use docprocessor

NOTE: The setting is applied only to export operations for which no regular template can be assigned

(Administration\Template manager[+b) - for example, reports and EDR export.

Default format: date: default Oracle date format used for replacement of invoice date markers (for
example [InvoicePeriod], [InvoiceSysPeriod]) and other date markers (where no time is specified) in
template letters - for example, [ExpireDate] for Password expire letter

Default format: date (document export, Java): default Java date format to be used in export results in
MS Excel format (for example, dates in SMS\EDR management\EDR export tool[se3, SMS\Rates\Rate
export|ed)

Default format: date (period): default date format (without specific time) for periods used in the
financial module (for example, for specification of invoice start/end dates)

Default format: date (period) in words: default date format (Oracle syntax) for periods used in the
financial module (for example, for markers [InvoicePeriodInWords], [InvoiceSysPeriodInWords] etc).
Example: Month, DD, Day, YYYY

Default format: date NLS: default date NLS (national support language) format

Default format: date in words: default date format for periods used in the financial module (for
example, for markers [InvoiceDueDateln\Words], [InvoiceRegDatelnWords] etc)

Default format: datetime: default Oracle date time format used for replacing markers (for example,
[IssueDate] for SMS rate export or [CurrentDate] for balance/credit alarms)

Default format: datetime (document export, Java): default Java date time format to be used in export
results in MS Excel format (for example, dates in SMS\EDR management\EDR export tool[se3),
SMS\Rates\Rate export[ss8))

Default format: datetime (period): default date format (with time) for periods used in the financial
module (for example, for specification of invoice start/end dates)

Default format: datetime (period) in words: default date format (with time) for periods used in the
financial module (for example, for markers [InvoicePeriodInWords], [InvoiceSysPeriodInWords] etc)

Default format: datetime in words: default date format (with time) for periods used in the financial
module (for example, for markers [InvoiceDueDatelnWords], [InvoiceRegDatelnWords] etc
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e Default format: numeric (fractional): default format for fractional numbers to show traffic volume (in
minutes) in invoice files

e Default format: numeric (integer): default format for integer numbers to show the number of
messages in invoice files

e Default format: numeric (monetary): default monetary format to show the invoice amount in invoice
files. The default value is fm999G999G999GI99GI90D00 which implies having rounding to 2 decimal
places.

o Default format: numeric (NLS): default numeric NLS format which is used for invoice markers to
show the invoice amount/balance

e Default parallelism degree for heavy queries: level of parallelism (integer number of simultaneously
executed tasks) for EDR export (including EDR exports from the Wholesale portal). In case of low
server capacity the recommended value is 1. The parameter also regulates performance of the
Number management interface load and can come handy when the interface contains a lot of data

e Default spreadsheet extension (supported values: xIs, xIsx): the default format of all exported
spreadsheets

e Default System language: default System language for new users (can be changed in the login
window next to the Enter button).

e Email limit per minute (null - unlimited): number of emails that can be sent within a minute. The
parameter is intended to limit the email flow in order not to overload the mail server. Note that the
threshold value is not global and the transaction speed is calculated for each mail server separately

e FEnable NANP jurisdiction features (0 - no, 1 - yes): toggles on/off the NANP (North American
Numbering Plan) jurisdiction layers in the Analytics interface (once the setting is changed, relogin is
required)

e Enable RCS billing/routing (0 - no, 1 - yes): possible values are 0 (disabled) and 1 (enabled). Once
the parameter is turned on, the RCS menu and the RCS section of System parameters become
available. To change the parameter’s value, an AlarisLabs account manager approval is required.
For more details, contact the Alaris technical support team

e Enable extra secure mode (1 - enable, 0 - disable): serves to enhance the security policy when
resetting the user password in the following interfaces:

o Main System interface when clicking the Forgot password? button

o Alaris Campaign Portal interface when clicking the Forgot password? button
o Wholesale portal interface when clicking the Forgot password? button

o REST API method used to reset the password

If the parameter is disabled, and the System fails to find the user by its name or email, the
following error message will appear: "User with such email or name not found". If the parameter
is enabled, the user will not be able to see full details of an error (of the type "ORA-"). Instead, a
general error will be displayed, with the following description: "Internal error. Please contact the
System administrator."

Additionally, when the parameter is enabled, the menu item Start\Database info is hidden, and
escaping of special characters is performed (for example, of the symbol "-" for negative figures) to
prevent CSV injections during data export.
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Enable full trace for REST API requests (0 - no, 1 - yes): if set to 1, tracing for REST API requests
is enabled. The requests are written to /var/log/invoice/restman.log that is located on the web file
server. Note that enabling of the setting may lead to increased disk space consumption

Enable full trace for REST API responses (0 - no, 1 - yes): if set to 1, tracing for REST API
responses is enabled. The responses are written to /var/log/invoice/restman.log which is located on
the web file server. Note that enabling of the setting may lead to increased disk space consumption

Enable overall email delivery in the System (1 - enable, 0 - disable). defines whether the System
will send emails (such as invoices, notifications, alarms etc.). Once enabled, restart of the
Campaign Portal module is required, otherwise Campaign Portal related emails will not be sent
out. Contact the Alaris support team and communicate BZ45144 code in this regard.

Enable SS7 billing (applicable to Alaris SMS Platform only): possible values are 0 (disabled) and
1 (enabled). Once the parameter is turned on, the SS7 identifiers interface becomes visible on the
Carriers page. The interface serves the configuration of SS7 entities (global titles) to charge SS7
traffic. To change the parameter’s value, an AlarisLabs account manager approval is required.
For more details, contact the Alaris technical support team

Enable synchronization to redis DB (1 - enable, 0 - disable): defines whether Alaris Campaign Portal
module is synchronized with the database. The recommended value is 1. If set to 0, the module will
not receive updates - for example, if a client buys a pack, it will not be possible to send messages
using it

Excel column width settings: the width of columns in spreadsheets exported to MS Excel.
Possible values are: WT - width from template (Administration\Template manager|+d), E -
external - width as set in the column settings of the original table in the System, /- internal — use
the intrinsic width limit (present in invoices and traffic details)

First day of the week (0 - Sunday, 1 - Monday): defines the day on which the week starts. This
parameter works only for the calendar and does not affect invoices

Font applied to excel files (0 - internal default, 1 - default file formatting): defines what font to use
in MS Excel files generated by the System. Select 0 to use the default System font or 1 to use the
font configured in appropriate templates (the System takes the font of the top first cell of the
document)

Inactivity logout timeout, min: the parameter allows setting values from 1 to 60 (in minutes) for
the automatic logout timeout in case of user inactivity (the default value is 15). It is also possible
to set the parameter as null to disable automatic logout. User activity is defined by the cursor
movement on System tabs. The timeout counting starts as soon as the user switches to another
tab or minimizes the browser window. Note that the setting does not affect users with the
enabled Ignore inactivity logout timeout permission

Invoice detail Excel password (not used if empty): if any value is set, MS Excel files with invoice
details will be password-protected and can be edited only when the password set in the field is
provided. If the parameter is left empty (null), invoice detail files will remain editable. See also the
Alaris YouTube video

Key ID for MAS (Monetary Authority of Singapore). key ID to access MAS (applicable if the
System parameter Currency update source (1 - BNR, 2 - ECB, 3 - CBR, 4 - ECBf, 5- NBU, 6 -
LCB, 7 - NBRB, 8 - MAS, null - disabled) is set to MAS).

Left authorization attempts count: the maximum number of authorization attempts with a
temporary password (also see the parameter Temporary password logins allowed below)
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License expiry date: date and time when the license becomes obsolete (the main web interface
will not be accessible). To prolong it, contact the account manager

License expiry date (System): the date of the last check of the license validity

Licensed number of sms messages per month: allowed number of messages within one month. If the
value is reached, an alert is sent to the account manager

Licensed number of swap deals: allowed number of swap deals. Once exceeded, swap deals cannot
be created. To increase the value, contact the account manager

Log store period, days: the period to store the logs of different components (Carriers, Products,
routing rules etc.). The default value is 90. Additionally, the parameter regulates for how many
days EDR autorerating tasks are stored.Note that only the last 10,000 records are stored even if the
period has not been reached. The setting also defines how many days other tasks (EDR export/Rate
export) along with SMS channel status changes (DB table sms_channel_status_change) and EDR file
statuses are stored in the System.

NOTE: The logs contain details of every change in System tables as well as the author of the changes.
This allows investigating any incident (System breakdown, errors, malicious attacks etc.) However, logs
take disk space and impact the DB size. Therefore, prior to modifying this parameter consult the Alaris
technical support team.

Login link: link to login to the main web interface

Logins of users to be protected. list of user logins (comma-separated) which cannot be modified or
deleted from the System. In case of attempt of change\removal such users, a warning appears. Note
that if someone tries to delete a carrier under which the protected user has been created with the help
of the Delete this carrier and all child components button (Carriers interface), the warning message
will be shown as well

Max Java heap size (mb). the maximum (default: 512Mb) size to generate an Excel file by the
internal Java module. Once exceeded, the OutOfMemoryError error appears. To increase it,
consult the Alaris technical support team

Max file for recurrent reports (mb): if the report result exceeds the value (default: 100Mb), the mail
with the report result is not sent out and the Details column of the Reports[ 4 interface for the
corresponding report task will contain the following record: "Mail not sent, attachment file size is
more than X Mb". The limitation is applied so as not to consume much server space

Max number of rows to export in CSV/Excel (null - without limit): number of rows exported into a
file. When the limit is met, export is halted with a respective error. The default value is 1000000

Max unzipped file for recurrent reports (mb): maximum file size (in megabytes) of a recurrent report.
Once the value is reached, the report is archived (in zip format)

Maximum allowed System job duration, hours: maximum allowed System job duration in hours. If a
task is being executed longer than specified, it will be aborted. The default value is 24

Maximum record count in REST API responses: maximum record count (integer) which can be
returned in REST API responses (note that the limit for EDR export from the Wholesale portal and
Alaris Campaign Portal can be set in the EDR export record count limit parameter). The default value
is 10000. Note that an increase of the value may affect the System performance since generated files
take space on the server

Maximum search time for regexp in string: maximum time in seconds which is spent to compile
the inserted regular expression in the Translation rules interface (SMS\Routing\Translation
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rules[ssh) in the following fields: Sender ID pattern, Dest. number pattern, Text pattern. The
parameter is intended to find out whether the regular expression may affect operation of the
routing module. If the time is exceeded, a warning will be given to the user. The default value is
20 seconds. To change the value, contact the Alaris technical support team

Min percent of free space in tablespaces: the minimum percent of free space in tablespaces. Once
reached, new datafiles are added to tablespaces automatically.

NOTE: The threshold set in the System parameter Minimum amount of free space in tablespace,
megabytes must be met as well for the file to be added.

Minimum amount of free space in tablespace, megabytes: the minimum number of megabytes of
free space in tablespaces. Once reached, new datafiles are added to tablespaces automatically.
Note that the threshold set in the System parameter Min percent of free space in tablespaces
must be met as well for the file to be added

Number of report execution attempts in case of ORA errors: an integer number (4 by default) to
define the number of times to re-launch a report if an error from the Allowed ORA error codes for
report execution list occurs. Once the number is reached, an email with the error is generated to
the email address specified in the Support email system parameter

Password expiry date: password expiry date of the current user (can be also checked in
Administration\Users[ 31 >> Expiry date)

Period between report execution attempts in case of ORA errors (in min.): serves to set the timeout
between report run and send attempts after receiving an error specified in the parameter Allowed
ORA error codes for report execution. Note that the time is increased exponentially - for example, if
set to 3, an attempt to resend the report will occur in 3 (3M), 9 (372), 27 (3"3) minutes (in case every
previous attempt fails)

Prohibit uploading Excel files with formulas (0 - no, 1 - yes): the default value is 0. When set to 1,

verification is enabled that templates imported in the Administration\Template manager [+

interface do not contain formulas
Rate change log, days: storage period for rate change logs in the System. The default value is 90

Rate import analysis keep period, days: number of days (integer) during which the results of
analysis (rate import tasks launched in Mode: Choice or Auto) are stored in the System (available
tasks can be checked on the bottom grid of the Rate import interface by clicking on the view
hyperlink). The default value is 7. Tasks created older than 7 days from the current date cannot be
reviewed. If the parameter is set to O, it will be possible to check only one last task (once a new one is
created all other tasks will become unavailable)

Rate import analysis user decision timeout, minutes: timeout in minutes, the default value is 60. In
case a user imported rates in the Choice mode and has not confirmed the changes, the task will be in
the waiting state within the set value. Once the value is reached, the task will be canceled
automatically

Rate import files retention period, days: number of days (integer) during which rate import tasks
(Rate import interface) and files of auto rate import (Administration\Email processing rules[ 291 >>
Files) are stored to be shown in the System. Note that the storage period of files is also defined by the
cron task located on the server (default: 30 days). To verify the internal value, contact the Alaris
technical support team. The period to store files is defined by the minimum of the cron value and the
System parameter’s value
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e Rate snippet max number of rows: controls the number of rows that can be displayed in the
[RateSnippet] marker (which serves to list the rates in the rate export email body). See also the Alaris
YouTube video

e Ratesheet delivery options (1 - attachment, 2 - link, 3 - attachment and link): defines how rate
sheet files will be delivered when sent by email. If set to 2 or 3, the rate sheet will be sent twice
unless the partner opens the link (the [Link] marker). To include the link in the email body set the
[Link] marker in the appropriate template

e Report task result storage period, seconds: the period to store report results to be shown in the
web interface (available through the view hyperlink in Reports (). The default value is 172800; it
can be overridden on the report level

e Report task results rows: the maximum number of rows to be shown in the web interface
(available through the view hyperlink in Reports ). The limitation does not affect report exports
to Excel/CSV. The default value is 30000; it can be overridden on the report level. Note that it is
not possible to set the restriction as ‘unlimited’

e Report task storage period (days to store tasks). the number of days to store tasks created in
Reports[ . The parameter functions along with the Report tasks count to store parameter. The
default value is 30. When the value is decreased, the excessive tasks are removed as soon as
the system job PRV_CLEANUP_SCHEME runs

e Report tasks count to store: the number of report tasks created in Reports[47 to be stored. The
parameter functions along with the Report task storage period (days to store tasks) parameter.
The default value is 10000. When the value is decreased, the excessive tasks are removed as
soon as the system job PRV_CLEANUP_SCHEME runs

e Report tasks count to store(per single report). the number of tasks within the same report to be
stored in Reports| 4. The default value is 100. When the value is decreased, the excessive tasks
are removed as soon as the system job PRV_CLEANUP_SCHEME runs

®  Running processes per CPU threshold: maximum number of processes per core. Used for internal
calculation of the possibility to launch simultaneous processes (for example, analytical cube
calculation). Fractional values are allowed. The number of concurrent tasks is calculated as the
parameter value*number of cores on the active database

e SMS license exceeded. if set to 1, SMS traffic will be rejected in case of exceeding the allowed
monthly volume and in case the System setting Block traffic exceeding license is set to 1 as well. The
parameter can be modified only by the Alaris technical support team

e SMS module enabled (1 - enabled, 0 - disabled): flag showing if SMS interfaces are available for
use. The parameter can be modified by the Alaris technical support team

e Send rate change notifications as (0 - CC, 1 - BCC, 2 - To): allowed values are 0 (send notifications
as CC), 1 (send notifications as BCC) and 2 (send them in the To field). If set to 0, rate change
notifications will be sent to addresses as specified in Default rate change emails
(Carriers\Agreements| 8 interface) as CC. If the send to partner emails checkbox is selected for
rate export tasks, rate changes are sent to the account manager’s email address (in the CC, BCC or
To field depending on the setting)

e Server time offset from GMT: self-updating parameter that shows the offset of the server timezone
from the GMT timezone. For example, if the server timezone is GMT+1, the parameter will be shown
as 1. The value is automatically changed for daylight saving timezones
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Server timezone name: name of the main platform timezone (for example, Etc/UTC). It also serves as
the default value in some interfaces - for example, In/Out time zone parameters
(Carriers\Agreements|[+h interface) while creating an agreement or the Timezone field while importing
the rates (Rate import interface)

Show start page watermark: possible values are 0 (do not show the watermark) and 1 (show the
watermark) on the Start page. To change the parameter, contact your account manager

Support email: email address of the Alaris support team that some System notification and
alarms are sent to

Support end date: serves for notification about the upcoming support end date. This information is
also available at the Start\License info page

Swap deal expiry date: license expiration date on the swap management module (see Swap
Deals [253)

System currency code: code of the System currency, also shown in Reference books\Currency
exchange rates[zsh. The value can be changed by the Alaris technical support team. Note that restart
of the routing module is required to apply the change correctly. Also, exchange rates between the new
System currency and the account currencies must be added in Reference books\Currency exchange
rates |2

System date format. information field to show which date format (without time) will be used in the
System (the format affects dates in exported files except for rate export or financial data; additionally
the format is applied to graphics on the Start page). Cannot be changed

System date/time format: information field to show which date format (with time) will be used in the
System. It must not be changed.

System debug mode (true or false): specifies whether the debug mode is enabled in the System
(true) or not (false). If set to true, additional information will be shown in the System log
(Administration) report. The parameter is intended for troubleshooting purposes

System name: the System name that is used in header of the web browser. Note that the header is
compiled from values specified in the System owner name and System name parameters

Temporary password logins allowed: the number of allowed login attempts with a temporary
password

NOTE: A temporary password is assigned to the user if the regular password was not changed in due
time and expired. The user can log in the System with the temporary password and change it to a
regular one. If the user fails to create a new regular password and uses up the number of logins
specified in this parameter, the access to the System is blocked. The password can be changed at
Start\User settings

Temporary password valid period (days). defines the period of the temporary password
expiration. If the period has expired or the number of allowed logins is reached (see above), the
password becomes invalid

Time full format: information field to show which full time format (default one) will be used in the
System. Must not be changed

Time short format: information field to show which short time format will be used in the System (in
case the control structure |SD is added - for example, to a rate export column: Effective {ill|SD). Must
not be changed
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Truncate non-ASCII characters and spaces for tags: the default value is 0. When set to 1, the
System will truncate blank spaces from the beginning and end of a tag value, non-ASCII symboals (in
code range 32-127) and non-printable symbols (such as &nbsp; or &#123;) while adding a tag. When
set to 0, blank spaces and non-ASCII/non-printable characters will not be removed when adding a tag
in the Tags interface. Note that the option affects the default value of the Truncate non-ASCII
characters and spaces parameter set during tag import.

If set to 1 (truncate blank spaces from the beginning and end of a tag value), non-ASCII symbols will
be truncated completely when tags are added manually, as will be non-printable symbols and blank
spaces (for example, "&nbsp;test”, "&#123;test", " test" will be translated into "test"). When set to 0,
such symbols will not be removed when adding a tag in the Reference books\Tags [2s interface

Ul dispatcher IP: IP address of a server where the web module is installed in order to send update
events from database. If the database and web interface are installed on the same server, the
parameter must be set to 127.0.0.1. Several IP addresses (comma-separated) are allowed

Ul dispatcher port. port through which update events are sent from the database to the web interface.
Several ports (comma-separated) are allowed. The default value is 5000

User activation period: the number of days after which the users that have not confirmed their
registration on the Wholesale or Campaign Portal will be removed from the internal DB table and
the email address used for registration can be re-used. The default value is 3.

Warning threshold for running processes per core: allowed number of processes per core. The
default value is 1.5. In case the current load is greater than the value but lower than Critical threshold
for running processes per core, a corresponding message will appear once the user launches a task
(Current average load is higher than the threshold and proceeding with the action may overload the
System as well as the task will take more time than usual). Note that only tasks (EDR recalculation,
export of EDR - from the Wholesale portal, Analytics and EDR export interfaces, export of rates
and their generation, report sending and export) created by users are taken into account

Web-server hostname/IP: web server on which the web interface is installed. Must not be
changed by the user

Campaign Portal module enabled (1 - enabled, 0 - disabled): the parameter serves for enabling
Alaris Campaign Portal functionality in the System. Can be modified by the Alaris technical support
team

6.7.2 DID inventory

=l DID inventory

Batch format YYYY-IMM-DD | HH24:MI

Default aging pericd (days) 0

Last DID checkpoint

List of TFN prefixes 1800,1888 1877, 1866,1855 1844 1833,18..
List of products to check margin in the routing 17709

Use DID/TEN management 1

DID inventory

Batch format. serves to generate the name of the batch (group of DID/TFN numbers)
automatically if the Batch field is not specified during creation of a record (Number management(ss$)
). Markers can be used as well - for example, YYYY-MM-DD HH24:MI:SS
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o Default aging period (days). the number of days that must pass before the status of the number
is set from Aging to Available. Integer values are allowed. If set to 0 when a record is deassigned, it
immediately becomes Available. If set to null the default value (30 days) is used. Value changes
affect the existing aging records - depending on the increase or decrease of the parameter, the aging
period is extended or shortened

e Enable DID financial cubes calculation (0 - disable, 1 - enable): allows calculation of SMS DID-
based statistics. To enable it, additionally the System parameter Use DID/TFN management
must be turned on

o Excluded product names for non-DID markers (applicable to Alaris SMS Platform only): the
parameter serves to specify a list of product name masks (comma-separated, no space, for
example, %2way %, Wholesale). The parameter is case-sensitive. Products whose names match
the mask will be excluded from data calculation in the following markers:

NoDIDChargeDetNo, NoDIDChargeDetColumn1, NoDIDChargeDetColumn2,
NoDIDChargeDetColumn3, NoDIDChargeDetColumn4, NoDIDChargeDetColumnb,
NoDIDChargeDetColumn6, NoDIDChargeDetColumn7, NoDIDChargeDetVolume,
NoDIDChargeDetRate, NoDIDChargeDetEvent, NoDIDChargeDetAmount,
NoDIDChargeDetAmountRaw, NoDIDChargeDetVolumeRevSign, NoDIDChargeDetEventRevSign,
NoDIDChargeDetAmountRevSign, NoDIDChargeDetMCCMNC, NoDIDChargeDetProductDescr,
NoDIDChargeDetTaxRate, NoDIDChargeDetMonth.

The feature is useful in cases when a single invoice includes SMS products traffic and MO traffic
which is bound to a separate product and it is required to separate the information on these two
types of traffic.

e Last DID checkpoint. date of the last DID checkpoint (serves for generation of charges)

e List of TFN prefixes: the parameter sets the list of toll-free number (TFN) prefixes. Numbers with
these prefixes are considered toll-free numbers.

e List of products to check margin in the routing: list of products for which margin will be checked
during routing. If set to null, the margin for termination of DID/TFN SMS will not be calculated. If a
vendor product ID is set, the margin will be checked for SMS termination to the vendor product (for
both cases DID and TFN margin is calculated as vendor rate - client rate). If the margin is negative,
the SMS will be blocked

e Use DID/TFN management. consider DID/TFN numbers in billing and routing (possible values are
0 - disabled and 1 - enabled). If the functionality is enabled, the routing module performs the following
steps:

o client authorization

o check if the B-number is in the list of assigned numbers (Number management|ss interface)

o if the number is in the list and its type is DID, the rate search logic is B-number longest match

o if the number is in the list and its type is TFN (voice), the rate search logic is A-number longest
match

o if the vendor product (to which the number is assigned) is in the List of products to check margin
in the routing, the margin is calculated. If it is positive or the product is not in the list, the SMS is
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terminated to the vendor without any further search of vendor products. If the product is in the list
and the margin is negative, the SMS is blocked

o if the number is not in the list, the routing takes place as usual (search of vendor rates, search of
suitable vendors in accordance with routing rules etc)

6.7.3 Data import

= Data import

Auto rate import parallel sessions 2
Auto rate import script config file null
Default interface for email felched files (0 - voice, 1 -sms,... 2
Email for aute rate import and mail client aleris null
Ignore emailz clder than M hours 0

Data import

Auto rate import parallel sessions: serves to limit the number of simultaneous auto import tasks. The
parameter is intended to prevent the System load in case a large amount of emails have been
received. Files are processed in the order of their arrival; auto import tasks for the same product will
not be launched in parallel. If the parameter is left blank, the allowed number of simultaneous tasks is
calculated automatically. See also the Alaris YouTube video

Default interface for email fetched files (payments,voice,sms,undefined,no interface). the System
interface (SMS\Rates\Rate import[+h or Finance\Payments|[23) to which the System sends files
received for rate import/payments if no rules are found for the email in Administration\Email
processing rules [2N. If set to no interface, the received files without any suitable rules are shown in
the Files tab of Email processing rules only

Email for auto rate import and mail client alerts: email addresses (comma-separated) to send
notifications in regard to auto rate import tasks (for example, if an email processing rule was not found
or critical errors are found in the file). If set to null, alerts are not sent (additionally the list of
recipients can be set in Administration\Email pr ing rules[291 and SMS\Rates\Auto rate
import[se8) interfaces)

Ignore emails older than N hours: defines how far in the past the fetchmail service will look for
unprocessed emails when getting new ones imported. This parameter allows the System to
ignore cases when an old email is put into the “unread” folder (for IMAP protocol) or when the
email server itself has a problem and does not mark older emails as processed (for POP3
protocol). Fractions of an hour can be used (for example, 0.5 will allow importing mail that is less
than 30 minutes old). If set to 0 or null, all emails are processed
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6.7.4 Financial module

= Financial module

Add taxes to manual charges (0 - no, 1 - yes) 0
Balance alarm threshold #1 100
Balance alarm threshold #2 50
Balance alarm threshold #3 20
Balance alarm threshold #4 0
Balance alarm threshold #5 null
Balance status reset threshold 10
Calculate charge detail amount as volume *rate (0-no,1... 0
Charge detail rounding digits (client leg) 2
Charge detail rounding digits (vendor leg) 2
Charge detail rounding function (client leg): 0 - floor, 1 -ro... 1
Charge detail rounding function (vendor leg): 0 - floor, 1-... 1
Credit alarm threshold #1, % 70
Credit alarm threshold #2, % a0
Credit alarm threshold #3, % a0
Credit alarm threshold #4 . % 100
Credit alarm threshold #5, % null

Credit and balance alarms default email (null - do not use it) null

Financial module

e Add taxes to manual charges (0 - no, 1 - yes). when enabled, the tax rate set in
Carriers\Agreements[+8) is added to manually created charges. The taxes will still be added to
invoices and charges that are based on traffic

e Balance alarm threshold: defines the minimum amounts (fractional values are allowed) of the client
account balance (in the account currency) to trigger an alarm (five thresholds are available; just one
threshold may be specified but in this case it must be Balance alarm threshold #1). Balance alarms
are sent in case of prepaid clients (the In credit option is set to 0 in the agreement). Additionally, the
account’s option Send balance alerts must be enabled. For clients with non-zero credit limit the
System setting Send balance alerts to clients with non zero credit limit (0 - no, 1 - yes) must also be
enabled to receive balance alerts. To enable the same for the vendor side, the System setting Send
balance alerts to vendors with non zero credit limit (0 - no, 1 - yes) must be enabled. The setting is
System-wide; it is also possible to set the thresholds on the account level. Alerts are sent to the user’s
email address (if the option Send alarms is enabled) specified in the Account alert emails field in
Carriers\Agreements|[8). If the parameters are set to null, balance alerts will be sent only in case the
thresholds are configured on the account level
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Balance status reset threshold.: integer value (balance amount, in account currency) that defines a
window when balance alerts are not sent. It can be handy when the client’s balance is changed
constantly. For example, the current balance is 1,000, the reset threshold is set to 20 and the balance
threshold is set to 950. Once the balance is lower than 950, the alert will be sent out. In case the
balance fluctuates (for example, becomes 960 and then again becomes lower than 950), the alerts will
not be sent - they will be sent out again when the reset threshold is reached (for this example the reset
threshold is 970 (950+20) - so once the balance reaches 970 and is lower than 950 again, the alert is
sent out)

Calculate invoice amount as sum of rounded charges (0 - no, 1 - yes): the parameter defines the
sequence of actions to calculate the invoice amount. If the value is 0 (default value), the values of
the charges are first added up and then rounded. For example, suppose the invoice contains the
following cost values by country:

o T74.77739
o 10.29628
o 191.39846
o 78.60825

Then the total invoice amount (355.08038) will be rounded up to 355.08.

If the parameter is set to 1, the values are first rounded to two digits (for example, 74.77739 is
rounded to 74.78 and 78.60825 is rounded to 78.61) and then the values are added up. The final
invoice amount will be 355.09.

Charge detail rounding digits (client/vendor leg): number of decimal places (integer value) in charge
detail amount and invoice amounts (Estimated amount, Due amount, Tax amount) for client/vendor
side correspondingly. The rounding logic is defined by the Charge detail rounding function setting.
The default value is 5

Charge detail rounding function (client/vendor leg). defines the rounding method of the charge
amount and invoice amounts (Estimated amount, Due amount, Tax amount) — downward (floor),
mathematical rounding (round) or upward (ceil) for the client/vendor side correspondingly. Note
that in the invoice PDF document (when using the corresponding markers) the values are
rounded according to the System parameter Default format: numeric (monetary)

Credit alarm threshold #1-#5, %: defines the minimum amount of the credit provided to a partner
(configured in the In/Out credit field on the Carriers\Agreements|+) to trigger an alarm (five
thresholds are available; just one threshold may be specified but in this case it must be Credit alarm
threshold #1). If the parameters are set to null, the credit alerts will be sent only in case the thresholds
are configured on the account level. Alerts for the client side are sent to the user’s email address (in
case the option Send alarms is enabled), Account alert emails specified in the agreement, email
addresses set in the Credit and balance alarms default email, and the email address of the account
manager (if the System parameter Send credit and balance alarms to account manager is set to 1).
Alerts for the vendor side are sent only to the account manager’s email and to the Credit and balance
alarms default email if specified.

Credit status reset threshold, %: defines the minimum amount of balance for credit alarms to be
triggered again (it is done to prevent numerous alarms when the client balance is fluctuating
around the limit because of bilateral traffic, increasing a bit above the disconnection point and
then dropping below the limit again). Example: suppose the Credit alarm threshold is set to 70%,
the Credit status reset threshold is 5%, and the credit usage fluctuates between 69% and 71%.
For the alert to be sent again, the credit usage must first drop to at least 65 percent and then rise
to 70 percent.
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Credit and balance alarms default email (null - do not use it): list of email addresses (comma-
separated) that receive balance and credit alerts for all accounts that have the Send balance alerts
flag checked

Cross-monthly invoice splitting (O - no, 1 - yes): defines whether invoices with the billing period
covering the joint between two months must be split in two separate invoices (for example, when a
partner’s billing period is set to Weekly). Additional configuration can be done on the agreement level.
If the agreement’s option Cross-monthly invoice splitting is set to Default, the value from the System
settings is used

Current invoice number. defines the index number of the next automatically generated invoice
(increases automatically with every invoice generated by the System, i.e. does not count
manually created documents). This parameter is used in generation of the invoice reference
number. The parameter’s value is editable (for example, to start invoice enumeration from the
beginning set the parameter to 1)

Default charge grouping mode (1 - separate invoices for client and vendor side; 2 - separate
invoices for each product; 3 - separate charges within 1 invoice): defines how invoices are
grouped if the Autovalue flag is checked in the Carriers\Products [} Add or Edit tab. Possible
values include:

- 1- separate invoices for client and vendor side: traffic details for all products are grouped
in one invoice for each traffic direction (client or vendor)

- 2 - separate invoices for each product. a separate charge and a separate invoice are
issued for each product

- 3 - separate charges within one invoice: a single invoice contains several traffic detail files,
one for each charge. For client products the index will be generated in the 0.01-0.99 range,
and for vendors in the 1.01-1.99 range. The logic of selecting the next value is as follows:
free values from the available range will be used for index generation, starting from the
lowest available one. Existing products of the same account and same type whose index is
outside the allowed range will not be considered in index generation

Default detail comparison match percentage: default value (in percent) which defines the
similarity coefficient between System charges and partner charges. The value will be set
automatically to the Similarity field (Finance\Charges|[2081 >> Show partner details >> Compare)
and can be changed every time

Dismiss previous years vendor invoices automatically (0 - no, 1 - yes): the parameter allows
enabling automatic assignment of the Dismissed status to draft vendor invoices in order for the
invoices to have no effect on account balances. It is disabled by default. When enabled, the
status will be automatically assigned for the invoices with the start date before the date specified
in the System parameter The date after which the billing period is considered closed as soon as
the System job FIN_HOURLY_ROUTINES runs

Email address list to CC finance-related emails: defines the additional email addresses for invoice
delivery; several comma separated addresses can be specified. The same setting (as well as
Email address list to BCC finance-related emails) can be specified in Reference books\Contract
companies|2s8) for each contract company individually

Finance first (second, third) currency: text string that defines additional currencies in which
invoices and charges can be calculated (normally they are displayed in the account currency).
Examples: USD, EUR etc. The parameters are used for calculation of financial cubes in different
currencies with the use of invoice markers (for example, [EstimatedAmountin<currency_code>)).
Note that the conversion will take place as of the date specified in the System parameter Invoice
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currency rate date in case the System parameter Invoice estimated account currency conversion
method is set to 2 (otherwise it will be calculated on a daily basis). The default value for the first
currency is the System currency (cannot be changed from the web interface and cannot be set to
null). The default value for the second/third currency is null.

NOTE: After you configure the currencies in Finance first (second, third) currency, perform EDR rerating

(see SMS\EDR management\EDR Rerating[s7) and invoice recalculation (see Finance\lnvoices\Editin

invoices[218) for the appropriate period, otherwise all amounts in the Charges table will be zero. Before
invoice recalculation, check that the respective financial cubes have been updated (refer to Reports\SMS

Analytical cube status[s for the information).

Force generate invoices after, hours: integer value that specifies the timeout after which invoices will
be generated at the end of the billing period. The parameter serves to generate invoices even if
corresponding cubes have not been calculated yet

Generate reference code for outbound invoices (0 - no, 1 - yes): specifies if the reference number
of invoices and credit notes should be generated for the vendor side. The default value is 0 (do
not generate). In case the option is set to 1 (enabled), the number for invoices will be generated
based on Invoice reference number format (outbound) of the corresponding contract company
(Reference books\Contract companies [2s). If the parameter is not set, the format is taken from
the Invoice reference number format (inbound) parameter (of the same contract company as
well). If none of the parameters are specified, the value is taken from the System parameter
Invoice reference number format. The format for credit notes is generated based on Credit-note
reference number format (outbound) (Reference books\Contract companies|(2&) of the carrier’s
contract company if specified, otherwise - from Invoice reference number format (outbound) of
the same contract company as well. If both parameters are not set, Invoice reference number
format (inbound) of the same contract company is used. If none of the parameters are set, the
System setting Invoice reference number format is used for the number generation

Global minimum vendor invoice amount, Global minimum client invoice amount: the parameters set
the invoice amount threshold (in account currency) for client/vendor directions correspondingly
(fractional values are allowed). If the charge for a billing period (in absolute values - that is, -1 is
treated as 7 for comparison) is lower than the value, no invoice will be generated. The amount still
affects the balance and is shown in the Transaction history reports in the Reports [78 interface. If set
to null, no threshold is applied (except for In/Out minimum invoice amount on the agreement level). If
set to 0, financial documents with zero amount can be generated

Invoice auto-dispatch delay, hours (null - auto confirmation and dispatch is off). when the value is
a positive integer, all invoices are confirmed and sent to client side automatically with the delay
specified in the parameter. Note that the dispatch is launched according to the System job
FIN_HOURLY_ROUTINES. When the value is null, all created invoices must be confirmed and
dispatched manually

Invoice currency rate date (1 - issue date, 2 - period end date, 3 - period start date): the parameter
defines the date as of which the currency exchange rate (Reference books\Currency exchange
rates|26) must be taken to replace markers that show amounts in a currency different from the
account currency (for example, [EstimatedAmountin<currency_code>])

Invoice delivery options (1 - attachment, 2 - link, 3 - separate emails, 4 - attachment + links, 0 -
do not send): defines the way invoices and the traffic details summary are sent. Links are
replaced with the markers [DocumentLink] and [DetailsLink] (can be set in Administration\Template
manager [15) >> Invoice letter template)

NOTE: If the value 2 (link) is selected, the email will be resent twice every three days (or until the recipient
clicks on the link - in which case the invoice status will change to Delivered).
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Invoice details filename pattern. defines the file name format of the file with the traffic details
summary (for example, [CompanyName]_[InvoiceDate]_[Details].pdf). The parameter also supports
other markers. A different format can be set on the contract company level (Reference
books\Contract companies 281 >> Invoice details filename pattern)

Invoice due date based on (0 - issue date, 1 - registration date). the parameter defines the date
based on which the invoice due date is calculated. The default it is the issue date (0). If the
parameter is set to 1, the calculation is based on the registration date

Invoice estimated amount currency conversion method (1 - floating rate, 2 - single rate according to
parameter): defines the method of invoice amount calculation in case the currency exchange rate
must be applied (when a marker for invoice amount in a currency other than the account currency is
used - for example, [EstimatedAmountin<currency_code>]). If set to 1, the exchange rate is taken on
daily basis to calculate corresponding financial cubes. If set to 2, the currency exchange rate is static
and taken as of the date defined in Invoice currency rate date

Invoice filename pattern: defines the format of the invoice file name (for example,
[CompanyName]_[InvoiceDate].pdf). The parameter supports markers. Additional configuration can
be performed on the contract company level (Reference books\Contract companies|2s61 >> Invoice
filename pattern)

Invoice generation delay, hours: period to delay invoice generation after the invoicing period
ends - this is done to make sure that all the late EDRs for that period successfully hit the System
before the invoice is generated. The default value is 3. Note that the delay is applied to the date of
the last change of the usage (a usage is an internal entity on which financial data for charges are
based). Integer values are allowed. If set to null, invoices will be generated without any delay once the
cubes are ready (can be checked in the report SMS analytical cube status (Administration))

Invoice issue date option (1 - last day of current billing period, 2 — first day of next billing period):
defines the date of invoice issue

Invoice presented amount includes tax (1 - yes, 0 - no). defines whether the amount due
according to partner estimation includes tax. If set to 0 and the Amount source of an invoice is
Amount presented by partner, Due amount is calculated as Presented amount+taxes. If setto 1 and
the Amount source of an invoice is Amount presented by partner, Presented amount will be used as
itis

Invoice reference number format: defines the format of the invoice reference number. The

parameter supports all alphabetical and numeric values. The following markers can also be used
here:

- [XXXX] (the number of X's can vary) — placeholder for the value from the Current invoice
number parameter. The number of X's stands for the amount of digits to display. For
example, if the Current invoice number is set to 123 and the Invoice reference number
format parameter is set to XXXXX] (five X's) - the reference number of the next generated
invoice will be 00123

- [CAR_ID] - ID of the partner Carrier record

- [AGR_CODE] - code of the partner's agreement (defined by the mandatory field Agreement
code of Carriers\Agreements|+e5)

- [YYYYMMDD] or [YYMMDD] - the invoice generation date (displayed in the Created column
of the Finance\lnvoices[2131 page)

- [PARAMX] - where X is the ID of a custom parameter defined in Administration\Custom
parameter types|2/
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Additional configuration can be done on the contract company level (Reference books\Contract
companies|2s81 >> Invoice reference number format)

Limit mapping to the specific documents of the same billing period (0 - no, 1 - all, 2 - map to
invoices, exclude payments). when the value is 1, automatic mapping is performed only for
documents belonging to the same billing period; automatic mapping for payments takes place
irrespective of the period. When the value is 2, payments are excluded from automatic mapping
operations but can be mapped manually; only invoices of the same billing period are mapped

Min absolute mismatch to invoke a dispute: the minimum absolute difference between the
System owner's and partner's invoice amounts to start a dispute (Presented amount and Due
amount). Note that both of these thresholds must be exceeded to change the invoice status to
Disputed. In case one of the parameters is set to null, only the other one will be taken into account for
assignment of the Disputed status. In case both parameters are null, the invoice status can be set to
Disputed only manually. It is also possible to set the thresholds on the agreement level

Min percent mismatch to invoke a dispute: same as above, but checking the relative difference
(in per cent). Both of these parameters should be surpassed to change the invoice status to
Disputed

Notification period of deferred payments coming due, days: the number of days for notifying a
partner about the expiry of a draft payment - one that is created with the disabled Confirmed
payment checkbox (see Finance\Payments\Payments table(23) for more details on draft
payments). The email addresses are set in Carriers\Agreements [ (Default invoice emails field)

Open financial period, days: defines the period in days within which financial data can be changed in
the past (starting from the current date). For example, if the parameter is set to 30 and EDR rerating
is performed for a period later than a month ago, it will have no effect on financial data (balance,
existing invoices, etc.)

Request delivery receipt for invoices (0 - no, 1 - yes): when enabled, emails with invoices will require
confirmation of receipt. Note that the Disposition-Notification-To header is used for confirmation
sending (supported by MS QOutlook). The confirmations are sent to the email address from which the
invoice was received. See also the Alaris YouTube video

Scoring (Credibility), Scoring (Payment stability), Scoring (Subjective estimation), Scoring (Traffic
volume stability). defines the weight of partner’s estimation index — a bigger value in the field
means more weight of this parameter among others. Credibility is an index of the partner’s due
diligence, automatically calculated based on the partner’s payment stability, subjective estimation (set
on the Carriers[+s5 page), credit limit (Carriers\Agreements|[+e81) and traffic volume stability

Send balance alerts to clients with non-zero credit limit (0 - no, 1 - yes). defines whether balance
alerts must be sent to client accounts having a credit limit (Carriers\Agreements|+s5 >> In credit limit).
The thresholds for balance alert sending must be configured either in the System settings parameter
Balance alarm threshold #1-#5 or in the similar parameter on the Carriers\Accounts | page

Send balance alerts to vendors with non zero credit limit (O - no, 1 - yes):. defines whether
balance alerts must be sent to vendor accounts having a credit limit (Carriers\Agreements [168),
Out credit limif). The thresholds for balance alert sending must be configured either in the System
parameter Balance alarm threshold #1-#5 or in the similar parameter in Carriers\Accounts |+

Send credit and balance alarms to account manager (0 - no, 1 - yes): defines whether
credit/balance alarms are sent to the client account manager on the System owner's side (to the
address indicated in the Email field in the account manager’s user record on the
Administration\Users [ % page)
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Send credit and balance alarms to customer (0 - no, 1 - yes): defines whether credit/balance
alarms are to be sent to the partners (to the addresses indicated in the Account alert emails field
in the Carriers\Agreements|[1. Note that the System parameter has priority over Send balance
alerts on the account level - even if the account setting is enabled, but the System setting is disabled
(set to 0), the alerts will not be sent to clients

Send disputed letter: possible values include 0 (logic is disabled, default value) and 1 (enabled).
When enabled, emails are sent out in the format according to the Disputed letter template, given
that the vendor invoice (Direction: From partner) has been registered and has the Disputed or
Disputed (manual) status

Send notifications of deferred payments coming due to client (1 — yes, 0 - no). defines whether to

notify partners about the expiry of draft (non-confirmed) payments (see
Finance\Payments\Payments table[23 for more details on draft payments). The email addresses
are set in Carriers\Agreements [+63) (Default invoice emails field). If the option is enabled, the
notification sending period is defined in the parameter Notification period of deferred payments
coming due, days. If set to 0, the notifications are sent to the account managers’ emails (if any)

Send payment confirmation to partner (0 - do not send, 1 - send to account alert emails, 2 - send
to default invoice emails):. specify to which recipients payment confirmation must be sent. The
account alert and default invoice email addresses are configured in respective fields in
Carriers\Agreements|+). If the option is enabled, the notification sending period is defined in the
parameter Notification period of deferred payments coming due, days

Skip checking rerating tasks before invoice generation (1 - skip, 0 - do not skip): specifies whether
EDR rerating tasks must be ignored for invoice generation. If set to 0 and there are rerating tasks that
affect the invoice billing period, the invoice will not be generated until the tasks are complete

Suggest making documents mapping by default (1 — yes, 0 - no): when the parameter is set to 1,
the Make auto mapping flag in the Edit invoice form is checked by default

System owner name: name of the System owner. The name affects the value of the marker
[SystemOwnerName]. Additionally, the name is shown as the header of tabs opened in the browser
(the main web interface) and as the name for REST API (for example, Alaris REST API)

The date after which the billing period is considered closed: a date after which the period is
considered closed and financial data for the period cannot be modified. The format must
coincide with the date format (for example: 01.01.2020 or 2020.01.01). The following procedures
are affected by the no-modification functionality:

o EDR recalculation
o editing/removal of charges and payments for closed periods
o registration of payments for a closed period

o editing of invoices except for draft invoices (there is a possibility to change the status to
Confirmed/Registered/Sent or Dismissed/Forgotten) and dismissed/disputed invoices (any
parameter can be modified given that the registration date is set in an open period). The date
is defined based on the Start date parameter

o mapping if both documents are in a closed period (if one of them is in an open period and
the other in a closed one, mapping is allowed)

o adding of charges unless they are corrections to invoices (that is, the Start date of the
correction is set to a date in an open period)
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Unconditional invoice dispute threshold: the minimum absolute difference between the System
owner's and partner's invoice amounts to start a dispute, regardless of the parameter Min
absolute mismatch to invoke a dispute. If set to null, the parameter is not used. Additionally the
threshold can be set on the agreement level

Zip traffic details when sent to e-mail (0 - no, 1 - yes). defines whether the traffic detail files
attached to the e-mails sent by the System are archived. Note if several traffic detail files are
formed, they are archived regardless the parameter value

General data protection regulation

= General Data Protection Regulation

Ignore message texts for customer channels (comma sep...  null
Wipe SMS contents after, days =0

Wipe personal data after, days of inactivity 30

General data protection regulation

Ignore message texts for customer channels (comma separated ID list): the parameter serves to
specify the list of client channels for which no text EDRs will be written. It means that the text of
messages received from these channels will not be saved to the System. Applicable to both MO
and MT traffic types. If a vendor channel ID is set (as well as any dummy IDs or non-valid
values), it will be ignored by the SMS switch. Up to 2000 bytes can be specified. The allowed
format is space-separated, comma-separated or space+comma-separated, for example: 23317
25370 23897 or 23317, 25370, 23897

Wipe SMS contents after, days: number of days (positive integer) after which SMS texts will be
wiped. The default value is 0 (the functionality is disabled). In case the functionality is enabled, the
System job will be launched every day and texts of messages with timestamps older than the
specified value will be removed

Wipe personal data after, days of inactivity: number of days (positive integer) after which all
personal user data will be wiped. The default value is 0 (the functionality is disabled). In case of
enabled functionality, the data is wiped based on a job which is launched once a day. Suppose
the parameter is set to 50 days. Once the job is launched, the following data will be replaced by
the Info wiped by EU GDPR law record:

o contact emails (Default invoice emails, Default rate change emails, Default technical emails,
Account alert emails) from Carriers\Agreements [+ for all agreements that were closed more
than 50 days ago (End date field)

o First name, Last name, Email fields from the Contacts section (except for Zip code) from
Administration\Users [ in case the user’s carrier has no active agreements and all past
agreements were closed more than 50 days ago. See also the Alaris YouTube video
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6.7.6 HLR analytics

= HLR analytics

Analytics first currency

Day cube partition count

HLR statistics telescopic mode

Hour cube partition count

List of products which margin is set to 0 in analytics
Minute cube partition count

Month cube partition count

Recalculate current day stats at, hours (0-23, 1-fold)
Recalculate current hour stats at, mins (0-50, 10-fold)
Stats calculation delay, minutes (day)

Stats calculation delay, minutes (hour minor)

Stats calculation delay, minutes (hour)

Stats calculation delay, minutes (min)

Stats calculation delay, minutes (month)

Stats calculation delay, minutes (week)

HLR analytics
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null

null
null
45
90

1300
300

e Analytics first currency: currency used in MNP server\MNP analytics [ss2) (can be different from
the System currency) for columns like Margin, Revenue, Vendor cost. The parameter can be
changed by the Alaris technical support team. Note that cube recalculation is required to apply

the change. The exchange rate must be defined in the Reference books\Currency exchange
rates 264 interface

e Day cube partition count. number of daily cubes stored in the System; in other words, a period
of time (in days) during which the System retains aggregated statistics arranged by daily cubes.
Since increasing the parameter requires additional server space (on databases), it can be
modified only by the Alaris technical support team. The default value is 200

e HLR statistics telescopic mode: when enabled (the value is 1), the interface shows:

o

o

the past two hours (current and previous) calculated using minute cubes

the current day calculated using hour cubes plus the past two hours calculated using minute
cubes on the fly

the current month calculated using daily cubes; the current day of the month is calculated
using hour cubes

the current year is calculated based on the underlying cubes: full month cubes, full daily
cubes, full hour cubes. The rest of the data is gathered from minute cubes. For example,
today is 03.10.2022 05:30 and the year layer is selected. The calculation logic will use:

full monthly cubes (01.01.2022, 02.01.2022)

minute cubes (03.10.2022 05:00-03.10.2022 05:30)

full daily cubes (from 03.01.2022 00:00 till 03.10.2022 00:00)
full hour cubes for the current day (03.10.2022 00:00-03.10.2022 05:00)
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Hour cube partition count. number of hourly cubes stored in the System; in other words, a period
of time (in hours) during which the System retains aggregated statistics arranged by hourly
cubes. Since increasing the parameter requires additional server space (on databases), it can be
modified only by the Alaris technical support team. The default value is 1512

List of products which margin is set to 0 in analytics: ID of HLR products (comma-separated —
2,000 symbols are allowed) that must be excluded from margin analysis (their margin is
displayed as 0 in MNP server\MNP analytics|[ss?). This parameter is used when the rates must be
ignored in analytics. In order to apply the changed parameter to processed traffic, analytical
cubes must be recalculated

Minute cube partition count. number of minute cubes stored in the System; in other words, a
period of time (in minutes) during which the System retains aggregated statistics arranged by
minute cubes. Since increasing the parameter requires additional server space (in databases), it
can be modified only by the Alaris technical support team. The default value is 300

Month cube partition count. number of monthly cubes stored in the System; in other words, a
period of time (in months) during which the System retains aggregated statistics arranged by
monthly cubes. Since increasing the parameter requires additional server space (on databases),
it can be modified only by the Alaris technical support team. The default value is 24

Recalculate current day stats at, hours (0-23, 1-fold). forced recalculation of day statistics at the
specified hour (valid values are integers from 0 to 23). Several values can be specified (comma-
separated), e.g.: 1,15,22 (daily cubes will be recalculated every day at 01:00, 15:00, 22:00
irrespective of the calculation threshold). In case null is specified, cube recalculation will happen
every time when the Stats calculation threshold (EDR/day) is reached

Recalculate current hour stats at, mins (0-50, 10-fold): forced recalculation of hour statistics at
the specified minute of the hour (valid values are 0, 10, 20, 30, 40 or 50). Several values can be
specified (comma-separated), e.g.: 10,50 (hourly cubes will be recalculated every hour on 10th
and 50th minutes irrespective of the calculation threshold). In case null is specified, cube
recalculation will happen once the Stats calculation threshold (EDR/hour) is reached

Stats calculation delay, minutes (day/hour/min/month/week/year). the delays configured for each
time increment (minute, hour, day, week, month and year) to allow statistics calculation even if
the thresholds configured in Stats calculation threshold settings for corresponding type of cubes
have not been reached. For example, the value 45 in the parameter Stats calculation delay,
minutes (day) means that the statistics for a daily cube will be calculated in 45 minutes after HLR
EDR import for the day takes place even if the value of Stats calculation threshold (EDR/day) is
not reached. Note that it is not recommended to decrease the values without consulting the
Alaris technical support team first since it leads to almost constant recalculation of the same
data (in case of increase, the cubes may be calculated too slowly and the data will not be shown
in the MNP _server\MNP analytics[ss3 interface). Additionally please note that all values are
calculated automatically based on daily traffic volume (if the setting Auto threshold calculation is
setto 1)

Stats calculation threshold (EDR/day; EDR/hour; EDR/min; EDR/month; EDR/week;EDR/year):
number of HLR EDRs per day/hour/minute/month/year necessary to launch the next cube
recalculation. For example, if the parameter Stats calculation threshold (EDR/day) is set to 100,
the corresponding daily cube will be recalculated as soon as more than 100 new HLR EDRs are
imported for this day

Stats calculation delay, minutes (hour minor) and Stats calculation minor threshold (EDR/hour) are
intended to decrease the number of hour cube recalculations (for example caused by late
delivery reports). An hour cube will be placed to queue for recalculation:
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a. after the period set in the parameter Stats calculation delay, minutes (hour minor) if the
number of newly inserted HLR EDRs is less than Stats calculation minor threshold
(EDR/hour)

b. after the period set in Stats calculation delay, minutes (hour) if the number of newly inserted
HLR EDRs is greater than Stats calculation minor threshold (EDR/hour) but less than Stats
calculation threshold (EDR/hour)

c. immediately if the number of newly inserted HLR EDRs is greater than Stats calculation
threshold (EDR/hour)

If Auto threshold calculation is set to 1, Stats calculation minor threshold (EDR/hour) is calculated
as Stats calculation threshold (EDR/hour) / 50.

Week cube partition count. number of weekly cubes stored in the System; in other words, a
period (in weeks) during which the System retains aggregated statistics arranged by weekly
cubes. Since increasing the parameter requires additional server space (on databases), it can be
modified only by the Alaris technical support team. The default value is 40

Year cube partition count. number of years for storage of year cubes; the default value is 10
Partner portal
= Partner portal

Allow Wholesale portal user registration (0 - no, 1 - yes) 1
Allow Wholesale portal users to edit POl (1 - yes, 0 - no) 1
Available currencies (null - All) null

Available product 1Dz {mull - All) null

Partner portal settings

Allow portal user self-registration (0 - no, 1 - yes). defines whether Wholesale Portal or
Campaign Portal users can create their accounts themselves or new user registration is only
performed by the System Owner. Note that the registration button is available for the Wholesale
Portal in case the System setting Wholesale portal access mode (1 - read/write, 2 - read only) is set
to 1

Allow Wholesale portal users to edit POI (1 - yes, 0 - no). defines whether Wholesale portal users
can create and edit their POls

Auto generate non-expiring token on user registration (O - no, 1 - yes): if set to 1, a token with
infinite lifetime (expiry date is set to 2100) is generated for a user, once the user confirms the
registration through the link. The same token value will be applied when a user is created with the
help of the Create Campaign Portal client button of the main web interface. The default token
value is 2 hours and can be changed in the API connections\Tokens section of the Campaign
Portal

Available currencies (null — All. comma-separated list of currency codes defined in the System,
which will be available in the Partner portals (both the Wholesale portal and Alaris Campaign Portal)
for new partner account creation. Note that the currency codes can be found in Reference
books\Currency exchange rates[zs%. If set to null, all currencies are available

Available product IDs (null — All): comma-separated list of client products belonging to the
System owner that will be available as parent products in the Wholesale portal for new partner
product creation and in the Alaris Campaign Portal as available rate plans (applicable to
assignment of a rate plan from the System as well). If set to null, all possible products are available.
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If the parameter contains a non-existing product ID, no product will be available for product
creation/rate plan assignment in the portals correspondingly

Campaign status change notification emails: list of email addresses (comma-separated) where
notifications of campaign status change (Paused, Canceled, Completed or Failed) will be sent.
The texts of the notifications are defined in the following templates (Administration\Template
manager[00): SMS campaign fail threshold letter, SMS campaign failed messages resend
notification, SMS campaign resuming notification, SMS campaign start letter, SMS campaign
status change letter

Client Portal default in billing period: the billing period for a client registered at the Campaign or
Wholesale Portal. The default value is Weekly; possible values are: Daily, Every 3 days, Twice a
week (Mon & Thu), Weekly, Weekly (non-calendar), Every 10 days, Twice a month (1st & 16th),
Monthly, Every 2 months, Every 3 months, Every 4 months

Credit limit for new Campaign Portal clients: the parameter allows configuring the predefined credit
limit (Carriers\Agreements| 8 >> In credit limit) for Alaris Campaign Portal users (integer values are
allowed). Note that it is also possible to specify the credit limit on the contract company level (which
has priority over the System setting) in Reference Books\Contract companies|zs5. Decimal values are
allowed in the interface. Note that the value is rounded down to 2 decimal places if more than 2
places are specified

Default SMS channel NPI, Default SMS channel TON, Default SMS channel address range,
Default SMS channel port, Default SMS channel system type: parameters for SMS channel
creation using the Wholesale portal. Values entered in these fields will be default settings for the
newly created channels. The null value means that no default value is specified. Note that if an
incorrect value is specified, the SMS channel may be created with incorrect parameters which may
lead to traffic rejection

Default account manager user ID: 1D of the user belonging to the System owner that will be
appointed as the account manager for all new self-subscribed clients at the Partner portals. If set
to null, no account manager is assigned

Default long message split mode. Allowed values: split, split_sar, payload, cut. defines how long
messages are treated by default when they are sent from Alaris Campaign Portal. Possible values are:
split - split message into several messages with UDH, split_sar - split the message using SAR TLV
fields; payload - send long texts in a dedicated optional field (message_payload) that can contain up
to 64kb (some vendors may not support it); cut - trim the message to 140 bytes. Note that the default
value can be changed during message sending (Dashboard page in Alaris Campaign Portal)

Default SMS rate plan (Product ID) for new Campaign Portal clients (null - do not add rate plan).
Several IDs for different currencies can be set separated by comma: the parameter defines the
rate plans (parent product IDs in different currencies) which will be assigned to partners in Alaris
Campaign Portal when their registration is completed. Note that a product ID specified here must
be specified in the Available product IDs (null - All) parameter (if set to a value other than null)

Duplicate dest.number import merge type (1 - ignore duplicates, 2 - update number tags only, 3
- update tags and contact data, 4 - add duplicates separately). defines the behavior for import of
contacts in Alaris Campaign Portal when processing duplicate DNIS entries. Possible values
are:

- 1 -ignore duplicates without uploading them

- 2 - update number tags only (new tags will be added to an existing contact entity keeping
old data field values like First/Last name, Comments, etc.)
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- 3 - update tags and contact data (new tags will be added to an existing contact entity
overriding old data field values)

- 4 — add duplicates as separate records

E. 164 number pattern (POSIX format). a regular expression that affects contact import operations
in the Alaris Campaign Portal: records containing non-matching destination addresses will be
treated as incorrect and rejected. For example, the record A[0-9]*$ allows only numeric destination
addresses, the pattern A[0-9){5,11}$ allows only numeric numbers with length of 5 to 11 digits,
and the pattern M\d+(,\d+)*$ allows comma-separated numbers. Additionally it serves to verify
numbers inserted to the Recipient field of Alaris Campaign Portal - if the verification is successful, the
field will be highlighted in green. The setting is intended to verify destination numbers from the
web interface side.

E.164 number pattern (java format): a regular expression (java format) that specifies a pattern of
destination addresses allowed during message sending. For example, the expression \p{Digit}{5,11}
will result in accepting only numeric values with the length of 5 to 11 digits. The default value is .*
which accepts all destination addresses. The setting is intended to verify destination numbers from the
Campaign Portal module (Restman) side.

EDR export record count limit. maximum number of EDRs that can be exported in a single
session. The default value is 10000. Note that an increase of the parameter may slow down operation
of the System

Emails to send errors of payment registration: the email for sending any payment confirmation
error notifications (for Authorize.net, PayPal etc.). If set to null, no emails are sent

Infrastructure POI IPs (comma separated): IP addresses of the System owner’s internal network.
The parameter is intended for creation of additional POls with the specified IPs. Once a POl is
created in the client portal, additional POls are created with the same parameters except for the IP
address

Initial payment for new Campaign Portal clients: the amount that is automatically added to the
balance of a newly registered user (decimal places can be used). Note that the same parameter on
the contract company level (Reference books\Contract companies|2s8) has priority over the System
parameter

Invalid sender ID error message: an error message that appears in Alaris Campaign Portal if the
Sender ID value does not match the regular expression set in the parameter Sender ID pattern.
JSON format can be used, for example: {"en":"Invalid Sender ID", "es":"ID de remitente no valido"}

Limit CDR/EDR export, days: the maximum period (in days) for which EDRs can be exported
from the Wholesale portal. The default value is 7 days. The same number of days will be
selected by default while creating an export task. If the range is extended, the following warning
will be shown: "Please select period no longer than n days where n is the setting’s value"

List of roles for newly registered users: list of roles (comma-separated) for self-registered Alaris
Campaign Portal and Wholesale Portal partners. The parameter contains internal codes as values
(database names and not web interface names) which can be found hovering over the name of the
permission as illustrated below. In case of any issue, contact the Alaris technical support team to
change the parameter's value
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Filter permissions by key or name
[] No restrictions
Fd Administration
Account manager history
Edit account manager history
Outgmng EP&EEJI:\I;E(Ij’j;-“lﬁ-r".N-I‘-lﬁ.P-HISTC]RY-
Email rules | eorr
Custom parameter types
Edit custom parameter types

Database permission nhames

e MO matching window frame, min: serves to define a timeout for matching user response (MO) to an
MT message sent from Alaris Campaign Portal (single message or campaign). The default value is 5
(minutes) which means that if an MO message is sent within 5 minutes, the MT and MO messages are
matched and the user response is shown in the Alaris Campaign Portal statistics tab. The match also
takes place based on the sender ID and destination address (the MO message destination address
must be the same as the MT message sender ID; the MO message sender ID must be equal to the MT
message destination address). Decimal values are allowed. See also the Alaris YouTube video

e Mandatory Wholesale user positions (comma separated): the parameter is intended to specify
obligatory user positions that must be configured in the Wholesale portal. For example, if the
parameter contains Rates, Billing, NOC - these roles will be required for setting in the Wholesale
portal. This parameter comes instrumental in distributing tasks — as users in these positions will
receive notifications on respective System events such as sending of rates, invoices etc.

e Max client products per carrier (null - unlimited): maximum allowed number of products
configured in the Wholesale portal and Alaris Campaign Portal. If set to null, the number is not
limited

e Maximum number of DB sessions for Wholesale portal: an integer value that defines how many
simultaneous requests can be sent to the database from the web interface of the Wholesale
portal

e Message limit for Campaign Portal campaigns: average number of messages per second that are
sent within a campaign. The limit is intended to prevent clients from any negative effect when another
client is sending a large campaign. The default value is 300

e Number of parallel threads for EDR export tasks in Campaign Portal: the maximum number (integer)
of simultaneous threads per one EDR export task launched from Alaris Campaign Portal

e Number of parallel threads for REST APl CDR\EDR export tasks: the number of intervals to break
down large EDR export tasks to subtasks. The parameter is intended to optimize export tasks from
Alaris Campaign Portal, the Wholesale portal and REST API as well, given that the tasks are created
for more than a day. The default value is 10. The optimization is applied together with the REST AP/
CDR\EDR export process count parameter

e Number of parallel threads for sms dispatch in Campaign Portal: integer number of simultaneous
threads that can be created during campaign sending from Alaris Campaign Portal. The value is
recommended to be set from N to N*2, where N is the number of processor cores. It is suggested that
the parameter has a greater value if a small amount of simultaneous campaigns is run but the volume
of messages is high. If there are a lot of simultaneous campaigns, the parameter is recommended to
be set to a lower value. Note that a batch of 100 messages is processed by a single thread

e Poi IP mask to hide in partner portal (null - show all). subnet of IP addresses that should not be
displayed at the Wholesale portal. For example, the setting can be specified as 1.2.3.%|12.34.56.67|
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3.2.* The POI with the IP address 12.34.56.67 will not be shown in the Wholesale portal as well as any
POI which address starting either with 1.2.3 or with 3.2. If set to null, POIs with any IP addresses are
shown

e REST API CDR\EDR export process count. the number of EDR export tasks that can be
processed simultaneously. The default value is O (tasks are processed consecutively). The
parameter works with the Number of parallel threads for REST APl CDR\EDR export tasks
parameter

e Register external payments as drafts - when enabled, new payments made in the Wholesale
portalles1 and Alaris Campaign Portalls7) through payment systems are registered as drafts. In this
way, the new payment does not affect the client balance, and can be confirmed by the user of the
main System interface before it affects the balance. If the option is disabled (0 - default behavior),
payments are created with the Confirmed status. See also the Alaris YouTube video

e Segment billing mode for new Campaign Portal clients (1-5): serves to set the SMS billing mode
for all contract companies. See also the Alaris YouTube video. Possible values include:

- 1- Bill by messages, exclude vendors with segment billing
- 2- Bill by messages, include vendors with segment billing
- 3- Bill by segments, calculate routing rate by message

- 4 - Bill and calculate routing rates by segments

- 5- Bill by messages/segments depending on vendor mode

NOTE: Additionally the billing mode can be set on the contract company level (Reference books\Contract
companies|2s8), which has a priority over the System setting. This parameter is used only in case the
Campaign Portal user subscribes to an SMS pack. When the user subscribes to a specific rate plan, the
billing mode is inherited from the respective parent product. See also the Alaris YouTube video.

e Send partner portal notifications to (null — don’t send): email address to send email notifications
when a new user or partner POl is created, or a payment is made through the Wholesale portal or
Alaris Campaign Portal. If set to null, notifications are not sent

e Sender ID pattern: a regular expression that defines the format of the Sender ID field in Alaris
Campaign Portal. For example, if the parameter is set to Aa-zA-Z0-9]{10}$, 10-symbol alphanumeric
senders will be allowed (for message sending use Dashboard page, for campaign sending use the
Campaigns page, for template creation use the Templates page).

NOTE: The user can configure the error message shown if the Sender ID value does not match the
preset regular expression. For that purpose, use the parameter Invalid sender ID error message.

e Show fully paid invoices (0 — no; 1 — yes): defines whether the invoices settled by a partner
should be displayed in the portals (not shown by default). Unsettled (not paid in full) invoices are
always displayed

e Show vendor product in the wholesale portal (0 - no, 1 - yes): the parameter controls the display
of vendor products in the Wholesale portal. The option is enabled by default

e Spare database connection waiting timeout. defines the keep alive time for the requests from the
Wholesale portal GUI to the database if the Maximum number of simultaneous connections to
database is exceeded. The default value is 15

o Use temporary files for CDR-export to reduce REDO-generation: possible values are 0 (do not
use - default behavior) and 1 (optimized memory usage for portal exports). When disabled, the
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exported period is broken down into several parts and a data table is created for each part. This
can take up a lot of space in case of frequent export of large data amounts. To optimize the
consumption and create temporary tables for such exports, the parameter must be set to 1

e Wholesale portal URL: web address of the Wholesale portal[sen

e Wholesale portal access mode (1 - read/write, 2 - read only): defines access permissions to the
Wholesale portal[ssn. The Write permission allows users to edit data from the portal - for example, to
delete a POI. Note that if the parameter is set to 2, registration at the Wholesale portal is not allowed

e Campaign Portal URL: URL of the Alaris Campaign Portal portal[s731 (for SMS campaigns)

e Campaign Portal carrier name prefix (used if company name is not set): the System uses its value
as the company name if the Company field is left empty during registration in the Campaign Portal.
The default value is Retail client - which means that a carrier with the name Retail client (%user’s
email address%) will be created (if the user has not specified the Company field). If set to null, the
user’s email address is used as a carrier name. If set to any other value, the value (without the user’s
email address) will be used. See also the Alaris YouTube video

e Campaign Portal dispatcher IP. |P address of a server where web module is installed in order to
send update events from database. In case the database and web interface are installed on the same
server, the parameter must be set to 127.0.0.1. The parameter must not be changed by the user

6.7.8 RCS
= RCS
Active EDR day count 60
Analytics calculation process count 0

Analytics currency

Archive EDR day count 40
Auto threshold calculation (0 - no, 1 - yes) 1
Automatic EDR archiving limit 10
Calculate analytics total depending on VPD 1

Day cube partition count
Defragment RCS rates (1 - yes, 0 - no) 1

RCS settings

e Active EDR day count. period during which EDRs can be accessed for various operations (such
as rerating, invoice generation etc.) After this EDRs are moved to an archive and are no longer
available from the main web interface. If the default value is decreased, the data is moved to the
archive partition iteratively (run by the System job RCS_CLEANUP_SCHEME). Any increase of
the value must be approved with the Alaris technical support team as the operation may require
additional disk space

e Analytics calculation process count. defines how many processes will be used for analytics
calculation (concurrent threads). If the setting is empty or 0, the number of sessions is calculated
based on the current System load. Any positive integer value is allowed for specification (as well
as 0) - note that the value depends on the number of cores. For instance, if the System is running
on 4 cores, the maximum value is 4.

e Analytics currency: currency used in RCS\Analytics[:h (can be different from the System
currency) for columns like Margin, Revenue, Vendor cost. The parameter can be changed by the
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Alaris technical support team. Note that cube recalculation is required to apply the change. The
exchange rate must be defined in the Referen ks\Currency exchange rates [ interface

Archive EDR day count. RCS EDR storage period in an archive. After this RCS EDRs are deleted.
If the default value is decreased, the data is removed iteratively (run by the System job
RCS_CLEANUP_SCHEME). Any increase of the value must be approved with the Alaris technical
support team as the operation may require additional disk space

Auto threshold calculation (0 - no, 1 - yes). when the value is 1, the cube update thresholds (the
System settings Stats calculation threshold (EDR/day; EDR/hour; EDR/min; EDR/month;
EDR/week) of the RCS section are calculated automatically once the current day cube has been
successfully updated

Automatic EDR archiving limit. the period (in days) for which RCS EDR records will be archived
within a single iteration. The default value is 3. The minimum value is 1

Calculate analytics total depending on VPD: possible values are 0 (disabled) and 1 (enabled). In
case of 1, the analytics Total row will be calculated and shown in accordance with permissions
configured for a user on the Administration\Users [+ tab. If set to 0, the Total row will show all
traffic.

Day cube partition count. number of RCS daily cubes stored in the System; in other words, a
period of time (in days) during which the System retains aggregated statistics arranged by daily
cubes. Since increasing of the parameter requires additional server space (on databases), it can
be modified only by the Alaris technical support team. The default value is 465

Defragment RCS rates (1 - yes, 0 - no). possible values are 0 and 1 (0 - disable rate
defragmentation, 1 - enable, default value is 1). Defragmentation means merging rates with the
same price in case the End date of one rate is equal to the Start date of another. The logic is as
follows (if the setting is 1). Suppose there is a rate 0.1 for MCCMNC 214001 with the period
2019.01.01 00:00:00 - 2019.01.10 00:00:00. If the rate 0.1 for 214001 is added (Add rate button)
with the period 2019.01.10 00:00:00 - 2100.01.01 00:00:00, a single unified rate 0.1 will be created
as a result for 2019.01.01 00:00:00 - 2100.01.01 00:00:00. If the value is 0, two rates with periods
2019.01.01 00:00:00 - 2019.01.10 00:00:00 and 2019.01.01 00:00:00 - 2019.01.10 00:00:00 will be
present. If rates contain different rate notes, two rates will be created irrespective of the
parameter value

EDR loader process count. defines the guaranteed number of loading processes of EDRs which
will be launched irrespective of the System load. The recommended value is 0 which means that
the number of the processes will be defined by the System performance and its current load

EDR rerating step (in minutes): default value is 30 minutes which means that during rerating of
EDRs for the defined period they will be rerated by portions of 30 minutes

Effective from date for change type 'same' (0 - actual, 1 - export date): when the value is 1, the
Effective from date is replaced with the task Start date for rates that were not changed during
rate export, if the Export type parameter has the value changes pending at or rates effective at

Hour cube partition count. number of RCS hourly cubes stored in the System; in other words, a
period of time (in hours) during which the System retains aggregated statistics arranged by
hourly cubes. Since increasing of the parameter requires additional server space (on databases),
it can be modified only by the Alaris technical support team. The default value is 1512

Last RCS MRC checkpoint. date of the last RCS MRC (RCS\Bots [s0) checkpoint (serves for
generation of charges)
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List of MCCs with 3-digit MNCs: list of MCCs for countries that always use 3-digit MNCs. The
list is used to generate the MCCMNC5 column during rate export. MCCs that are not in the list
are translated into 5-digit codes if the MNC starts with O

MCC "Rest of the world": the default value is 777. This record is considered if the price for the
full MCCMNC or its MCC cannot be found. For example, when an attempt is sent to a number
belonging to the network with MCCMNC 214001 but the product does not contain rates for either
214001 or 214, the price for code 777 (if it is both present and active) will be selected.

Minute cube partition count. number of RCS minute cubes stored in the System; in other words,
a period of time (in minutes) during which the System retains aggregated statistics arranged by
minute cubes. Since increasing of the parameter requires additional server space (on databases),
it can be modified only by the Alaris technical support team. The default value is 300

Month cube partition count. number of RCS monthly cubes stored in the System; in other words,
a period of time (in months) during which the System retains aggregated statistics arranged by
monthly cubes. Since increasing of the parameter requires additional server space (on
databases), it can be modified only by the Alaris technical support team. The default value is 24

Non-match DLR storage period, min: storage period of RCS statuses with no matching EDR
submit packets. The parameter is intended to match statuses which for some reason were
inserted to the database before the EDR with the corresponding submit packet

RCS statistics telescopic mode: when enabled, the interface shows:
o the past two hours (current and previous) calculated using minute cubes on the fly

o the current day calculated using hour cubes plus the past two hours calculated using minute
cubes on the fly

o the current month calculated using daily cubes; the current day of the month is calculated
using hour cubes

When disabled (0), click Telescopic view in the RCS\Analytics [ interface (available only if the
user has the Telescopic mode permission granted) to apply the same logic. To disable the
Telescopic view, click on the control again

Rate inheritance mode (0 - longest match at child, 1 - global longest match). flag that controls
rate search logic. When set to 1, the System searches for the most detailed rate in the parent and
child product and uses the most detailed one to charge the client. When set to 0, the System first
searches for the child product and if there is no suitable rate (for either MCC or MCCMNCQ), it
searches it in the parent product. The default value is 1. The same setting is available on the
product level (which overrides the System parameter)

Session tarification type: [0-not change\1-change] type depend on billing scheme. When set to 0,
a session event is created and the Default rate from the billing scheme is used if there is no
separate session rate in the billing scheme. When set to 1, no session event is created and
messages are billed according to the value Event: Message if there is no rate for the session in
the billing scheme.

Stats calculation delay, minutes (day/hour/min/month): the delays configured for each time
increment (minute, hour, day, week, month) to allow statistics calculation even if the thresholds
configured in Stats calculation threshold settings for corresponding type of cubes have not been
reached. For example, the value 45 in the parameter Stats calculation delay, minutes (day) means
that the statistics for a daily cube will be calculated in 45 minutes after EDR import for the day
takes place even if the value of Stats calculation threshold (EDR/day) is not reached. Note that it
is NOT recommended to decrease the values without consulting the Alaris technical support
team first since it leads to almost constant recalculation of the same data (in case of increase,
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the cubes may be calculated too slowly and the data will not be shown in the Analytics interface).
Additionally please note that all values are calculated automatically based on daily traffic volume
(if the setting Auto threshold calculation is set to 1). The minimum value is 1.

Stats calculation delay, minutes (hour minor) and Stats calculation minor threshold (EDR/hour) are
intended to decrease the number of hour cube recalculations (for example caused by late
delivery reports). An hour cube will be placed to queue for recalculation:

o the period set in the parameter Stats calculation delay, minutes (hour minor) if the number of
newly inserted RCS EDRs is less than Stats calculation minor threshold (EDR/hour)

o the period set in Stats calculation delay, minutes (hour) if the number of newly inserted EDRs
is greater than Stats calculation minor threshold (EDR/hour) but less than Stats calculation
threshold (EDR/hour)

o if the number of newly inserted RCS EDRs is greater than Stats calculation threshold
(EDR/hour)

If Auto threshold calculation is set to 1, Stats calculation minor threshold (EDR/hour) is calculated
as Stats calculation threshold (EDR/hour) / 50

Stats calculation threshold (EDR/day, EDR/hour, EDR/min, EDR/month, EDR/week). number of
RCS EDRs per day/hour/minute/month necessary to launch next cube recalculation. For
example, if Stats calculation threshold (EDR/day) is set to 100, the corresponding daily cube will
be recalculated as soon as more than 100 new EDRs are imported for this day

Traffic details days count. number of days to store the RCS financial statistics in the System.
Since increasing of the parameter requires additional server space (on databases), it can be
modified only by the Alaris technical support team

Week cube partition count. number of RCS weekly cubes stored in the System; in other words, a
period (in weeks) during which the System retains aggregated statistics arranged by weekly
cubes. Since increasing of the parameter requires additional server space (on databases), it can
be modified only by the Alaris technical support team

Replication

= Replication

Enable sync from master server (0 - no, 1 - yes)

Replication gerver |IP address 182.1658.18.234

Replication server database 510 invoice

Replication gerver pagsword for main DB scheme FREER

Replication server port 1521
Replication

Enable sync from master server (0 - no, 1 - yes): defines whether synchronization must be
enabled. The parameter is intended for enabling synchronization between active databases of
different Systems - it is handy when you have two Alaris Systems installed. When
synchronization is enabled, the data of pre-defined tables (specified in the internal database table
invoice.rep_table) will be synchronized between the Systems. The parameter must be changed
by the Alaris technical support team only. Synchronization can be launched with the help of the
internal procedure (BZ59403).

Replication server IP address: IP address of the active database whose data must be
synchronized with the current System. If the database is switched to the standby mode, the data
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will not be synchronized, and corresponding error messages will appear in the report System log
(Administration)[ 2. The parameter must be changed by the Alaris technical support team only

e Replication server database SID: SID of the active database where data will be synchronized
from with the current System. The parameter must be changed by the Alaris technical support
team only

e Replication server password for main DB scheme: password to access the active database for
synchronization (under the invoice user). The parameter must be changed by the Alaris technical
support team only

e Replication server port. port of the active database. The parameter must be changed by the
Alaris technical support team only

6.7.10 SMS
= SMS
Active EDR day count 30
Apply postponed DLRs in, days 0.02
Archive EDR day count 180
Auto rerate current month only (0 - no, 1 yes) 0
Automatic EDR archiving limit (days to archive at a time) 3
Buffered EDR storage period, days 5
Campaign Portal trusted IP list {(separated by comma) 10.200.0.25,127.0.0.1,10.200.0.26.10.145..
Delivery timestamp delta (sec) 0
EDR Export tasks store period (days) 30
EDR loader process count 16
EDR mediation reject limit {null - unlimited) null

EDR rerating hour

EDR rerating step (in minutes) 30
EMA frame 100
EMA stats delay, min 9
EMA stats last date

EMA valid period, days 2

Enable system-wide stateful concatenated messages pro... 1

SMS

e Active EDR day count. period during which EDRs can be accessed for various operations (such
as rerating, invoice generation etc.) After this EDRs are moved to an archive and are no longer
available from the main web interface. If the default value is decreased, the data is moved to the
archive partition iteratively (run by the System job PRV_CLEANUP_SCHEME). Any increase of the
value must be approved with the Alaris technical support team as the operation may require additional
disk space

e Apply postponed DLRs in, days: delay period for applying DLRs generated before the date
specified in the parameter Postpone applying DLRs for SMS received before. If set to null,
delivery reports will be applied immediately
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Archive EDR day count. EDR storage period in an archive. After this EDRs are deleted. If the
default value is decreased, the data is removed iteratively (run by the System job
PRV_CLEANUP_SCHEME). Any increase of the value must be approved with the Alaris technical
support team as the operation may require additional disk space. The period is calculated from
the period specified in the Active EDR day count parameter

NOTE: The parameters Active EDR day count and Archive EDR day count are involved in storage of
MNP server-related EDRs in Oracle Enterpise Edition. Data older than N days is deleted. N is determined
by the sum of the number of days from the System parameters Active EDR day count and Archive EDR
day count.

Auto rerate current month only (0 - no, 1 yes): if set to 1, even if the rate change is within the
maximum timeframe limits (defined by the Max rerating interval System parameter), the auto
rerate task start date will be limited by the start of the current month. The default value is 0. If
enabled and the Max rerating interval has been reached (for example, it is set to 2), the past 2
days will be re-rated (given that they both fit into the current month)

Automatic EDR archiving limit (days to archive at a time): the period (in days) for which EDR
records will be archived within a single iteration. The default value is 3. The minimum value is 1

Block expired messages: 0 is considered as ‘no’, 1 - ‘yes’. The default value is 0. If a message
with an expired validity period is received, it is rejected with the VALIDITY PERIOD IS EXPIRED
internal status. The same name setting can be configured in Carriers\SMS channels [+, Al
channels that have the Block expired messages control set to System default inherit the System
parameter value. The channel value has a priority over the System parameter value

Buffered EDR storage period, days: the default value is 30. It specifies how many days buffered
EDRSs can be stored in the active partition (for example, with statuses BUFFERED CLB,

BUFFERED _HB, BUFFERED_VLB, BUFFERED VSLB, BUFFERED _SEGMENT). Once the value is
reached, the EDRs are deleted

Campaign Portal trusted IP list (separated by comma): list of all IP addresses (local - or if not
available, public) of the server scheme. The parameter is set by the Alaris technical support team
and must not be changed by users

Channel expiry period, minutes: the period after which the channel status update details are
deleted (10 minutes by default)

Delivery timestamp delta (sec): the parameter is intended to specify the timestamp shift of delivery
reports for concatenated messages - the default switch logic is to shift ‘Event time’ of concatenated
message parts (since uniqueness of EDRs is based on the event time+message ID. In case a vendor
returns the same message ID for all parts, duplicates will not be written to the database). The
parameter is applied in order to match such submits (with shifted timestamps) with delivery reports
EDR Export tasks store period (days):. storage period for export tasks (SMS\EDR
management\EDR export tool[:2). The minimum value is 1, whereby tasks are stored for the
current day and the previous day

EDR loader process count: defines the guaranteed number of loading processes of EDRs which will
be launched irrespective of the System load. The recommended value is 0 which means that the
number of the processes will be defined by the System performance and its current load

EDR mediation reject limit (null - unlimited): maximum amount of invalid rows in the HLR EDR file
required to reject it. The default value is null. Note that HLR EDR are not generated by default and can
be generated only for HLR reselling. The parameter additionally affects SMS EDR file import (EDRs
and EDRd)

EDR rerating hour: the hour when the daily auto-rerating procedure runs
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e EDR rerating step (in minutes): default value is 30 minutes which means that during rerating of EDRs
for the defined period they will be rerated by portions of 30 minutes

e EMA frame: window (number of attempts) for calculation of statistics for routing - for example, for
routing metrics such as CLPoiDLR or RuleDIvCNT. The default value is 100, meaning that if the
number of attempts arrived within last minute is less than 100, the statistics will be calculated by EMA
(Exponential Moving Average) algorithm. The operating logic of the mefrics is detailed in Appendix 4.
Formulas and conditions in routing\Routing metrics|es)

e EMA stats delay, min: the statistics calculation delay in minutes. The statistics are applicable to
DLR metrics and metrics based on the routing rules usage counters - such as VPoiDLR, RuleAttCNT,
RuleSucCNT, etc. Itis calculated every time System jobs SMS_UPDATE_DELIVERY_EMA (for DLRs
stats) and SMS_UPDATE_RULE_EMA (for routing rules stats) are launched (every 5 minutes by
default). The statistics are checked for the period between the last check date and the current date,
where the date of the last check can be seen in EMA stats last date, and the value specified in EMA
stats delay, min is subtracted from the current date. For example, if the job is launched at 15:05:00,
the interval for calculation will be 14:55-15:00. The operating logic of the metrics is detailed in
Appendix 4. Formulas and conditions in routing\Routing metrics|[esh

NOTE: In terms of routing statistics, the EMA tool serves to secure prevalence of recent EDRs over
earlier ones; the System's routing module receives all SMS statistical data from the database, where
EMA is calculated retrospectively with the specified delay, i.e. data on messages arriving within or after
this delay period is not taken into account since it can seriously damage the overall analytical picture, for
example, because of the absence of delivery reports that are most likely to arrive shortly afterwards.

e EMA stats last date: date and time of the latest update of statistics. When statistics (for DLRs and
routing rules) has been calculated, the date is set to current date minus EMA stats delay, min

e EMA valid period, days: stats validity period in days for stats validity for items used in the
routing rules (for example, client MCC MNC code). If on expiration of the specified period no
traffic is processed for the item, the routing module will assume statistics for this item as null; if
even one SMS arrives within this period the stats will be considered valid

o Enable system-wide stateful concatenated messages processing. the parameter serves to control
the list of channels that are used for sending all segments of an SMS through a single vendor. When
set to 1, all client channels expect to receive all parts of a long message before sending a single
routing request and thus receive the same routing list for all the parts and send all the parts through
the same vendors.

NOTE: To create a custom list of channels, use the parameter Stateful concatenated messages
processing in Carriers\SMS channels[+3) (available only when Partner direction = Client). This means you
can choose the necessary list of channels and activate the option for each of them. Find out more in the
Alaris YouT Vi

e Ljst of client products to apply activation reports to: list of client product IDs (comma-separated) for
which the Viber conversion/activation report will be applied. Starting from version 3.5.13 the System
allows receiving device activation status notifications from Viber. These notifications confirm that the
SMS has been delivered to the end user device. The System receives the notifications and registers
them in the EDR, changing the delivery status to ACTIVATED. To enable the activation feature in the
System, contact the Alaris technical support team and communicate the code BZ21305

e List of clients to clear EDR, ID list separated by a comma: a list of account IDs (not indicated by
default) separated by comma to delete Campaign Portal EDRs. If the value of the setting is less
than the value of Retail EDR storage, days then Campaign Portal EDRs and campaigns are
deleted for the specified period for the list of clients specified in this parameter

79


https://www.youtube.com/watch?v=2lntBh5_4Tw&t=111s

" 7 Alaris Labs

Administration Telecom Software Products

Carrier-Neutral, Protocol-Agnostic

List of cut prefixes, separated by a comma: the parameter (net set by default) serves to specify a
list of characters separated by a comma that will be cut from the recipient number when sending
single Campaign Portal messages or campaigns. For example, if the list is specified as 00,+
then the number 0012036007000 will be shortened to 12036007000 to search for rates and then
send the message

Max rerating interval: defines the maximum period (in days) affected by the daily auto-rerating
procedure. The value cannot be set greater than Active EDR day count. Suppose the parameter is
set to 30 days and there is a rate for the period 01/01/2018 00:00:00 - 01/01/2019 00:00:00 (today is
01/01/2019). Suppose the price was changed during the day. When auto rerating starts (defined by
EDR rerating hour) the period 02/12/2018 00:00:00 - 01/01/2019 00:00:00 (last 30 days) will be
recalculated for the rate. Note that the period for autorerating tasks created in accordance with a
volume-based deal is limited to 30 days irrespective of the System parameter’s value. It cannot be
modified

Maximum rerating job count. the maximum number of simultaneously processed manual EDR
rerating subtasks. 0 by default, that is, the optimization is disabled. When set to a positive value,
the hidden SMS-RERATING-SPLIT-INTERVAL System parameter must be modified as well. To
configure it, contact the technical Alaris support team and communicate the code BZ52841. The
logic of parallelism as follows: suppose, SMS-RERATING-SPLIT-INTERVAL is set to 6 (hours),
Maximum rerating job count is equal to 5. When a task for a 2-day period (48 hours) is created, it
is split to subtasks by 6 hours. It implies that 8 subtasks (intervals) are created. Only 5 of them
can be processed simultaneously

Maximum autorerating job count. maximum number of simultaneous autorerating tasks

Non-match DLR storage period, min: storage period of DLRs with no matching EDR submit_sm
packets. The parameter is intended to match delivery reports which for some reason were
inserted to the database before the EDR with the corresponding submit_sm packet

Number of days to store EDR in Campaign Portal by client list, days: the storage time of
Campaign Portal EDRs and campaigns (365 days by default) for the client accounts listed in the
List of clients to clear EDR, ID list separated by a comma System setting

Postpone applying DLRs for SMS received before: postpone applying DLRs for messages
received before the specified date. The parameter serves to prevent backdate update of
statistics during invoice generation. The postponed DLRs will be applied after the delay
configured in the parameter Apply postponed DLRs in, days. The parameter must be specified as
a date, for example: 2016.06.19 12:30:00. If set to null, delivery reports are applied with immediate
effect

Rerating alert recipients: email addresses (comma-separated) for the results of rerating tasks
(both manual and automatic), given that the number of rerated records is greater than 0. Not
specified by default (no email is sent). The format of the emails is defined by the EDR
Recalculating results letter template

Retail EDR storage, days: the number of days within which Campaign portal EDRs are stored.
365 by default

Retail minute stats storage, day: the number of days within which Campaign portal statistics (that
serves to generate charts on the Dashboard page) is stored. 365 by default

Resolve domain names for SMS channels every X minutes: serves to specify how often the
System needs to check the domain name of SMS channels. For example if the value is 2, the
System will resolve all domains specified in the SMS channels every 2 minutes. Note that domain
names can be specified only for the vendor direction. Additional info in regard to the resolved names
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will be posted to the System log (Administration)2e0) report if the System parameter System debug
mode (true or false) is set to true (can be changed with the help of the Alaris technical support team)

Rule count stats clear policy (0 - hourly, 1 - daily, 2 - weekly, 3 — monthly). defines how often the
System must reset the values of the rule attempt counters RuleAttCNT (total attempts),
RuleSucCNT (successful attempts) and RuleDIVCNT (delivered attempts) - see
SMS\Routing\Routing rules\Rules pagelss5. For example, if set to 1, every day at 00:00 (by server
time) statistics will be removed; if the value is 2, the reset will happen every Monday at 00:00; if set to
3, the metrics will be set to 0 on the 1st day of every month (at 00:00 as well)

SMS status request periods: serves to set the number and periods of requests (the periods are set
as numbers separated by either comma or blank space). The default value is 5,75,60. Up to 4000
symbols can be inserted. Positive integer values are allowed, negative values will trigger an immediate
request sent to a vendor. For example, if the user specifies 5 5 5 in the SMS status request periods
parameter, the SMS switch will request the status from the vendor three times every 5 seconds (or
less than three times if an expected status is received earlier). The same parameter can be set in an
HTTP vendor channel, which has priority over the System setting. If both the channel and System
settings are left empty (null), no request will be sent to the vendor. See also the Alaris YouTube video

Set 'Dip HLR' as enabled by default (0 - no, 1 - yes): when the value is 1, the Dip HLR checkbox
is selected by default in the Add panel of the Carriers\Products[+741 page for SMS products. The
parameter has an effect on the Campaign portal client products as well (created automatically)

Simulation test password: password of the channel used for sending test messages (from the
SMS\Routing\Simulation\Send SMS|s5 tab). For correct operation at least one channel with the Auto
type must have a username and password matched with the parameters Simulation test password
and Simulation test user name

Simulation test user name: username of the channel used for sending test messages (from the
SMS\Routing\Simulation\Send SMS|4s31 tab). For correct operation at least one channel with the Auto
type must have a username and password matched with the parameters Simulation test password
and Simulation test user name

Switch IP list for test message sending: IP addresses of switches used when sending a test SMS
in SMS\Routing\Simulation\Send SMS s} (in case of several switches). If set to null, the Switch IP
cannot be chosen in the Send SMS tab

Switch URL template for SMS test send: URL of the switch used for test SMS generation in
SMS\Routing\Simulation\Send SMS[4. Test messages may be generated directly from the
switch or from the billing interface by creating a channel, linking it to POI and a certain product,
and can be terminated if the System manages to find possible termination. The parameter is set
by Alaris engineers and must not be changed by a user

Switch URL template for Campaign Portal: URL of the switch used for message sending from Alaris
Campaign Portal . The parameter is set by the Alaris technical support team and must not be changed
by users
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6.7.11 SMS Test

= SMS Test
C3G AP login null
C3G AP| password e
CSG SM5Route ID mull
C3G URL mull
C3G test result {1 - system calculated, 2 - taken from C5G) 1
Manual SMS send URL hitp:iheostportfapi?command=submmit&us. .
Mumber of tezsts to consider for feature generation 10
Period of tests to consider for feature gensration 30
Prefix-based route testing channel ID null
Remote365 SMS send URL null
Remote385 control URL null
Remote385 password FhEEE
Remote3&s user nams null
Route testing client null
SMS test max attempts count 10
TelQ app id H
Tell app key i
Teld test result timeout, min i}
Test client producis null
Testhiy 5SS URL http-ffportal testmy=ms.com:83280/3MSCi. ..
TestMySMS password e
TestMySMS user name null
TestMySMS vendaor null

SMS Test

CSG APl login, CSG API password, CSG SMSRoute ID, CSG URL: parameters that serve to
configure the CSG Assure service for SMS testing (for detailed configuration refer to SMS\Test

system\Using CSG Assure service to test SMS delivery|ssh)

CSQG test result. when set to 2, the test result is taken from the CSG platform. When set to 1, the
test result is calculated based on the System logic (the test result is FAIL if the Sender ID was
changed or the UlTestStatusID field value is other than 100)

Manual SMS send URL: link for sending test messages through the Manual test platform,
configured by the Alaris technical support team

Number of tests to consider for feature generation. number of tests sufficient for automatic

generation of routing features in SMS\Routing\Routing features [+ (the following routing features
are generated: FalseDLR, OrigNotKept, Textintegrity)

The default value of the FalseDLR feature will be changed to Yes if at least one of the checked tests is
not in the DELIVRD status (the Delivery status column) - in case the Manual test System is used.
The FalseDLR of other systems will be changed to Yes if the delivery report received from the vendor
and the delivery returned from the test System are different (for example, the vendor returned
DELIVRD while the test System returned UNDELIV):
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o The default value of OrigNotKept will be No if sender IDs were not modified in all tests (Sender ID
status column)

o The default value of TextIntegrity will be set as No if test texts were modified ( Text diff column -

applicable to any test platform). The tasks to be verified to obtain the feature value must comply
with the following conditions:

» task status: completed or failed
= delivery status: DELIVRD or OK
= Test ref ID: must be other than '-'

The parameter works along with the setting Period of tests to consider for feature generation (see
below) - for example, if Number of tests to consider for feature generation is 10 and Period of tests
to consider for feature generation is 1 day, then only the last 10 tests for the past 24 hours will be
taken into account. If there are only 5 tests for the period, the result will be based on them. Note that
the System job SMS_AUTO_FEATURES must be enabled (System jobs interface). It is disabled by
default

Period of tests to consider for feature generation: period (in days) of tests sufficient for automatic
generation of routing features in the SMS\Routing\Routing features|«7) interface (the following routing
features are generated: FalseDLR, OrigNotKept, TextIntegrity). The parameter works together with the
setting Number of tests to consider for feature generation (see above) - for example, if Number of
tests to consider for feature generation is 10 and Period of tests to consider for feature generation
is 1 day, then only the last 10 tests for the past 24 hours will be taken into account - if there are only 5
tests for the period, the result will be based on them

Prefix-based route testing channel ID: serves to specify the channel ID. Once a message is received
from this channel, the destination number will be searched for the # symbol, and the digits preceding
it will be used as the POI ID to which the message must be sent. No routing will be performed for the
message. See also the Alaris YouTube video

Remote365 SMS send URL, Remote365 control URL, Remote365 password, Remote365 user
name: parameters that serve to configure the remote365 service for SMS testing (for detailed
configuration refer to SMS\Test tem\Using remot to test SM livery[s24). The
parameters are configured by the Alaris technical support team

Route testing client: D of the carrier that has channels configured for the test systems (SMS\Test
system[si3). Change of the parameter require either switch restart or change of the test channel
(usually the configuration is made by the Alaris technical support team)

SMS test max attempts count. number (integer) of attempts to send the test message (attempts are
made until the number is reached or delivery status is received from the test platform). Note that the
first attempt is resent in a minute, the second - in 2 minutes, the 3rd - in 4 minutes, etc (the delay is
increased exponentially). If set to null, it is considered as 10 maximum attempts

TelQ App ID, TelQ App key: parameters that serve to configure the TelQ service for SMS testing
(for detailed configuration refer to SMS\Test system\Using TelQ to test SMS delivery[s:)

TelQ test result timeout, min.: timeout to wait for the response of the TelQ test platform about the
test status. Note that the check is made together with SMS test max attempts count. For example, if
the count is 5 and the timeout is 60 minutes, test rejection will occur on the 15th minute - and since
the timeout value is not reached, the test will be considered failed. However if the count is 7, the
rejection will happen on the 63rd minute (in case all attempts are unsuccessful) and the timeout is
reached
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Test client products: list of product IDs that are considered test products (Traffic type will be
displayed as Test in SMS\Analytics[sst) for these products

TestMySMS URL: links for sending test messages through the TestMySMS test platform, configured
by the Alaris technical support team. To apply a new link in order to send tests through it from the Test
system, a re-login is required

TestMySMS password and TestMySMS user name: login and password used to access the
TestMySMS platform

TestMySMS vendor: the name of the vendor as specified in the TestMySMS platform (for
detailed configuration refer to SMS\Test system\Using TestMySMS to test SMS delivery [s4)

Testelium URL: URL to the Testelium service, normally set to https://api.testelium.com

Testelium channel ID: client channel ID created for the Testelium platform under the Route testing
client

Testelium token: the token of the Testeliem account

Texter URL: URL for access to Texter (https: i.cmtelecom.com/texter/v1
Texter app id: the account ID on the Texter side

Texter app key: API key for access to the testing platform

iTest URL API: URL API of iTest, normally set to https://api.i-test.net/

iTest login: iTest login (email address).

iTest password: iTest password

iTest profile name: profile name from the respective iTest setting

6.7.12 SMS analytics

= SMS analytics

Allow list of rates to be calculated in analytics (0-no, 1-r... 2
Analytics calculation process count 4

Analytics first currency

Analytics second currency UsSD
Analytics third currency RUB
Auto threshold calculation (€ - no, 1 - yes) 0
Calculate analytics total depending on VPD 0

Day cube partition count

Default Analytics view SRC_CARRIER
Delivery interval ranges (comma-separated, seconds)

Hour cube partition count

List of SMS products which margin is set to 0 in analytics null

SMS analytics
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Allow list of rates to be calculated in analytics (0 - no, 1 - rate lists, 2 - rate and tax rate lists). the
parameter serves to disable calculation of specific data when opening the Analytics interface,
which allows speeding up the interface operation in case of large traffic volumes. The default
value is 2 (the original logic). If changed, cube recalculation can be required to reflect new data in
the Analytics. Contact the Alaris technical support team and communicate the code BZ59404

Analytics calculation process count: defines how many processes will be used for analytics
calculation (concurrent threads). If the setting is empty or 0, the number of sessions is calculated
based on the current System load. Any positive integer value is allowed for specification (as well as 0)
- note that the value depends on the number of cores. For instance, if the System is running on 4
cores, the maximum value is 4.

Analytics first currency: currency used in SMS\Analytics [s41 (can be different from the System
currency) for columns like Margin, Revenue, Cost, HLR cost. The parameter can be changed by the
Alaris technical support team. Note that cube recalculation is required to apply the change. The
exchange rate must be defined in the Reference books\Currency exchange rates(z4 interface

Analytics second currency: currency used in SMS\Analytics [ss9 (can be different from the System
currency). Note that cube recalculation is required to apply the change. Can be null (no additional
columns will be added to Analytics in this case). The exchange rate must be defined in the Reference
books\Currency exchange rates|zs: interface

Analytics third currency: currency used in Analytics (can be different from the System currency).
Note that cube recalculation is required to apply the change. Can be null (no additional columns will
be added to Analytics in this case). The exchange rate must be defined in the Reference
books\Currency exchange rates|2eh interface

Auto threshold calculation (0 - no, 1 - yes): when the value is 1, the cube update thresholds (System
settings Stats calculation threshold (EDR/day; EDR/hour; EDR/min; EDR/month; EDR/week) are
calculated automatically once the current day cube has been successfully updated. The thresholds
are calculated on the following conditions:

o Min threshold: 150% of the average EDR volume per minute
o Hour threshold: 30% of the average EDR volume per hour

o Day threshold: EDR volume for the first eight hours of the day
o Week threshold: 10% of the average EDR volume per week

o Month threshold: 10% of the average EDR volume per month

Calculate analytics total depending on VPD: possible values are 0 (disabled) and 1 (enabled). In
case of 1, analytics Total row will be calculated and shown in accordance with permissions
configured for a user on the Administration\Users|+3) tab. If set as 0, the Total row will reflect all
traffic. In both cases traffic from or to a restricted partner will be hidden by the Restricted partner
record in the main panel.

Day cube partition count. number of daily cubes stored in the System; in other words, a period
of time (in days) during which the System retains aggregated statistics arranged by daily cubes.
Since increasing of the parameter requires additional server space (on databases), it can be modified
only by the Alaris technical support team. The default value is 465

Delivery interval ranges (comma-separated, seconds): serves to set up to 5 time intervals (in
seconds). Delivery reports are distributed between the intervals for more precise calculation of
average delivery delay (ADD). Messages will be shown in the columns Delivered within interval 1...5
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in SMS\Analytics 3. To edit the parameter, contact the Alaris technical support team and
communicate the code BZ22968. See also the Alaris YouTube video

Default Analytics view: serves to configure the statistics layer that is opened by default in the
SMS\Analytics [s4) interface. The default value is SRC_CARRIER (Client layer). For example, the
value CALLED_COUNTRY allows checking the data starting from Country

Delivery interval ranges (comma-separated, seconds): serves to set up to 5 time intervals (in
seconds). Delivery reports are distributed between the intervals for more precise calculation of
average delivery delay (ADD). Messages will be shown in the columns Delivered within interval 1...5
in SMS\Analytics[ssh. To edit the parameter, contact the Alaris technical support team and
communicate the code BZ22968. Note that recalculation of analytical cubes is required to apply the
change. For example, if the value is 5,15,60,180, the analytics columns will show:

o Delivered within interval 1 - number of delivery reports that were received within the interval 0-5
seconds after message sending to the vendor side (the right boundary is not included)

o Delivered within interval 2 — the interval is 5-15 seconds
o Delivered within interval 3 — the interval is 15-60 seconds
o Delivered within interval 4 — the interval is 60-180 seconds

o Delivered within interval 5 — the number of delivery reports that were received in 3 minutes and
later

Hour cube partition count. number of hourly cubes stored in the System; in other words, a period
of time (in hours) during which the System retains aggregated statistics arranged by hourly
cubes. Since increasing of the parameter requires additional server space (on databases), it can be
modified only by the Alaris technical support team. The default value is 1512

List of SMS products which margin is set to 0 in analytics: SMS ID of SMS products (comma-
separated — 2,000 symbols are allowed) that must be excluded from margin analysis (their margin is
displayed as 0 in SMS\Analytics[ss+). This parameter is used when the rates must be ignored in
analytics — for example, when the System owner uses internal equipment for processing SMS
messages, which makes rates and margin data irrelevant. In order to apply the changed parameter to
processed traffic, analytical cubes must be recalculated

Minute cube partition count. number of minute cubes stored in the System; in other words, a
period of time (in minutes) during which the System retains aggregated statistics arranged by
minute cubes. Since increasing of the parameter requires additional server space (on databases), it
can be modified only by the Alaris technical support team. The default value is 300

Month cube partition count. number of monthly cubes stored in the System; in other words, a
period of time (in months) during which the System retains aggregated statistics arranged by
monthly cubes. Since increasing of the parameter requires additional server space (on databases), it
can be modified only by the Alaris technical support team. The default value is 24

Recalculate current day stats at, hours (0-23, 1-fold). forced recalculation of day statistics at the
specified hour (valid values are integers from 0 to 23). Several values can be specified (comma-
separated), for example: 1,15,22 (daily cubes will be recalculated every day at 01:00, 15:00, 22:00
irrespective of the calculation threshold). In case null is specified, cube recalculation will happen
every time when the Stats calculation threshold (EDR/day) is reached

Recalculate current hour stats at, mins (0-50, 10-fold): forced recalculation of hour statistics at
the specified minute of the hour (valid values are 0, 10, 20, 30, 40 or 50). Several values can be
specified (comma-separated), for example: 10,50 (hourly cubes will be recalculated every hour on
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10th and 50th minutes irrespective of the calculation threshold). In case null is specified, cube
recalculation will happen once the Stats calculation threshold (EDR/hour) is reached

e SMS statistics telescopic mode: when enabled, the interface shows:
- the past two hours (current and previous) calculated using minute cubes on the fly

- the current day calculated using hour cubes plus the past two hours calculated using minute
cubes on the fly

- the current month calculated using daily cubes; the current day of the month is calculated
using hour cubes

- the current year is calculated based on the underlying cubes: full month cubes, full daily
cubes, full hour cubes. The rest of the data is gathered from minute cubes. For example,
today is 03.10.2022 05:30 and the year layer is selected. The calculation logic will use:

- full monthly cubes (01.01.2022, 02.01.2022)

- full daily cubes (from 03.01.2022 00:00 till 03.10.2022 00:00)

- full hour cubes for the current day (03.10.2022 00:00-03.10.2022 05:00)
- minute cubes (03.10.2022 05:00-03.10.2022 05:30)

When disabled (0), click Telescopic view in the SMS\Analytics[ss3 interface (available only if
the user has the Telescopic mode permission granted) to apply the same logic. To disable
the Telescopic view, click on the control again

e Show aver. delivery delay in seconds (0 - no, 1 - yes). when the value is 1, the average delivery
delay is shown in seconds (by default it is displayed in minutes)

e Stats calculation delay, minutes (day/hour/min/month/year): the delays configured for each time
increment (minute, hour, day, week, month and year) to allow statistics calculation even if the
thresholds configured in Stats calculation threshold settings for corresponding type of cubes have
not been reached. For example, the value 45 in the parameter Stats calculation delay, minutes (day)
means that the statistics for a daily cube will be calculated in 45 minutes after EDR import for the day
takes place even if the value of Stats calculation threshold (EDR/day) is not reached. Note that it is
not recommended to decrease the values without consulting the Alaris technical support team first
since it leads to almost constant recalculation of the same data (in case of increase, the cubes may
be calculated too slowly and the data will not be shown in the Analytics interface). Additionally please
note that all values are calculated automatically based on daily traffic volume (if the setting Auto
threshold calculation is set to 1). The default value for Stats calculation delay, minutes (year) is
1300. The minimum value is 1.

e Stats calculation threshold (EDR/day, EDR/hour, EDR/min, EDR/month, EDR/week, EDR/year):
number of EDRs per day/hour/minute/month/year necessary to launch next cube recalculation.
For example, if Stats calculation threshold (EDR/day) is set to 100, the corresponding daily cube will
be recalculated as soon as more than 100 new EDRs are imported for this day. For Stats calculation
threshold (EDR/year), the default value is 48000

e Stats calculation delay, minutes (hour minor) and Stats calculation minor threshold (EDR/hour) are
intended to decrease the number of hour cube recalculations (for example caused by late delivery
reports). An hour cube will be placed to queue for recalculation:

o after the period set in the parameter Stats calculation delay, minutes (hour minor) if the
number of newly inserted EDRs is less than Stats calculation minor threshold (EDR/hour)
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o after the period set in Stats calculation delay, minutes (hour) if the number of newly inserted
EDRs is greater than Stats calculation minor threshold (EDR/hour) but less than Stats
calculation threshold (EDR/hour)

o immediately if the number of newly inserted EDRs is greater than Stats calculation threshold
(EDR/hour)

If Auto threshold calculation is set to 1, Stats calculation minor threshold (EDR/hour) is calculated
as Stats calculation threshold (EDR/hour) / 50

Traffic details days count. number of days to store the financial statistics in the System. Since
increasing of the parameter requires additional server space (on databases), it can be modified only
by the Alaris technical support team

Week cube partition count. number of weekly cubes stored in the System; in other words, a period
(in weeks) during which the System retains aggregated statistics arranged by weekly cubes. Since
increasing of the parameter requires additional server space (on databases), it can be modified only
by the Alaris technical support team. The default value is 40

Year cube partition count. number of years for storage of year cubes; the default value is 10

6.7.13 SMS rates

= SMS rates

Blocked networks markers (comma separated) Blocked

Closed networks markers (comma separated) AP

Default Auto rate export mode 1

Default close type Full country

Default network markers (client) -1, .-,0,999,9999 —-
Default network markers (vendor) -1, .-.0,999,9999
Default rate export mode 2

Defragment SMS rates 1

Effective from date for change type 'same’ (0 -actual, 1-... 0

Fragmented rates import effect (0 - remove further rates, 1... 1

Ignore rates closed N days ago 7

List of MCCMMNCs to be excluded from export 100

List of MCCs with 3-digit MNCs 262,302,310,312,316,330,334,338,342 34 __
List of net names to ignore MNC All networks, default

List of recipients for SMS rate import log null

MCCs from the price lists to be imported null

Maximum rate analysis depth (days) 600

Period for show closest changes export option, days 30

Period for show latest changes export option, days 30

Period to consider effective date as being too far in the past 36500
SMS rates

Blocked networks markers (comma separated): a list of keywords (case-insensitive) used as
markers of blocked networks in import of rate sheet files. If no value is specified, it is considered
as "No,False,Blocked,0,Block". If the rate sheet file has the Net status column and one of the
keywords is found in the file for any rate, the Rate note field for this rate will have the BLOCKED
value. A vendor product with a blocked rate for the MCCMNC will not take part in routing. If the
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message is received from a client product and a blocked rate is selected, the message will be
rejected. If the price contains both the Net status and Rate note columns, Net status takes priority
over the Rate note column

Closed networks markers (comma separated): a list of keywords (case-insensitive) used as
markers of closed networks in import of rate sheet files. The default value

Delete, Deleted, Close, Closed. If during Rate import the keyword (marker) is encountered in the
Net status (prioritized column) or Rate note column, the rate will be closed. If the parameter value
is empty (null), the values Delete,Deleted, Close,Closed will be used for closing

Default Auto rate export mode: export mode to be used for an auto rate export task. Possible
values: 0, 1 or 2, where 0 is the standard logic of changes pending at mode (default value), 1 -
show closest changes, 2 - show latest changes

Default close type: defines the default rate close type when importing rates manually. Possible
values are: Code, which means Update only rates for fully matching dial codes (the default
value); Non-match, which means Close non-matching dial codes, and Full country, which means
Full country.

Default network markers (client/vendor). a comma-separated list of characters that should be
ignored when parsing the MNC and/or e.212 column. The parameter is set separately for the
client and vendor. It is helpful with price lists that contain placeholders (for example, space, dash
or 9999) instead of empty value in the MNC/e.212 field when offering a flat country rate. The
default value is "-1, ,-" - space is included. If the value contains 0, values like 000 will be removed
during rate import. Learn more about this feature in Alaris YouTube video

Default rate export mode: the export mode to be used when a rate export task is created with the
Changes type: System default (available for Export type:changes pending at). Possible values: 0,
1 or 2, where 0 (default value) is the standard logic of changes pending at mode (take the
agreements’ notification periods into account), 1 - show closest changes, 2 - show latest
changes

Defragment SMS rates: possible values are 0 and 1 (0 - disable rate defragmentation, 1 - enable,
default value is 1). Defragmentation means merging rates with the same price in case the End date of
one rate is equal to the Start date of another. The logic is as follows (if the setting is 1). Suppose
there is a rate 0.1 for MCCMNC 214001 with the period 2019.01.01 00:00:00 - 2019.01.10 00:00:00.
If the rate 0.1 for 214001 is added (Add rate button) with the period 2019.01.10 00:00:00 -

2100.01.01 00:00:00, a single unified rate 0.1 will be created as a result for 2019.01.01 00:00:00 -
2100.01.01 00:00:00. If the setting is 0, two rates with periods 2019.01.01 00:00:00 - 2019.01.10
00:00:00 and 2019.01.01 00:00:00 - 2019.01.10 00:00:00 will be present. If rates contain different
rate notes, two rates will be created irrespective of the parameter value

Effective from date for change type 'same' (0 - actual, 1 - export date): when the value is 1, the
Effective from date is replaced with the task Start date for rates that were not changed during rate
export, if the Export type parameter has the value changes pending at or rates effective at

Fragmented rates import effect (0 - remove further rates, 1 - cut into existing rates): by default the
value is 0. When set to 1, the following logic will be applied. Suppose there is a rate with the period
2019.01.01 00:00:00 - 2100.01.10 00:00:00. Once a rate for the same MCCMNC and the price is
imported (period of the new rate is 2019.01.10 00:00:00 - 2019.02.01 00:00:00), there will be two
periods for the rate: 2019.01.01 00:00:00 - 2019.02.01 00:00:00 and 2019.02.01 00:00:00 -
2100.01.10 00:00:00. The default behavior is to close the period by the end date of the new rate (for
this example in case of default behavior the period will be 2019.01.01 00:00:00 - 2019.02.01
00:00:00)

Ignore rates closed N days ago: the setting is intended for optimization of checks performed by
routing module(s) while searching for vendor rates. The default value is 7 which means that the routing
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module will not receive rates with a close date older than 7 days from the database after the module is
restarted

List of MCCMNCs to be excluded from export. MCCMNC codes entered in this field will be
excluded from any export task. The default value is 999. The null value means that all
MCC/MCCMNCs will be exported

List of MCCs with 3-digit MNCs: list of MCCs for countries that always use 3-digit MNCs. The
list is used to generate the MCCMNC5 column during rate export. MCCs that are not in the list
are translated into 5-digit codes if the MNC starts with O

List of net names to ignore MNC: ignore the MNC part during rate import (SMS\Rates\Rate
import\Rate sheet parsingl+#%) in case the Net name column of the imported file contains one of
the values specified in this parameter (comma-separated, case insensitive). The default value is All
networks, default

List of recipients for SMS rate import log: serves to specify email addresses (comma-separated)

for rate import alerts. Alerts are configured in the SMS auto rate import owner notification (full
report)[oh) template

MCCs from the price lists to be imported: allows ignoring rates for specific MCC codes from
imported rate sheet files. Rates for MCCs that are not specified in the parameter (exact match is
used) are not imported. The parameter may come handy if the System owner does not want to use
specific MCC rates received from a partner. The default value is null (which means that all MCCs will
be imported). Find out more about the feature in the Alaris YouTube video

Maximum rate analysis depth (days): the default value is 60 (days) which means that during rate
import in the Choice mode, all rates that were active for the last 60 days for MCCs/MCCMNCs from
the sheet will be shown. Suppose there is a rate for MCC 214 in the file with the period 2019.01.01-
2100.01.01. If there is another rate in the product for MCC 214 with the close date less than the
current date - 60 days, two rows will be shown in the analysis result - the new rate and the past one)

Period for show closest changes export option, days: serves to set the period for which changes
will be analyzed if the Changes type: Show closest has been selected for an export task in
SMS\Rates\Rate export[ss#1. For example, if set to 30, the System will only analyze rate changes
for the next 30 days

Period for show latest changes export option, days: serves to set the period for which changes
will be analyzed if the Changes type: Show latest has been selected for an export task in
SMS\Rates\Rate export[s81. For example, if set to 30, the System will only analyze rate changes
for the next 30 days

Period to consider effective date as being too far in the past: the default value is 365 (days). Rates
with the effective date older than the value specified in the parameter will be ignored during rate import

Price values to be considered as blocked (comma-separated): when the Rate column contains a
value (case-insensitive) specified here, a rate with Rate note: BLOCKED is created. Vendor products
with a BLOCKED rate for the MCCMNC will not take part in routing. If a message is received from a
client product and a blocked rate is selected, the message will be rejected. Values should be
separated by comma, the default value is -

Price values to be considered as closed: when the Rate column contains a value (case-
insensitive) specified here, a rate will be closed. Values should be separated by comma, the
default value is -

90


https://www.youtube.com/watch?v=zDrQZAWi1x4&t=325s

" 7 Alaris Labs

Administration Telecom Software Products

Carrier-Neutral, Protocol-Agnostic

Rate change limit, percentage: the parameter serves to define the threshold for displaying the
"Rate increased by more than" error during automatic and manual rate import. The default value
is 50

Rate changes auto send hours (comma separated): sets the hour(s) of the day when the rate
changes are sent (configured by the parameter Send rate change notifications automatically in
Carriers\Products|+74). Possible values are from 0 to 23. Several comma-separated values can be
entered (in this case auto rate export will be triggered several times during the day)

Rate country names to ignore for import (comma separated): the list of country names (case-
sensitive, empty by default) whose rates will not be loaded during automatic and manual import.
When the name is met during import in the Country name column, the error Country blacklist is
raised. Note that for auto rate import the error is not marked as critical by default

Rate export routing feature inheritance (0 - no, 1 - yes): if the option is set to 1, routing features of
the parent product will be exported when an export task is created for a child product (if the Column
settings contain the FEATURE column). Export uses the same logic with parent/child features as for
rates: in case there is a feature value for the client product, it will override the parent’s value. The
default value is 0

Rate inheritance mode (0 - longest match at child, 1 - global longest match): flag that controls rate
search logic. When set to 1, the System searches for the most detailed rate (in terms of both
MCCMNC/dial code/sender MCCMNC) in the parent and child product and uses the most detailed one
to charge the client. When set to 0, the System first searches for the child product and if there is no
suitable rate (for either MCC or MCCMNC), it searches it in the parent product. The default value is 1.
The same setting is available on the product level (which overrides the System parameter)

Rate network names to ignore for import (comma separated): the list of net names (case-
sensitive, empty by default) whose rates will not be loaded during automatic and manual import.
When the name is met during import in the Net name column, the error Network blacklist is
raised. Note that for auto rate import the error is not marked as critical by default

Rate rounding precision (displaying): number of decimal places for displayed rates. Up to 10
places are allowed

Rate rounding precision (storing): number of decimal places for rates stored in the System. Up to
10 places are allowed

Send changes to child products if the parent products are changed: possible values are 0 (do not
send) and 1 (send). If set to 1, an auto rate export task is created for a child product (on condition
that the auto rate export functionality has been configured for it) if the parent product’s rates have
been changed. Note that the Send rate change notifications automatically option of the parent
product has no effect on a task created for the child product(s)

Symbols ignored in rate field: all characters contained in the field will be ignored when parsing
the Rate column during an import operation. This allows filtering out currency symbols as well as
blanks (the default value is * $€’). Regular expressions are also supported (for example, ‘a-zA-Z)

Update rate notes for existing rates (0 - no, 1 - yes). defines whether the imported rates must be
updated if the rate record has the same price but a new rate note. The default value is 0. Rates with
same type will not be updated even if they contain rate notes with values different from the existing
ones
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6.7.14 SMS routing

< SMS routing

"Pure" sender ID tag search country list (Comma separate. . null
Deduct HLR rate from margin (0 - no, 1 - yes) 0
Delay between simulations in multi mode (seconds) 0.5

Filter HTTP vendors based on data coding (0-no, 1-yes) 0

MCC "Rest of the world" 7T

MPS low balance account threshold null

Override "ported” flag based on reference book comparis.. 0

Routes to send 10

SMS simulation router list 127.0.0.1:1750
SMS simulation usermame invoice

SMS vendor credit control enabled (1 - yes, 0-no) 1

Use choice and rule 1D dependent sorting of routes (0-di... 0

SMS routing

"Pure" sender ID tag search country list (Comma separated list of destination country MCC,
MCC% or MCCMNC): the default value is null (disabled). Once a list is specified, the routing
verification of Sender ID in tags is enhanced as follows:

o The Sender ID is translated into the new format by removing non-alpha symbols (for
example, special characters and blank spaces). Also, the Sender ID is translated into upper
case

o The translated Sender ID is used in search of translation rules within the Post-routing stage
(except Sender ID translations - the original Sender ID is used in the case); the routing rules
are applied

NOTE: The vendor rate is searched for by the original Sender ID. Also, the vendor receives the original
Sender ID. The feature allows blocking or passing messages to specific routes that have Sender IDs with
special characters: for example, the carrier needs to block messages from 'Facebook’', whereas the
client sends the Sender ID ' Facebook '.

Deduct HLR rate from margin (0 - no, 1 - yes). when enabled, the HLR rate is deducted from the
client rate (affects margin calculation for both analytics and routing). For concatenated messages
(processed through the Stateful concatenation mode) the HLR rate is deducted only once

Delay between simulations in multi mode (seconds): defines the delay between simulation tasks

if the Mode value is muilti (SMS\Routing\Simulation[+#). The default value is 0.5

Filter HTTP vendors based on data coding (0 - no, 1 - yes): 0 by default. When enabled, the
message data coding is verified. If the message data coding is not in the Allowed data coding
list of the HTTP vendor channel, the vendor channel is filtered from the routing results. Note that
the message data coding is considered 0 if all message symbols are in the GSM7bit table (see

Appendix 10. Data coding schemes\DCS tables\GSM 7-bit[e#), otherwise it is 8

MCC "Rest of the world": the default value is 777; the respective record is made in the reference
book. This record is considered if the price for the full MCCMNC or its MCC cannot be found.
For example, when an attempt is sent to a number belonging to the network with MCCMNC
214001 but the product does not contain rates for either 214001 or 214, the price for code 777 (if
it is both present and active) will be selected. The parameter is applicable throughout the System,
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including Alaris Campaign Portal and MO messages. If it is impossible to find a record for an MCC
available in the SMS\Reference books\MO routing editor [sd), the routing module will try to find a
record for the MCC defined in the parameter

NOTE: When the user modifies the System parameter MCC "Rest of the world", a new MCC is added to the
e.212/e.164 reference book if no active MCC with this value was available.

MPS low balance account threshold: integer, amount in the account’s currency - once reached,
the client MPS will be limited by the value calculated as the account balance/Low balance
account MPS modifier. The default value is null - the functionality is disabled. Note that the
account balance is calculated taking into consideration the In credit agreement parameter, that is,
as follows: the balance+credit limit. For example, if the MPS low balance account threshold is
500, the actual balance is 450, In creditis 50 and the Low balance account MPS modifier is 100,
the MPS is calculated as (450+50)/100 = 5 MPS. This logic will help prevent situations when a
partner can send more traffic than its balance allows. If MPS is exceeded, messages will be
rejected. Note that the functionality is not applicable to trusted clients (for which there is at least
one account and agreement with an empty client credit limit)

Override "ported” flag based on reference book comparison (0 - no, 1 - yes): the parameter serves
to set the ported flag when working with HLR providers, based on the returned MCCMNC and the
MCCMNC from the System's reference book. If the parameter is set to 1 and the HLR MCCMNC does
not coincide with the reference book MCCMNC, the ported flag will equal 1, even if the provider
returned a different value

Routes to send: maximum number of routes that the System can provide for terminating an SMS
(applies to the SMS\Routing\Simulation[+ interface as well). The default value is 3

SMS simulation router list: list of routers available for selection in the Router drop-down list in
SMS\Routing\SimuIatioanﬁ. Routers are added in the format IP address:Port, and must be
comma-separated, for example: 66.210.56.183:1750,61.610.58.192:1751. In most cases the setting
is changed by the Alaris technical support team

SMS simulation username: the OS username for connection to the routing server to copy the
simulation log. The setting is modified when necessary by the Alaris technical support team

SMS vendor credit control enabled (1 - yes, 0 - no). when the value is 1 (default), vendors are
blocked after their credit limit is reached. Suppose the agreement parameter Out credit is set to 200
which means that the vendor can receive traffic until the vendor balance is greater than 200 (in the
account currency). If the System setting is 1, messages will not be sent to the vendor once the credit
limit reached. If the setting is 0, messages will be sent to the vendor (if there is no other restriction)

Use choice and rule ID dependent sorting of routes (0 - disable, 1 - enable): when enabled, the
parameter changes the default logic of route sorting (context -> priority -> weight) to rule
ID/choice order dependent (context -> priority -> rule ID -> choice order -> weight). If several
rules have the same context and same priority, the rule with a higher 1D will be processed first. Static
choices go first (since they have the greatest weight). The weight of vendor products of dynamic
choices are calculated using Formula (in case the formula is not specified, it is a random value)
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6.7.15 SMS switch

= SMS switch

Allow decreasing number of segments after text translatio... 1
Allow increasing number of segments after text translation... 1

Concatenated messages: All segments submit timeout, sec. 120

Concatenated messages: Delivery waiting pericd for statef. .. 120
Concatenated messages: Fast response for every segme...
Concatenated messages: Reject incomplete messages (0... 0

Concatenated messages: Shift submit time exponentially (... 1

Default callback timeout, sec 20
Default vendor overflow buffer size 200000
Default vendor window size 100
Delivery waiting period, sec 3600
Ignore registered_delivery for client )

Low balance account MPS modifier 0
Track MO responses to MT max waiting period, minutes 180

SMS switch

Allow decreasing number of segments after text translation (0 - no, 1 - yes). the default value is
0. When set to 1 (given that the concatenated message translation has been enabled previously
by the Alaris technical support team), the System allows applying of translation rules to
concatenated messages received over SMPP when the resulting number of parts decreases in
the initial one. Note that the message parts must be processed with the Stateful concatenation
logic of the SMS switch. For more details, communicate the BZ44623 code to the Alaris technical
support team. Note that as many submit responses and delivery reports will be sent to the client
as many segments were received initially. If one of the delivery reports obtained from the vendor
is unsuccessful (other than DELIVRD; for example: UNDELIV), all delivery reports sent to the
client will have the same status (UNDELIV for this example)

Allow increasing number of segments after text translation (O - no, 1 - yes): the default value is 0.
Once set to 1 (given that the concatenated message translation has been enabled previously by
the Alaris technical support team), the System allows applying translation rules to concatenated
messages received over SMPP when the resulting number of parts increases in the initial one.
Note that as many submit responses and delivery reports will be sent to the client as many
segments were received initially. Note that the message parts must be processed with the
Stateful concatenation logic of the SMS switch

Concatenated messages: All segments submit timeout, sec.: defines the period in seconds for
all the segments of a concatenated message to be received by the switch and processed as
single SMS, otherwise the switch processes them like separate submits. The same parameter
can be applied on the channel level (in Carriers\SMS channels[}) - in which case it has priority
over the System setting. The default value is 10. Note that the parameter is applied in case
stateful concatenated message processing is enabled (in the System settings or on the channel
level). It is recommended to set a lower value for the timeout as an additional delay of 2-3
seconds can appear. The delay is contributed by the redundancy scheme in order to ensure that
all submit packets will be delivered if they are processed by different instances of the SMS
switch.
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Concatenated messages: Delivery waiting period for stateful processing, sec.: time (in seconds)
to wait for delivery reports for segments of the same message. The default value is 86400
seconds. If no DLRs were received, the SMS remains in the SENT status. By default a delivery
report for each part is processed and sent to a client separately. To change the System logic,
contact the technical support team and communicate code BZ33220. The logic will be as follows:

- if DLRs were received for some segments and not received for others, the EXPIRED status
is sent to the client for the entire message (after 24 hours from the receipt of the source
message)

- if different reports were received for different segments (for example, DELIVRD for some
and UNDELLIV for other), the UNDELIV status is returned to the client

- if the DELIVRD reports were received for all the segments, the DELIVRD status is returned
to the client

If the parameter is applied if the System setting Enable system-wide stateful concatenated
messages processing (0 - no, 1 - yes)is set to 1 or the channel setting Stateful concatenated
messages processing is enabled. Note that the feature cannot be enabled if the System
parameter Allow decreasing number of parts after text translation is set to 1.

NOTE: Important! The SMS switch checks if the EXPIRED status must be generated every minute, that is,
on the 60th second, the 120th second, the 180th second etc. Therefore if a vendor sends a delivery
report within the interval, the vendor's report - and not the EXPIRED status - will be sent to the client. For
example, if the parameter is set to 70, delivery reports (with the DELIVRD status) are received on the 75th
second, and the DELIVRD status will be sent to the client since the check-up will be carried out only on
the 120th second.

Concatenated messages: Fast response for every segment (0 - no, 1 - yes): specifies if
successful submit responses (for each segment) should be sent to the client before routing takes
place. Note that in case no routes are found, UNDELIV reports will be sent out. Allowed values
are 0 (disabled, which is default behavior) and 1 (enabled). The same parameter can be applied
on the channel level (in Carriers\SMS channels[}) - in which case it has priority over the System
setting. Note that the parameter is applied if the System setting Enable system-wide stateful
concatenated messages processing (0 - no, 1 - yes) is set to 1 or the channel setting Stateful
concatenated messages processing is enabled

Concatenated messages: Reject incomplete messages (0 - no, 1 - yes): when enabled, the
System sends failed submit responses if some segments are not received until the timeout set in
Concatenated messages: All segments submit timeout, sec. The allowed values are 0 (the SMS
switch processes an incomplete set of segmented SMS messages as separate ones) or 1 (the
SMS switch sends a failed response (ESME_RSUBMITFAIL) to the client and does not process
these submits further). The same parameter can be applied on the channel level (in Carriers\SMS
channels[+8) - in which case it has priority over the System setting. The default value is 0. Note
that the parameter is applied in case stateful concatenated message processing is enabled (in
System settings or on the channel level).

Concatenated messages: Shift submit time exponentially (0 - no, 1 - yes). when enabled, the
System adds 2*segmentNum seconds to the send time in submit EDR (where segmentNum is
the number of segments of a concatenated message). The parameter solves the message
ID+message sent time unique problem if the vendor returns the same message ID for different
segments of the message. If set to 0, the message sent time will not be modified in the EDR. By
default the parameter is enabled - meaning that a few seconds will be added to the timestamp.
Note that the parameter is applied in case stateful concatenated message processing is enabled
(in System settings or on the channel level).
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Default callback timeout, sec: the timeout in seconds which will be used for the SMS channels with
empty or zero value for the channel's parameter Callback timeout, sec. Once reached, a FIN signal
is sent to the client

Default vendor overflow buffer size: the default allowed number of SMS in the storage buffer. The
parameter is used if the Vendor overflow buffer size parameter is not set in Carriers\SMS
channels|+5. The default value is 50000 (messages). In case the parameter is not set (the same as
null value)or set to 0 while Vendor capacity (sms/sec) is not empty, when the capacity is reached,
messages Wwill be rejected with EDR status SMS OUT BUF OVL. Once the buffer threshold (in case of
a positive value) is reached, messages will be rejected with the same status. The maximum value can
be calculated based on server specifications (200,000 messages in the buffer require approximately 1
GB of RAM

Default vendor window size: the default allowed number of pending messages awaiting the
vendor’s response (submit_sm packets without submit_sm_resp received). The parameter is
used if the Vendor window size parameter is not set in Carriers\SMS channels[3\. For example,
Window size set to 10 means that 10 pending messages are possible for the vendor (10 messages
without a response from the vendor side to our submit requests). The 11th SMS will be rejected if the
vendor does not respond to it within the submit timeout (30 seconds by default) or the vendor does not
respond at least to one of the pending messages, and also if the Default vendor overflow buffer size
is set to 0. Otherwise the message will be placed in buffer. The default value is 100, the maximum
value is 1000

Delivery waiting period, sec: the period during which delivery reports are expected from the vendor;
after that, the reports will be ignored. Note that the parameter does not invoke generation of EXPIRED
delivery status once the period is expired. The default value is 172800 seconds (2 days). The
maximum value can be defined based on the server parameters (available RAM)

Ignore registered_delivery for client. ignore the value of the registered_delivery flag for the client.
If the value is 0 (2 lower bits are set to 0) and the client sends registered_delivery = 0, the client
will not receive a delivery report even if the System has received it. If the value is 1, the client will
receive the delivery report irrespective of whether the client requested it or not. Additionally, the
Registered delivery column of the EDR will contain value 1 as an initial value despite the value
sent by the client - however, the original value is proxied to the vendor given that no translation
rule was applied

Low balance account MPS modifier: the parameter serves to automatically limit the capacity of a
carrier based on its account balance. When the MPS low balance account threshold is reached,
the client MPS will be limited by the value calculated as the actual balance/Low balance account
MPS modifier. The default value is 1. Note that the account balance is calculated taking into
consideration the In credit agreement parameter, that is, as follows: the balance+credit limit. For
example, if the MPS low balance account threshold is 500, the actual balance is 450, the In credit
parameter is 50 and the Low balance account MPS modifier is 100, the MPS is calculated as
(450+50)/100 = 5 MPS. This logic will help prevent situations when a partner can send more
traffic than its balance allows. If MPS is exceeded, messages will be rejected. Note that the
functionality is not applicable to trusted clients (for which there is at least one account and
agreement with an empty client credit limit)

Track MO responses to MT max waiting period, minutes: serves to set the delivery waiting period for
MO responses. The default value is 1440 (applicable only to MT traffic for client SMS channels with
the enabled checkbox Track MO responses to MTs)
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6.7.16 Security

= Security

-

Allow password re-use

Allowed login attempts after password expiry 2
Forbidden character sequences 0
Minimum digit count in password 0
Minimum letter count in password 0
Minimum mixed case letter count in password 0
Minimum non-alphanumeric symbol count in password 0
Minimum password length 4
Non-alphanumeric password symbols I@#SWH & ()+=..;
Password expiry period, days a0
Password expiry reminder (days) 1
Password history period, days 90
Rule 3 of 4 0

Security

The Administration\System settings\Security section serves to control the password generation and
storing policies using the following settings:

Allow password re-use: if set to 0, users are not allowed to use previous passwords when changing
a password (Administration\Users[+5 >> User password change)

Allowed login attempts after password expiry: once the password expiration date has come, the
user will still be able to login N times before changing the password, where N is defined by this
parameter

Forbidden character sequences: if set to 1 (default value), during a password change or
assignment, the following verifications are performed:

1) the password does not contain the user's login name

2) the password is not included in the black list, which is set by default and contains the most
compromised passwords (for example, qwerty). To add new values to the list, contact the Alaris
technical support service and provide the code BZ49367

Set to 0 to disable the logic.

Minimum digit count in password/Minimum letter count in password/Minimum mixed case letter
count in password/Minimum non-alphanumeric symbol count in password: minimum number of
digits/letters/mixed-case letters/non-alphanumeric symbols to be used in the new password
correspondingly. Integer values are allowed. If set to null, the default value will be used (3 digits/0
letters/2 mixed case letters/2 non-alphanumeric symbols correspondingly). If, during password
change, the user inserts fewer symbols than is specified in the parameter, the following warning will
appear:

Password does not comply with security policy or was already used. The password must contain:
at least 3 character(s)

at least 3 digit(s)

at least O letter(s)

at least 0 mixed case letter(s)

at least 0 symbol(s) from |@#$%"&*()-+=.,;
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NOTE: The parameter applies to the main web interface and the Wholesale and Campaign Portals. The list
of non-alphanumeric symbols are defined in the System parameter Non-alphanumeric password
symbols.

e Minimum password length: minimum password length. Integer values are allowed (maximum is 60).
If set to null, the default value will be used (8 symbols). The parameter applies to the main web
interface and the Wholesale and Campaign Portals

NOTE: The same mechanism of password generation applies to SMS channel passwords (Generate
button in the Carriers\SMS channels [+e3) interface). SMPP specification 3.4 allows no more than 9
symbols for a password. Therefore, if the setting is greater than 9 and the user generates a password for
an SMS channel (Carriers\SMS channels[+s5 >> Password >> Generate), the password length will be 9
symbols. Additionally, the generation algorithm will try to fulfill the requirements of the minimum number
of letters/digits/non-alphanumeric symbols

e Non-alphanumeric password symbols: list of symbols allowed for use in the password other
than digits and letters. Integer values are allowed. If set to null, the default value will be used (2
symbols). Note that the parameter applies to the main web interface and the Wholesale and Campaign
Portals

NOTE: The exact length for the password is calculated as follows:
1. the value of the Minimum digit count in password
2. the value of the Minimum non-alphanumeric symbol count in password
3. the value of the Minimum mixed case letter count in password
4. the greatest value amongst the following:
- the value of the Minimum mixed case letter count in password
- (Minimum letter count in password - Minimum mixed case letter count in password)

- (Minimum password length - Minimum mixed case letter count in password - Minimum digit
count in password - Minimum non-alphanumeric symbol count in password)

Suppose the settings are as follows:

Minimum mixed case letter count in password: 1

Minimum letter count in password: 5

Minimum password length: 8

Minimum digit count in password: 7

Minimum non-alphanumeric symbol count in password: 1

In accordance with steps 1-3, the length will be 7+1+1=9

The next part - which is added according to step 4 - will be 4:
e the Minimum mixed case letter count in password is 1

o the difference between the Minimum password length and Minimum mixed case letter count in
password is 4

e (Minimum password length - Minimum mixed case letter count in password - Minimum digit
count in password - Minimum non-alphanumeric symbol count in password) = -1

98



" w7 Alaris Labs

Administration Telecom Software Products
Carrier-Neutral, Protocol-Agnostic

The overall pass length to generate the user’s password is 13 symbols. Note that the same will be
trimmed to 9 symbols while the channel password is being generated.

e Password expiry period, days: default number of days after which the password expires. By
default the Expiry date (Administration\Users[s3) is set to the current date + Password expiry period,
days. The minimum value is 1, the maximum is 10000. If the user tries to login to the web interface /
Alaris Campaign Portal / Wholesale portal with an expired password, a warning appears

e Password expiry reminder (days). number of days until the user starts receiving warning letters
about password expiration. Note that the System job BAS CHECK EXPIRE_PASSWORD must be

enabled

e Password history period, days: number of days during which the passwords used earlier are
stored. For example, if Allow password re-use is set to 0 and the user tries to change the password
to the same value that is stored in the history (suppose that the old password was used earlier than N
days ago, where N is Password history period, days), a warning appear

6.7.17 Telegram

The System allows sending report results to Telegram. This section serves to configure interaction with
the Telegram service and contains the following parameters:

= Telegram

Proxy ([TYPE] [IP]:[PORT]). Pessible types: DIRECT, 50...  null

Telegram bot token null

Telegram

e Proxy ([TYPE] [IP]:[PORT]). Possible types: DIRECT, SOCKS, HTTP: proxy type in order to send
reports from the Reports interface to Telegram. Default value (null) means that no proxy is used
for sending. Example: SOCKS 212.83.147.101:12850

e Telegram bot token: bot token for sending reports (from the Reports[sh interface) to Telegram.
To enable this, a bot must be registered (for example, SendAlertsBot) at
https://telegram.me/BotFather - once the registration is completed, a token will be issued. The
token must be inserted in the Telegram bot token parameter and a chat with the bot
(@SendAlertsBot) must be created. The chat will serve to receive automatic messages. The
default value is null (the functionality is disabled). The detailed step-by-step description is listed in
Appendix 7. Frequently asked questions (7

To configure interaction with the Telegram service, proceed as follows:
0. Set the appropriate values in the System parameters detailed above

1. Register a bot (service on behalf of which notifications will be sent) at

https://telegram.me/BotFather. For example, SendAlertsBot
2. Remember the bot ID

3. Create a chat with the bot (@SendAlertsBot). The chat will be used for receipt of automatic
messages

4. The ID of the chat (which can be checked at https://telegram.me/get_id_bot) can be used in

reports marked as Periodic

As Telegram does not support display of tables, only the content of the dedicated field of a preset will be
sent to the messenger. The full report content can be emailed to predefined email addresses.
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6.7.18 Trading tools
The section contains parameters related to Swap deals [233).

6.8

= Trading tools

Percentage of cubes allowed to be invalidated for swapd... 20
Repeated alerts buffering interval, min &0
Swap deals stats currency

The list of exeluded vendors null

Trading tools

Percentage of cubes allowed to be invalidated for swap deals: the maximum percent of analytical
cubes for the period covered by a swap deal which may be under recalculation. When the threshold
is reached, the swap deals stats are not updated. For example, if the option is set to 10, this means
that for a deal 10% of cubes can be in the invalid state (can be recalculated). If the percentage is
greater, the notification ‘Swap stats cannot be updated at the moment: percentage of invalidated
cubes is higher than the System threshold will appear. Note that the statistics are based on hour
cubes for the current day (24) + daily cubes for other days (which are included to the period of a
deal). For example, if a deal is for a month (January) and the current date and time is 16/01 15:01, 40
cubes in total (16 daily cubes + 24 hour cubes) are taken into account (so 10% is 4 cubes in Must be
recalculated state is the maximum number for the deal to show ‘actual’ stats)

Repeated alerts buffering interval, min (applicable to the voice System Alaris inVoice only)

Swap deals stats currency: serves to configure the currency in which swap deals statistics must be
calculated. If set to null, the System currency will be used.

The list of excluded vendors (applicable to the voice System Alaris inVoice only)

Template manager

The Administration\Template manager page allows creating templates for various document types
generated by the System — invoices, rate export files, invoice letters etc.

The page is divided in two panels. The left panel is a table of templates. The table contains the following
information:

0 Startpage | . Template manager *

-
]

[

Template Contract company Account Product type Template direction Products
All V¥ || Breaking bad | ¥ || 1-To-Allzz, EUR | ¥

Balance alert letter (himl) All All

Blended routing rule change letter (html) All All

Blended routing rule deactivation letter (htmil) All All

CDR Recalculating results letter (himl) All All

CDR Rerating results letter (html) All All

CDR export letter (html) All All

Credit alert letter (html) All All

Template manager

Template: description of the template and link for downloading the document in XLS, PDF or
HTML format
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Contract company: the legal entity of the System owner on behalf of which it works with a
partner

Account. carrier account(s) the selected template is used for (if Default — the template is used for
all carriers except for those who have separate templates; Default templates cannot be deleted)

Product type
Comments: arbitrary notes

Last updated: the date of the template latest update

x

deletes the record. The Change template view allows configuration of the following parameters:

Template type: type of the template (select from the drop-down list)
Contract company
Accounts: select carrier account(s) the template is used for

Template direction, available for template types Invoice, Invoice details, Invoice letter, and Invoice
letter (separate letter for usage stats option). Possible values include:

- Al
- Client
- Vendor

Find out more about the feature in the Alaris YouTube video.

NOTE: When the System selects the template for generation of a document, the fields have the following
priority from top to bottom: Products, Template direction (Client/ Vendor), Product type, Accounts,
Contract company. In this way, the Template direction field has priority over the fields Account and
Contract company. Suppose two templates of the type /Invoice exist in the System, #1 with Account = All,
Template direction = Client, and #2 with Account = "Specific account", Template direction = All. The System
will select template #1. However, if template #2 has the Template direction = Client (or Vendor, as
appropriate), the System will select template #2.

Products: multipicker that allows assigning the templates to several products (available for the
following template types: SMS rate export, SMS rate update letter)

File name mask

Letter subject. active only for letter templates. The parameter defines the email subject. It is
possible to use markers here

Letter body: active only for the letter templates. The parameter defines the email text. It is
possible to use markers here

Product type: a product type (configured in Reference books\Product types|zsr)

Template file: select a file to upload
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Administration

Change template

Template type™:

Contract Al

company:

Account fitter:  PocoDinero Enterprises
Other items

PocoDinero Enterprizes, EUR (Account I...

Pocolinero Enterprizses, USD (Account I...

Product type: Product type
Correction
Internaticnal

SMS

O=O0O0O0

US domestic

Template file:

Letter template.xls

[

m

t a new file to update

w

e

<=

He =

¥ Alaris Labs

Telecom Software Products
Carrier-Neutral, Protocol-Agnostic

W
b
Selected items
ALARIS TEST, USD (Account ID: 11015)
Browse

rent template

Change template

When through with defining the parameters, click v’ 52 5 confirm or 43 Cancel to discard the

settings.

To add a new template to the System click &) Add template 5 open the Add new template view. The
configurable parameters are the same as in the Change template view.
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Change template

Template type™: v

Contract General N
company:

Accounts: Selected: 2 .7

Template Client N
direction:

Letter subject*: Balance alert

@ Letter body:

- B / U & Font- T, A_ A A A

B MW 2 — E 1 = 1= T, < i
Dear Sirs,

This is to notify that the current balance of the [CompanyName] account has
got below [BalanceOrCreditUsage]. Please top up your account to avoid
service interruption.

The current balance of your account is [Balance].

Best regards,
The [SystemOwnerName] Team

Comments:

Add template view
Below is a list of available markers for the templates.

6.8.1 Templates and markers

Markers are alphanumeric strings in square brackets that are used in document templates as
placeholders of information. Below is a list of document templates supported by the System and
markers used in them.

NOTE: All amounts can be shown with a reversed sign with the help of the RevSign suffix (negative
amounts shown as positive and vice versa). For example, when the invoice amount is -100, the marker
[EstimatedAmount] is replaced with -100 while [EstimatedAmountRevSign] is replaced with 100.

NOTE: all URL-encoded markers (the ones that have the UE postfix, for example, [CompanyNameUE])
follow the Java logic. That is, space sign is encoded as +

2FA enabled for your account

The notification is sent out to the user’s email address once the 2FA enabled flag is checked for the user
in Administration\Users[+s3). Available markers for the template:
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Marker Description

[SystemOwnerName] the System owner name (the System owner
name System parameter)

[UserLoginName] user's login

[UILink] the link to the admin web interface (the Login
link System parameter)

[QRCode] QR code to read the TOTP

Balance alert letter

Notifications are sent out when balance thresholds (if any) are reached for the accounts with non-empty
credit limits (Carriers\Agreements [+5). The thresholds are set in the account level (Account balance
threshold #1-#5) as well as in System settings (Balance alarm threshold #1-#5). Note that the account flag
Send balance alerts must be selected in order for the alerts to be dispatched.

To send out such alerts for the accounts with non-empty credit limit in accordance with the balance
thresholds, the System parameters Send balance alerts to clients with non zero credit limit (O - no, 1 -
yes) and/or Send balance alerts to vendors with non zero credit limit (O - no, 1 - yes) must be set to 1.

The addresses for the notifications are configured as follows:
Administration\System settings\Financial module(ss, Credit and balance alarms default email - the To
field.

Carriers\Agreements\Account alert emails [+81 and Administration\Users 3}, Email (given that the Send
alarms flag is selected on the same page and the System parameter Send credit and balance alarms to
customer (0 - no, 1 - yes) is set to 1) - the To field. Balance alerts are sent to partner emails for the client
direction only.

Administration\Users [+, Email of the account manager (given that the System setting Send credit alarm
to account manager is set to 1): the BCC field if an alert is generated for the client direction and the To
field in case of the vendor direction.

Available markers for the template:

Marker Description

[AccountManager] account manager login
[AccountManagerFull] account manager’s first and last names
[SystemOwnerName] the contract company name
[CurrentDate] the current time (in the System timezone)

[CompanyName] the carrier name
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Marker Description

[BalanceOrCreditUsage] the current usage calculated as “account
balance*100 / account credit”

[Balance] the account balance with the currency code

[Credit] the credit limit with the currency code

[PrevDayConsumption] balance consumption for the previous day

[EstimUntilLimitReached]

estimated number of days until credit limit is
reached if the traffic consumption remains
similar to the previous day

[BillingManager]

billing manager's first name and last name

(assigned in Administration\Account manager
history[2¢") first name and last name

(Administration\Users | 1s3))

[BillingManagerMobilePhone
]

billing manager mobile phone number

(Administration\Users [1s3)

[BillingManagerOfficePhone]

billing manager office phone number

(Administration\Users [1s)

[BillingManagerEmail]

billing manager email address

(Administration\Users [15)

[Remainder]

the balance remaining before exceeding the
credit limit (calculated as: balance+credit
limit)

[CompanyRegisteredName]

Credit alert letter

the agreement’s Company registered name

(Carriers\Agreements [165)

Notifications are sent out when the credit thresholds (if any) are reached for accounts with non-empty
and non-zero credit limits (Carriers\Agreements|[}). The thresholds are set in the account level (Account
credit threshold #1-#5) as well as in System settings (Credit alarm threshold #1-#5).

Addresses for the notifications are configured as follows:

Administration tem settin
field;

Financial module[=s", Credit and balance alarms default email - the To
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Carriers\Agreements\Account alert emails [+8 and Administration\Users[+s3), Email (given that the Send

alarms flag is selected on the same page and the System parameter Send credit alarm to customer is
set to 1) - the To field. Credit alerts are sent to partner’s emails for the client direction only.

Administration\Users[+s%, Email of the account manager (given that the System setting Send credit alarm
to account manager is set to 1): the BCC field if an alert is generated for the client direction and the To
field in case of the vendor direction.

Available markers for the template:

Marker

Description

[AccountManager]

account manager login

[AccountManagerFull]

account manager’s first and last names

[SystemOwnerName] the contract company name

[CurrentDate] the current time (in the System timezone)

[CompanyName] the carrier name

[BalanceOrCreditUsage] the current usage calculated as “account
balance*100 / account credit”

[Balance] the account balance with the currency code

[Credit] the credit limit with the currency code

[PrevDayConsumption] balance consumption for the previous day

[EstimUntilLimitReached]

estimated number of days until credit limit is
reached if the traffic consumption remains
similar to the previous day

[BillingManager]

billing manager's first name and last name

(assigned in Administration\Account manager
history[26") first name and last name

(Administration\Users [153)

[BillingManagerMobilePhone
]

billing manager mobile phone number

(Administration\Users )

[BillingManagerOfficePhone]

billing manager office phone number

(Administration\Users [1s3)
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Marker Description

[BillingManagerEmail] billing manager email address

(Administration\Users [+s})

[Remainder] the balance remaining before exceeding the
credit limit (calculated as: balance+credit
limit)

[CompanyRegisteredName] the agreement’s Company registered name

(Carriers\Agreements [ 165)

Credit note
The file is a template to generate credit note cover letters in PDF format.

Financial information is sent to the partner’s email addresses set in the Default invoice emails field of the
agreement (provided that the option Invoice delivery option is set to a value other than Do not send) and
to the users’ email addresses for which the Send invoices flag is selected.

The carbon copy of such emails can be set on the contract company level or in the System setting (Email
address list to CC finance-related emails). The BCC field is filled in with the addresses specified in the
contract company setting Email address list to BCC finance-related emails as well as with the account
manager’s email address.

Available markers are listed below. Note that for proper work of markers that contain timestamps, the
Default format parameters (Administration\System settin mmon|4") must be filled in. Possible
formats can be found here.

Marker Description
[AccountManager] the carrier’s account manager
[AgrCode] or [AGR_CODE] the agreement code

(Carriers\Agreements |+5))

[AgrBankinfo] the agreement bank info

[AgrLegalAddress] the agreement legal
address(Carriers\Agreements[5)

[BankName] bank name (Reference books\Bank
accounts [2s5) of the bank set in
Carriers\Agreements [165) (Default bank

account)
[BankRecipientName] recipient name (Reference books\Bank
accounts|[2sb)
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Marker Description

[BankAccount] the Account number value (Reference
books\Bank accounts [2s5)

[BankSwiftCode] SWIFT code (Referen ks\Bank
accounts [2)

[BankCorrAccounts] the Corr. account(s) field value of the
corresponding bank (Reference
books\Bank accounts [2s0)

[BankComments] the bank’s Comments field value
(Reference books\Bank accounts [28)

[BankAddress] the bank’s address (Reference

books\Bank accounts|[2zsd)

[BillingManagerSignature]

signature of the billing manager. The
signature can be added in Start\User
settings (jpg or png format)

[CAR_ID] the carrier ID (Carriers\Carriers [1s5)
[CAR_NAME] the carrier name (Carriers\Carriers [15)
[CompanyName] the carrier name (Carriers\Carriers [18)
[Companyld] the carrier ID (Carriers\Carriers [1s5)
[CompanyAddress] the carrier address

[PARAM<PARAM_ID>]

value of the custom parameter created on
Administration tom parameter
types[2"1 (<PARAM_ID>: the ID of the
custom parameter)

[CompanyVAT]

the agreement VAT
(Carriers\Agreements [e8)

[CompanyRegisteredName]

the agreement registered name

(Carriers\Agreements &)

[ContractCompanyName]

the name of the contract company
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Marker Description
[CurrencyCode] the account currency code
[CurrencyCode1] the first finance currency code
(Administration\System settings/[4")
[CurrencyCode2] the second finance currency code
(Administration\System settings[4")
[CurrencyCodeg] the third finance currency code
(Administration\System settings /")
[CurrencyName] the currency display name from Reference
books\Currency exchange rates [z
[CurrencyRateAverage] average exchange rate of the account

currency to System currency for the
invoice period

[CurrencyRateAverageReverse]

reverse average exchange rate of the
account currency to System currency for
the invoice period

[CurrencySymbol]

symbol of the currency in which the
invoice is generated. By default only the
USD symbol is supported. To include
other symbols, contact the Alaris technical
support team and communicate the code
BZ29982

[PrevPeriodEndDate]

invoice period start date minus 1 day

[InvoiceDate]

urlencoded invoice issue date

[YYYYMMDD] invoice issue date timestamp in the format
YYYYMMDD’

[YYMMDD] invoice issue date timestamp in the format
‘YYMMDD’

[Year] year of the invoice issue date

[Month]

month of the invoice issue date
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Description

[Day]

day of the invoice issue date

[InvoiceDatelnWords]

Invoice issue date with month in words.
Note that for InWords placeholders to be
replaced properly, the System settings
Default format: date (period) in words and
Default format: datetime (period) in words
must be filled in in accordance with the
Oracle datetime format.

[InvoiceDueDate]

invoice due date

[InvoiceDueDatelnWords]

invoice due date with month in words

[InvoiceRegDate]

invoice confirmation date

[InvoiceRegDatelnWords]

invoice confirmation date with month in
words

[InvDueDays] the In payment period, days/Out payment
period, days value from the agreement (for
the client/vendor direction respectively)

[InvNotes] invoice notes

[Invoiceld] invoice System (internal) ID

[InvoicePeriod]

invoice period in the partner timezone

[InvoicePeriodinWords]

invoice period with month in words

[InvoicePeriodLong]

invoice period in the partner timezone with
hours, minutes and seconds specified

[InvoicePeriodLongIinWords]

invoice period in the long format with
month in words

[InvoiceSysPeriod]

invoice period in the System owner
timezone

[InvoiceSysPeriodinWords]

invoice period in the System timezone
with month in words
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Description

[InvoiceStartDate]

the invoice start date

[InvoiceEndDate]

the invoice end date

[InvoiceTimezone]

invoice timezone name
(Carriers\Agreements| 1))

[InvoicePeriodinWordsIn<LAN
GUAGE>]

invoice period with month in words in
<LANGUAGE> where <LANGUAGE> must
be replaced by the language itself (for
example, [InvoicePeriodInWordsInEnglish])

[InvoicePeriodLonglnWordsIn<
LANGUAGE>]

invoice period in long format with month in
words in <LANGUAGE>

[InvoiceSysPeriodinWordsIn<L
ANGUAGE>]

invoice period in the System timezone
with month in words in <LANGUAGE>

[InvoiceDatelnWordsIn<LANGU
AGE>]

invoice issue date with month in words in
<LANGUAGE>

[InvoiceDueDatelnWordsIn<LA
NGUAGE>]

invoice due date with month in words in
<LANGUAGE>

[InvoiceRegDatelnWordsIn<LA
NGUAGE>]

invoice confirmation date with month in
words in <LANGUAGE>

[InvoiceCurrentOffset]

invoice timezone offset to GMT. Format:
+/-HH:MI

[OwnerName]

System owner name
(Administration\System settings/s 1 - the
System owner name parameter)

[PreviousBalanceNum]

prepayment amount (without currency
code), calculated as:
least([EstimatedAmount],
greatest([PreviousBalanceNum], 0)

[PreviousBalanceNumRevSign]

the same as [PreviousBalanceNum] but
with the reverse sign (i.e., amount 100 will
be reflected as -100)
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Description

[PreviousBalance]

account balance before the start of the
Invoice period with currency code

[PreviousBalanceWOQOexpired]

similar to the marker [PreviousBalance]
with no account for payments with the
enabled Expiry date value

[PreviousBalanceWOexpiredRe
vSign]

similar to the marker
[PreviousBalanceWOQOexpired] with the
reversed sign

[PreviousBalanceWOQOexpiredNu
m]

similar to the marker
[PreviousBalanceWOexpired], but with no
currency code

[PreviousBalanceWOQOexpiredNu
mRevSign]

similar to the marker
[PreviousBalanceWOQOexpiredRevSign], but
with no currency code

[EstimatedAmountNum]

estimated amount without currency code

[EstimatedAmountNum]

estimated amount in the first financial
currency

[EstimatedAmountNum?2]

estimated amount in the second financial
currency

[EstimatedAmountNum3]

estimated amount in the third financial
currency

[EstimatedAmount]

estimated amount with currency code

[EstimatedAmount1]

estimated amount in the first financial
currency (with the currency code)

[EstimatedAmount2] estimated amount in the second financial
currency (with the currency code)

[EstimatedAmount3] estimated amount in the third financial
currency (with the currency code)

[TotalAmountNum] amount to pay with consideration of

previous balance, without currency code
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Marker Description

[TotalAmount] amount to pay with consideration of
previous balance, with currency code

[PrepaymentAmountNum] prepayment amount (without currency
code), calculated as:
least([EstimatedAmount],
greatest([PreviousBalanceNum)], Q)

[PrepaymentAmount] same as [PrepaymentAmountNum], with
currency code

[AmountinWord] invoice amount in words (based on
[TotalAmount])

[EstAmountinWord] invoice estimated amount in words

[EstimatedAmountRevSignNum

]

(-1 * estimated amount without currency
code)

[EstimatedAmountRevSignNum

1]

(-1 * estimated amount without currency
code in the first financial currency)

[EstimatedAmountRevSignNum
2]

(-1 * estimated amount without currency
code in the second financial currency)

[EstimatedAmountRevSignNum
3

(-1 * estimated amount without currency
code in the third financial currency)

[EstimatedAmountRevSign]

(-1 * estimated amount with currency
code)

[EstimatedAmountRevSign1]

(-1 * estimated amount with currency code
in the first financial currency)

[EstimatedAmountRevSign2]

(-1 * estimated amount with currency code
in the second financial currency)

[EstimatedAmountRevSign3]

(-1 * estimated amount without currency
code in the third financial currency)

[TotalAmountRevSignNum]

(-1 * amount to pay with consideration of
previous balance), no currency code
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Description

[TotalAmountRevSign]

(-1 * amount to pay with consideration of
previous balance, with currency code)

[PrepaymentAmountRevSignN
um]

(-1 * amount to pay with consideration of
previous balance, without currency code)

[PrepaymentAmountRevSign]

(-1 * amount to pay with consideration of
previous balance, with currency code)

[AmountinWordRevSign]

(-1 * invoice amount in words)

[EstAmountinWordRevSign]

(-1 * invoice estimated amount in words)

[TaxRate] tax rate (%) (Carriers\Agreements [e). If
country-based taxes are used, the marker
is replaced by the default agreement tax

[TaxRatesByCountry] tax rates (with reference to the country)

that are different from a rate set in the
agreement. For example: 35% - Spain.
Applied for SMS when the country-based
taxes are used.

[EstimatedAmountWithoutTaxN
um]

estimated amount without tax and
currency code

[EstimatedAmountWithoutTaxN
umi]

estimated amount (in the first currency)
without tax and currency code

[EstimatedAmountWithoutTaxN
um2]

estimated amount (in the second currency)
without tax and currency code

[EstimatedAmountWithoutTaxN
um3]

estimated amount (in the third currency)
without tax and currency code

[EstimatedAmountPlusTaxNum

]

estimated amount plus tax without
currency code

[EstimatedAmountPlusTaxNum

1]

estimated amount (in the first currency)
plus tax without currency code

[EstimatedAmountPlusTaxNum
2]

estimated amount (in the second currency)
plus tax without currency code
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Description

[EstimatedAmountPlusTaxNum
3]

estimated amount (in the third currency)
plus tax without currency code

[TaxAmountNum] tax amount without currency code
[TaxAmountNum1] tax amount in the first financial currency
without currency code
[TaxAmountNum2] tax amount in the second financial
currency without currency code
[TaxAmountNum3] tax amount in the third financial currency

without currency code

[TaxAmountNumRounded]

rounded tax amount without currency
code

[TaxAmountNumRounded1]

rounded tax amount in the first financial
currency without currency code

[TaxAmountNumRounded2]

rounded tax amount in the second
financial currency without currency code

[TaxAmountNumRounded3]

rounded tax amount in the third financial
currency without currency code

[TaxAmount] tax amount with currency code

[TaxAmount1] tax amount in the first financial currency
with currency code

[TaxAmount2] tax amount in the second financial
currency with currency code

[TaxAmount3] tax amount in the third financial currency
with currency code

[TaxAmountRounded] rounded tax amount with currency code

[TaxAmountRounded1] rounded tax amount in the first financial

currency with currency code
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Marker Description

[TaxAmountRounded?] rounded tax amount in the second
financial currency with currency code

[TaxAmountRounded3] rounded tax amount in the third financial

currency with currency code

[EstimatedAmountWithoutTaxR
evSignNum]

(-1*Estimated Amount) with tax excluded
without currency code

[EstimatedAmountWithoutTaxR
evSignNum1]

(-1*Estimated Amount) with tax excluded
without currency code in the 1st financial
currency

[EstimatedAmountWithoutTaxR
evSignNum?2]

(-1*Estimated Amount) with tax excluded
without currency code in the 2nd financial
currency

[EstimatedAmountWithoutTaxR
evSignNum3]

(-1*Estimated Amount) with tax excluded
without currency code in the 3rd financial
currency

[EstimatedAmountWithoutTaxR
evSign]

(-1*Estimated Amount) with tax excluded
with currency code

[EstimatedAmountWithoutTaxR
evSign1]

(-1*Estimated Amount) with tax excluded
with currency code in the 1st financial
currency

[EstimatedAmountWithoutTaxR
evSign2]

(-1*Estimated Amount) with tax excluded
with currency code in the 2nd financial
currency

[EstimatedAmountWithoutTaxR
evSign3]

(-1*Estimated Amount) with tax excluded
with currency code in the 3rd financial
currency

[EstimatedAmountPlusTaxRev
SignNum]

(-1*Estimated Amount) with tax without
currency code

[EstimatedAmountPlusTaxRev
SignNum1]

(-1*Estimated Amount) with tax excluded
without currency code in the 1st financial
currency
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Description

[EstimatedAmountPlusTaxRev
SignNum2]

(-1*Estimated Amount) with tax excluded
without currency code in the 2nd financial
currency

[EstimatedAmountPlusTaxRev
SignNum3]

(-1*Estimated Amount) with tax excluded
without currency code in the 3rd financial
currency

[EstimatedAmountPlusTaxRev
Sign]

(-1*Estimated Amount) with tax with
currency code

[EstimatedAmountPlusTaxRev
SignRounded]

(-1 * Rounded estimated amount) with tax
with currency code

[EstimatedAmountPlusTaxRev
Sign1]

(-1*Estimated Amount) with tax with
currency code in the 1st financial currency

[EstimatedAmountPlusTaxRev
Sign2]

(-1*Estimated Amount) with tax with
currency code in the 2nd financial currency

[EstimatedAmountPlusTaxRev
Signg]

(-1*Estimated Amount) with tax with
currency code in the 3rd financial currency

[TaxAmountRevSignNum] (-1 * Tax Amount) without currency code
[TaxAmountRevSignNum1] (-1 * Tax Amount) without currency code in
the 1st financial currency
[TaxAmountRevSignNum2] (-1 * Tax Amount) without currency code in
the 2nd financial currency
[TaxAmountRevSignNum3] (-1 * Tax Amount) without currency code in

the 3rd financial currency

[TaxAmountRevSignNumRoun
ded]

(-1 * rounded Tax Amount) without
currency code

[TaxAmountRevSignNumRoun
ded1]

(-1 * rounded Tax Amount) without
currency code in the 1st financial currency

[TaxAmountRevSignNumRoun
ded?]

(-1 * rounded Tax Amount) without
currency code in the 2nd financial
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Description

currency

[TaxAmountRevSignNumRoun
ded3]

(-1 * rounded Tax Amount) without
currency code in the 3rd financial currency

[TaxAmountRevSign] (-1 * Tax Amount) with currency code
[TaxAmountRevSign1] (-1 * Tax Amount) with currency code in
the 1st financial currency
[TaxAmountRevSign2] (-1 * Tax Amount) with currency code in
the 2nd financial currency
[TaxAmountRevSign3] (-1 * Tax Amount) with currency code in

the 3rd financial currency

[TaxAmountRevSignRounded]

(-1 * Rounded Tax Amount) with currency
code

[TaxAmountRevSignRounded1]

(-1 * Rounded Tax Amount) with currency
code in the 1st financial currency

[TaxAmountRevSignRounded?]

(-1 * Rounded Tax Amount) with currency
code in the 2nd financial currency

[TaxAmountRevSignRounded3]

(-1 * Rounded Tax Amount) with currency
code in the 3rd financial currency

[EstAmntPIsTaxRoundedIinWor
dMkd]

estimated amount with tax included in
words in the Macedonian language

[InlnvoiceCurrency]

cost of 1 unit in the System currency

[InvoiceCurrencyln<Currency
Code>]

cost in <Currency Code>

[EstimatedAmountWithoutTaxIn
<Currency Code>]

estimated amount without tax in
<Currency Code>

[EstimatedAmountPlusTaxIn<C
urrency Code>]

estimated amount with Tax with Currency
Code in <Currency Code>
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Description

[EstimatedAmountin<Currency
Code>]

estimated amount in <Currency Code>

[TaxAmountin<CurrencyCode>]

same as
[TaxAmountNumIn<CurrencyCode>] with
currency code

[TaxAmountNumIn<Currency
Code>]

Tax amount in <Currency Code>

[EstimatedAmountWithoutTaxR
evSignin<Currency Code>]

(-1 * Estimated Amount) with Tax excluded
with Currency Code in <Currency Code>

[EstimatedAmountPlusTaxRev
Signin<Currency Code>]

(-1 * Estimated Amount) with Tax included
with Currency Code in <Currency Code>

[EstimatedAmountRevSignin<C
urrency Code>]

(-1 * Estimated Amount) with currency
code in <Currency Code>

[TaxAmountRevSignin<Currenc
y Code>]

(-1 * Tax Amount) with currency code in
<Currency Code>

[TaxAmountRevSignNumin]

(-1 * Tax Amount) without currency code in
<Currency Code>

[POIPrefixes]

list of all POI prefixes, comma-separated

[ProductDescr]

list of products description of the account
in a single line

[SingleProductDescr]

list of products description of the account
grouped by the Invoice index

[CompanyNameUE]

the same as [CompanyName], urlencoded

[CurrencyCodeUE]

the currency code (urlencoded)

[InvoiceDateUE]

the same as [InvoiceDate], urlencoded

[InvoiceDate]

invoice issue date

[InvoiceRefNumber]

invoice reference number; the format is
defined in Reference books\Contract
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Description

companies [2s5 or Administration tem
settings[ 431 - the Invoice reference number
format field

[InvoiceRefNumberUE]

same as [InvoiceRefNumber]

[CorrSourceRefCode]

the code specified in the Correction to
invoice ref code invoice field

[SumPeriodPayments]

amount (total sum) of payments received
during the invoice's billing period

[VoiceDailyDate]

invoice statistics date; applicable to Alaris
inVoice only

[VoiceDailyCharge]

charge in account currency; applicable to
Alaris inVoice only

[VoiceDailyVolume]

duration in minutes; applicable to Alaris
inVoice only

[SmsDailyDate]

invoice statistics date

[SmsDailyCharge]

charge in account currency

[SmsDailyVolume]

volume in SMS

[BillingManager]

billing manager's (assigned in
Administration nt manager
history| 2" first name and last name

(Administration\Users [1s5)

[BillingManagerMobilePhone]

billing manager mobile phone number

(Administration\Users [1s5)

[BillingManagerOfficePhone]

billing manager office phone number

(Administration\Users [1s3)

[BillingManagerEmail]

billing manager email address

(Administration\Users[+s3)
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Description

[ChargeDetProductDescr]

product name, similar to
[ChargeProductDescr]

[ChargeDetailsDescr]

info from [ChargeProductDescr] plus the
Details value of the recurring fee

[ChargeProductUnique] grouped description of products (unique
descriptions that contain the rate
description and the product type)

[ChargeDetMonth] the invoice month in the format: YYYYMM

[ChargeDirection] direction

[ChargeProductDescr] list of products that share the group index
pertaining to the charge

[ChargeAmountRevSign] (-1 * Charge Amount) with currency code

[ChargeAmountRevSign1]

(-1 * Charge Amount) with currency code
in 1st financial currency with currency
code

[ChargeAmountRevSign2]

(-1 * Charge Amount) with currency code
in the 2nd financial currency with currency
code

[ChargeAmountRevSign3]

(-1 * Charge Amount) with currency code
in 3rd financial currency with currency
code

[ChargeVolumeRevSign]

(-1 * Charge Volume)

[ChargeCallCnt]

Charge SMS or service count

[ChargeCallCntRevSign]

(-1 * Charge Count)

[ChargeAmountRevSignNum]

(-1 * Charge Amount) without currency
code

[ChargePeriod]

charge period

[ChargeSysPeriod]

charge period in the System timezone
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Description

[ChargeDetVolumeRevSign]

(-1 * [ChargeDetVolume])

[ChargeDetEventRevSign]

(-1 * [ChargeDetEvent])

[ChargeDetAmountRevSign]

charge detail record amount rounded up
to 2 digits with reversed sign

[ChargeDetMCCMNC]

6-digit MCCMNC

[ChargeDetTaxRate]

column in the charge detail record that
shows the tax rate applied for a specific
row

[ChargeAggrCurrencyCode]

account currency code

[ChargeAggrUnit] units of the charge (SMS, minute, service
etc.)

[ChargeAggrVolume] total volume of charges (sum of
[ChargeVolume))

[ChargeAggrSmsCount] total amount of billed messages

[ChargeAggrCaliCnt]

total call count; applicable to Alaris
inVoice only

[CorrSourceRefCode]

the reference number of the invoice which
the credit note is designed to correct. In
case of multiple invoices, their reference
numbers are comma-separated

[FileName]

the generated file name of the cover letter.
The format is defined in Reference

books\Contract companies 25 or

Administration\System settings[4" - the
Invoice filename pattern field. It is

recommended to merge several cells in a
template, otherwise the name may not fit
in fully

[DetailsFileName]

the generated file name of the traffic
details. The format is defined in Reference
books\Contract companies 258 or
Administration\System settings [457 - the
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Description

Invoice details filename pattern field. It is
recommended to merge several cells in a
template, otherwise the name may not fit
in fully

The following markers can be used to specify details for assigned DID (SMS) numbers (applicable to
Alaris SMS Platform only). Note that they are replaced in the invoices that have been generated after
enabling of the Enable DID financial cubes calculation (0 - disable, 1 - enable) System parameter. The
Use DID/TFN management parameter must be enabled as well.

Marker Description

[DidRecNo] the row number for DID traffic details

[DidTrafficAmount] the total traffic cost for all numbers

[DidTrafficCnt] the count of MT messages for the DID SMS
number

[DidTrafficCountry] the country of the DID SMS number

[DidTrafficCost] MT traffic cost for the number. The cost is
rounded in accordance with the System
parameter Default format: numeric
(monetary)

[DidTrafficCostMQ] MO traffic cost for the number. The cost is
rounded in accordance with the System
parameter Default format: numeric
(monetary)

[DidTrafficCntMQO] the count of MO messages for the DID SMS
number

[DidTrafficMRC] the number's MRC

[DidTrafficNRC] the number's NRC (is set only for the month
on which the nymber was assigned, and for
other months it is equal to 0)

[DidTrafficNumber] DID number

[DidTrafficProduct] name of the product to which the number is

assigned
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Marker Description

[DidTrafficRate] rate for MT traffic

[DidTrafficRateMO] rate for MO traffic

[DidTrafficTotalAmount] the total traffic cost for all numbers plus NRC

and MRC (for all numbers)

[NoDIDChargeDetNo], a group of markers similar to the existing
[NoDIDChargeDetColumn1],  markers without the NoDID prefix, applicable
[NoDIDChargeDetColumn2],  to non-DID/TFN fee charge types when the
[NoDIDChargeDetColumn3],  System parameter Excluded product names
[NoDIDChargeDetColumnd4],  for non-DID markers is populated
[NoDIDChargeDetColumn3],

[NoDIDChargeDetColumn6],

[NoDIDChargeDetColumn7],

[NoDIDChargeDetVolume],

[NoDIDChargeDetRate],

[NoDIDChargeDetEvent],

[NoDIDChargeDetAmount],

[NoDIDChargeDetAmountRa

w],

[NoDIDChargeDetVolumeRe

vSign],

[NoDIDChargeDetEventRevS

ign],

[NoDIDChargeDetAmountRe

vSign],

[NoDIDChargeDetMCCMNC]

[NoDIDChargeDetProductDe
scr],
[NoDIDChargeDetTaxRate],
[NoDIDChargeDetMonth]

Credit note details

The file is a template to generate credit note details in MS Excel format. The list of addresses for sending
is the same as for the Credit note template.

Available markers are the same as for the Credit note template. Additionally the following markers can
be used:

Marker Description

[ChargeAmount] charge amount in the System currency with
currency code
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Marker Description

[ChargeAmount1] charge amount in 1st financial currency with
currency code

[ChargeAmount2] charge amount in 2nd financial currency with
currency code

[ChargeAmount3] charge amount in 3rd financial currency with
currency code

[ChargeAmountAvgRate] invoice amount converted to System
currency at the average exchange rate

[ChargeAmountNum] charge amount without currency code

[ChargeAggrAmount] total amount in the account currency

[ChargeAggrAmountNum] aggregated amount of invoice charges

[ChargeAggrAmount1] total amount in the 1st financial currency

[ChargeAggrAmount2] total amount in the 2nd financial currency

[ChargeAggrAmount3] total amount in the 3rd financial currency

[ChargeAggrProductDescr]

list of product descriptions (obtained from
the Product name column of
Carriers\Products[+4) separated by comma

[ChargeAggrDidFeeAmount]

amount in the System currency for all the
charges generated for DID NRC/MRC

[ChargeAggrTotalFeeAmoun
t]

amount in the System currency for all the
charges generated as fees (DID/Recurring
fees/User-generated charges)

[ChargeAggrTrafficAmount]

amount in the System currency for all the
charges generated based on traffic
(voice/SMS/HLR/DID)

[CurrencyRateAverage]

average exchange rate of the account
currency to System currency for the invoice
period
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Description

[CurrencyRateAverageRever
se]

reverse average exchange rate of the
account currency to System currency for the
invoice period

[DetColumn1] MCC

[DetColumn2] MNC

[DetColumng3] network

[DetColumnd4] country

[DetColumnb] rate dial code for SMS charges

[DetColumneg] rate sender ID or sender MCCMNC for SMS
charges

[DetColumn7] rate sender country for SMS charges

[DetEventCount] number of sent messages or service count

[DetRate] rate

[DetAmount] charged amount

[DetVolume] volume (of calls, SMS or other services)

[DetCurrencyCode] product’s currency code

[DetProductDescr] product name, similar to
[ChargeProductDescr]

[DetMCCMNC] 6-digit MCCMNC

[DetTaxRate] column in the charge detail record that
shows the tax rate applied for a specific row

[DetTotalEventCount] total event count

[DetTotalAmount]

total amount
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Marker Description

[ProductNotes] comma-separated list of product notes. The
max allowed value: up to 100 notes or 4000
bytes

[SmsPackName] SMS pack name (applicable to Alaris SMS

Platform only)

[SmsPackDescription]

SMS pack description (applicable to Alaris
SMS Platform only)

[SmsPackCostGross]

cost of SMS package including tax
(applicable to Alaris SMS Platform only)

[SmsPackCostNet]

cost of SMS package without tax included
(applicable to Alaris SMS Platform only)

[SmsPackTax]

SMS package tax (applicable to Alaris SMS
Platform only)

[SmsPackTaxRate]

SMS package tax rate (in per cent)
(applicable to Alaris SMS Platform only)

[SmsPackCount]

number of purchased SMS packs included
into the invoice (applicable to Alaris SMS
Platform only)

[SmsPackAmountGross]

the sum of purchases (SMS package price
multiplied by the number of purchased
packages, plus tax multiplied by the number
of purchases) for the SMS package including
tax (applicable to Alaris SMS Platform only)

[SmsPackAmountNet]

the sum of purchases for SMS package
without taking tax included (applicable to
Alaris SMS Platform only)

[SmsPackTaxAmount]

sum of taxes on SMS package purchases
(applicable to Alaris SMS Platform only)

[SmsSumPackAmountNet]

total cost of SMS packs without tax included
(applicable to Alaris SMS Platform only)

[SmsSumPackAmountGross

]

total cost of SMS packages with tax included
(applicable to Alaris SMS Platform only)
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Description

[SmsSumPackTaxAmount]

total amount of taxes of SMS packs
(applicable to Alaris SMS Platform only)

[SumChargeVolume]

total volume of minutes; applicable to Alaris
inVoice only

[SumChargeSmsCount]

total volume of SMS

[SumChargeCaliCnt]

total count of calls or messages. The value
is obtained from the Service count field of

Finance\Charges [0\,

[SystemIDs]

Credit note letter

displays a list of logins of active SMS
channels associated with the product

The template is to configure the text of an email letter that will be sent out alongside the credit note
covering letter and traffic details.

The list of addresses for sending and available markers are the same as for the Credit note template.

Available markers are the same as for the Credit note template. Additionally the following markers can

be used:
Marker Description
[DocumentLink] cover letter file link

[DetailsLink]

traffic details file link

[UILink] URL link to the main System web-interface
[PortalLink] URL link to wholesale customer portal
[ChargeDescription] charge description

[ChargeUnit] units

[ChargeProduct] charge description (traffic type)
[ChargeCurrencyCode] charge currency code
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Description

[ChargeVolume]

charge volume (for example: number of
messages for Alaris SMS Platform, number
of minutes for Alaris inVoice). The
placeholder will be replaced by the Service
count value if the Use volume for charges
checkbox is selected for the Product type in

Reference books\Product types [

[ChargeDetColumn1] name of the SMS pack purchased in Alaris
Campaign Portal
[ChargeDetColumn2] the pack volume (the number of messages in

the pack). For recurring fee details the marker
will be replaced with a blank space

[ChargeDetColumn3]

network

[ChargeDetColumn4]

country

[ChargeDetColumnb5]

rate dial code for SMS charges

[ChargeDetColumn6] rate sender ID or sender MCCMNC for SMS
charges
[ChargeDetColumn7] rate sender country for SMS charges

[ChargeDetVolume]

volume (of calls, SMS or other services)

[ChargeDetRate] rate
[ChargeDetEvent] number of messages
[ChargeDetAmount] charged amount

Disputed letter

The template serves to inform vendors about dispute initiation. Emails are sent if the System parameter
Send disputed letter is enabled (by default - disabled) and the invoice was registered with the
Disputed/Disputed (manual) property or if the invoice was already in the disputed status and was
confirmed using the Confirm without sending button.

Available markers for the template:
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Marker Description
[PresentedAmount] the presented amount
[DisputedAmount] the amount of the dispute
[ChargeAmount] charge amount

[CompanyRegisteredName]

the company registered name

(Carriers\Agreements [+65)

[InvoiceRefNumber]

invoice reference number

[InvoicePeriod]

invoice period in the partner timezone

[InvoiceRegDate]

invoice confirmation date

[InvoiceTimezone]

invoice timezone name

(Carriers\Agreements [+65)

EDR Recalculating results letter

The template contains the text that will be sent out if auto or manual rerating has affected more than 0
records. Emails are sent to the addresses set in the System parameter Rerating alert recipients.

Available markers for the template:

Marker Description

[SystemOwnerName] the name from the System parameter
System owner name

[CurrentDate] the current time in the System timezone

[EDRRerated] total number of EDRs that fall into the rerated
period

[BreakoutsAffected] the number of rerated records

[PeriodRerated] the rerated period

[TimeElapsed] the time spent on recalculation (the difference

EDR export letter

between the current time and the task start
time)
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[362) with the Export target:

Template for EDR exports done from
Send EDRs by email.

Emails are sent to the addresses set in the fields Send EDRs to (the To field) and CC exported file to (the
CC field).

Available markers for the template:

Marker Description

[SystemOwnerName] the name from the System owner name
System parameter

[Link] the link to upload the generated file

[Task] task ID from the EDR export tool interface

Failed payment notification letter

The template contains the text that will be sent out in case of a failure of payment registration (made
through the Wholesale or Campaign Portal). The list of email addresses is defined by the System
parameter Emails to send errors of payment registration.

Available markers are as follows:

Marker Description

[CompanyName] the carrier name

[ErrorDescr] the description of the error

[ErrorDetails] the payment parameters
Invoice

The file is a template to generate invoice cover letters in PDF format. The list of addresses for sending
and available markers are the same as for the Credit note template.

Invoice details

The file is a template to generate traffic details in MS Excel format. The list of addresses for sending is
the same as for the Credit note template.

Available markers are the same as for the Credit note details template.
Invoice details (multiple charges)

The same as the Invoice details template but used when the Generate 1 invoice details file per product
type (vendor) is selected for the agreement. The list of addresses for sending is the same as for the
Credit note template.

Available markers are the same as for the Credit note details template.

131



¥ Alaris Labs

Administration Telecom Software Products
Carrier-Neutral, Protocol-Agnostic

Invoice letter

The template serves to configure the text of an email letter that will be sent out alongside the invoice
cover letter and traffic details. The list of addresses for sending is the same as for the Credit note
template.

Available markers are the same as for the Credit note letter template.
Invoice letter (separate letter for the usage stats option)

The same as the Invoice letter template but used when the Invoice delivery option is set to Separate
emails. The list of addresses for sending is the same as for the Credit note template.

New carrier notification letter
The template is to notify the System owner in regard to a new Wholesale Portal carrier.

Notifications are sent out to the email addresses (in the To field) specified in the System parameter Send
partner portal notifications to (null - don't send) (if the parameter is set to null, no notification is sent out).

The following markers can be specified in the template:

Marker Description

[SystemOwnerName] the System owner's name
[CompanyName] the carrier's name
[CompanyAddress] the carrier’s address

[CAR_ID] the carrier ID (Carriers\Carriers [s5)
[UserFirstLastName] the user's first name

(Administration\Users [13)

[UserLoginName] the user's last name

(Administration\Users [s3)

[UserPhoneNumber] the phone number specified during user’s
registration on the Wholesale or Campaign
Portal

New payment notification letter

The template is to configure a notification in regard to a payment made through the Wholesale or
Campaign Portal. Notifications are sent out to the email addresses (in the To field) specified in the
System parameter Send partner portal notifications to (null - don't send) (if the parameter is set to null,
no notification is sent out).

Available markers are as follows:
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Marker Description

[CompanyName] the carrier name

[Companyld] the carrier ID (Carriers\Carriers [18)

[Accountld] the account ID

[PaymentSystem] the payment System name (PayPal,
Authorize - if any other is used, the name will
not be shown) along with the number
reference code

[PaymentCurrencyCode] the currency code

[TotalAmount] the payment amount

[CurrencyName] the currency name (the same as

Partner portal greeting letter

[PaymentCurrencyCodel)

The notifications are sent out as soon as the user activates their account with the Partner portal register
new user letter (in case of self-registration) or when a partner is created directly from the main web
interface with the help of the Create Campaign Portal client button. The mail is sent to the user’s email

address.

Available markers for the template are as follows:

Marker Description

[SystemOwnerName] the System owner name set in the System
parameter System owner name

[Link] the link to the portal (Wholesale or Campaign

Portal, depending on the source of
registration)

[UserLoginName]

user’s login

[Token]

the token generated for user authentication

Partner portal password change error letter

The template is to configure notifications in case of a failed attempt to reset the password for a portal
user. The mail is sent to the user’s email address.

Available markers for the template are as follows:
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Marker Description

[SystemOwnerName] the System owner name set in the System
parameter System owner name

[UserFirstLastName] the user’s first and last names

[UserLoginName] the user’s login

Partner portal password change letter

The template is to configure notifications in regard to the password change of a portal user. Such emails
are sent to the user’s email address.

Available markers for the template are as follows:

Marker Description

[SystemOwnerName] the System owner name set in the System
parameter System owner name

[UserFirstLastName] the user’s first and last names
[UserLoginName] the user’s login

[PasswordExpireDate] the user’s expiry date

[Link] the link to the portal (Wholesale or Campaign

Portal, depending on the source of
registration)

[PortalLink] if the user is registered through the
Wholesale Portal, the marker is replaced
with the URL set either on the carrier’s
contract company or the System parameter
Wholesale portal URL

[SelfcareLink] if the user is registered through the
Campaign Portal, the marker is replaced with
the URL set either on the carrier’s contract
company or the System parameter
Campaign Portal URL

Partner portal password reset letter

The template is to configure notifications in regard to the password change of a portal user. Such
notifications are sent to the user’s email address.

Available markers for the template are as follows:
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Marker Description

[SystemOwnerName] the System owner name set in the System
parameter System owner name

[UserFirstLastName] the user’s first and last names
[UserLoginName] the user’s login
[Link] the link to the portal (Wholesale or Campaign

Portal, depending on the source of
registration)

[PortalLink] if the user is registered through the
Wholesale portal, the marker is replaced with
the URL set either on the carrier’s contract
company or the System parameter
Wholesale portal URL

[SelfcareLink] if the user is registered through the
Campaign portal, the marker is replaced with
the URL set either on the carrier’s contract
company or the System parameter
Campaign Portal URL

Partner portal register new user letter

The template is for sending emails with a link to activate a user registered in the Wholesale or Campaign
Portal. The notification is sent to the user’s email address. As soon as the user activates the account, a
greeting letter will be sent. If the user is created from the main web interface, only the greeting letter is
sent out.

Available markers for the template are as follows:

Marker Description

[SystemOwnerName] the System owner name set in the System
parameter System owner name

[Link] the link to the portal (Wholesale or Campaign
Portal, depending on the source of
registration)

Password change error letter

The template is to configure notifications in case of a failed attempt to reset the password for a System
owner user. The notification is sent to the user’s email address.

Available markers for the template are as follows:
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Marker Description

[SystemOwnerName] the System owner name set in the System
parameter System owner name

[UserFirstLastName] the user’s first and last names

[UserLoginName] the user’s login

Password change letter

The template is to configure notifications in regard to the password change of a System owner user.
Such notifications are sent to the user’s email address.

Available markers for the template are as follows:

Marker Description

[SystemOwnerName] the System owner name set in the System
parameter System owner name

[UserFirstLastName] the user’s first and last names
[UserLoginName] the user’s login

[PasswordExpireDate] the user’s expiry date

[Link] the link to the main web interface set in the

System parameter Login link

[UILink] the same as [Link]

Password expire letter

The template is to notify an active user in regard to the expired password in advance in accordance with
the System parameter Password expiry reminder (days). The notification is sent to the user’s email
address.

Available markers for the template are as follows:

Marker Description
[SystemOwnerName] the carrier's name
[ExpireDate] the user’s expiry date
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Marker Description
[UserFirstLastName] the user’s first and last names
[Link] replaced with a link in accordance with the

following logic:

e If the user is registered under the
System owner carrier, the marker is
replaced with the value of the
System parameter Login link

e If the user is registered under a
System owner's partner, and has the
Campaign Portal permission, the
value will be taken from the
Campaign Portal URL parameter

¢ If the above is not applicable, the
marker will be replaced with the
Wholesale Portal URL parameter

The Campaign Portal URL and
Wholesale Portal URL parameters
are obtained from the contract
company’s settings, if not set - from
the System settings

[UILink] replaced by the Login link if sent to a System
owner user (not applicable to portal users)

[PortalLink] replaced by the Wholesale portal URL if sent
to a portal user (not applicable to System
owner users)

[GracelLoginAttempts] the number of remaining login attempts

Password reset letter

The template is to configure notifications in regard to the password change of a System owner user.
Such notifications are sent to the user’s email address.

Available markers for the template are as follows:

Marker Description

[SystemOwnerName] the System owner name set in the System
parameter System owner name

[UserFirstLastName] the user’s first and last names
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Marker Description
[UserLoginName] the user’s login
[Link] the link to the main web interface set in the

System parameter Login link

[UILink] the same as [Link]

Payment registration notification (inbound)
The template is to configure notifications in case of an inbound payment confirmation.

The To field of the email is defined by the agreement’s parameter Payment alert. If set to System default,
the list of recipients is defined by the System parameter Send payment confirmation to partner (0 - do
not send, 1 - send to account alert emails, 2 - send to default invoice emails). A carbon copy is set to the
account manager’s email address.

Note that no notification is sent out if a payment is added with the help of the Synchronize balances
function. The list of markers to be used as follows:

Marker Description

[CompanyName] the carrier name
[SystemOwnerName] the contract company name
[Balance] the account balance
[PaymentSystem] the payment comments (contains the

payment System name; if no comment is
specified, the marker is replaced by Manual)

[BankStatementAmount] the payment bank statement amount
[BankFee] the payment fee

[CurrencyName] the account currency

[PaymentAmount] the amount (rounded to 2 decimals) debited

to the account

[CompanyRegisteredName]  the agreement’s registered name

Payment registration notification (outbound)
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The same as the Payment registration notification (inbound) template but for the payments of the
outbound direction.

RCS EDR export letter

Template for RCS EDR exports done from RCS\EDR export tool[ss3 with the Export target: Send EDRs
by email. Emails are sent to the addresses set in the Send EDRs to (the To field) and CC exported file to

(the CC field).

Available markers for the template:

Marker Description

[SystemOwnerName] the name from the System owner name
system parameter

[Task] task ID from the EDR export tool interface

RCS rate export
The file template to define the format of files for RCS rate export with the Export target: Send via email.

Such emails are sent in the To field to the addresses specified in the Send exported file to field alongside
to the partner Default rate change emails given that the send to partner emails checkbox is selected
during export. The carbon copy contains the email addresses from the contract company’s parameter
Email address to CC rates updating. The BCC field is filled in by the values of the Email address to BCC
rates updating parameter.

Available markers are as follows:

Marker Description

[AgreementTimezone] The agreement timezone name. It is replaced
with the system timezone name if the Use
agreement timezone flag is not selected for
the export task

[BillSchemeName] the Billing scheme configured in
Carriers\Products[+7h
[CompanyName] the carrier name

[CompanyRegisteredName]  the company registered name

(Carriers\Agreements [165)

[CompanyAddress] company address (Carriers\Carriers [s5)
[ContractCompanyName] the name of the contract company

[Comments] the comments for the export task
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Marker Description

[Currency] currency of the partner’s account

[ProductName] the product name

[OwnerName] the System owner name
(Administration\System settings[4" - the
System owner name parameter)

[lssueDate] rate notification issue date

[IssueDay] rate notification issue day without hours

[TimeZone] the System timezone or partner's timezone

from the agreement (if the Use agreement
timezone flag is enabled for the export task)

[TimezoneOffset]

if the Use agreement timezone flag is
enabled for the export task, the marker
reflects +00:00 offset. If the flag is not
selected, the difference (offset) between the
System timezone and the agreement
timezone is shown (for example, -07:00)

[YYYYMMDD]

RCS rate update letter

the date in the format YYYYMMDD

The text that is sent during RCS rate export with the Export target: Send via email. The list of recipients
and the list of available markers are the same as for the RCS rate export template.

For the Letter subject of the template can be used the same markers as for the RCS rate export
template. For the Letter body of the template the following markers are available:

Marker

Description

[Link]

link to download export results (applicable
given that the System parameter Ratesheet
delivery options (1 - attachment, 2 - link, 3 -
attachment and link) is set to 2 or 3). The
URL is taken from the System parameter
Login link

[RateSnippet]

table with the rate changes (records with
Same type are excluded). The maximum
number of rows to be included in the table is
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Marker Description

defined by the system parameter Rate
snippet max number of rows

Report telegram notification

The template is to define the message text that will be sent to Telegram if corresponding settings have
been applied to a report and it has been triggered. The notifications are sent to the Telegram chat
(configured at Administration\System settings\Telegram [es).

Available markers are as follows:

Marker Description

[ReportName] the report name
[ReportExecutionDate] the report execution date
[ReportMessage] the Telegram message set during

configuration of the report

Reverse payment notification letter

If a payment is withdrawn, a notification is sent to the emails set in the System parameter Send partner
portal notifications to (null - don't send) (the To field). The payment is deleted from the System (in case it
has been already registered). The operation is supported by PayPal.

Available markers are as follows:

Marker Description

[CompanyName] the carrier name

[Companyld] the carrier ID

[Accountld] the account ID

[PaymentSystem] the payment reference number
[PaymentCurrencyCode] the account currency
[TotalAmount] Bank statement amount
[CurrencyName] same as PaymentCurrencyCode

SMS auto rate import owner notification (full report)
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SMS auto rate import owner notification (short report)
SMS auto rate import carrier notification (full report)
SMS auto rate import carrier notification (short report)

The templates serve to send full and short reports to the System owner and carrier respectively, during
auto rate import. The list of emails is configured in auto rate import rules.

Short reports contain a summary of new, closed and extended rates. Full reports additionally contain
attachments (xIsx files with a list of errors and rate preview). The following markers can be used in the
templates:

Marker Description
[CompanyName] contract company name
[CarName] Carrier name for SMS auto rate import

carrier notification (short report) and SMS
auto rate import owner notification (short

report) templates
[OwnerName] System owner name
[AutoRatelmportStatus] import status (0 - not imported; 1 - imported)
[RatelmportStartDate] import start date and time in the format

YYYY-MM-DD HH24:MI:SS

[RatelmportEndDate] import end date and time in the format
YYYY-MM-DD HH24:MI:SS

[Product] product ID

[ProductDescr] Product description for SMS auto rate import
carrier notification (short report) and SMS
auto rate import owner notification (short
report) templates

[ClosedRatesNum] number of closed rates. It is replaced with O
if AutoRatelmportStatus is 0

[ValidRatesNum] number of valid rates. It is replaced with 0 if
AutoRatelmportStatus is 0

[NewRatesNum] the number of new rates. It is replaced with 0
if AutoRatelmportStatus is 0
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Description

[ExistRatesExpndOrClosedN

the number of closed or expanded existing

um] rates. It is replaced with O if
AutoRatelmportStatus is 0
[DeletedRatesNum] the number of removed rates

[CriticalErrors]

list of errors (error group names) detected
during import, and their count. The maximum
number of displayed errors is 3

[PleaseSeeAttached]

the marker is replaced by the entry "Please
find the full list of warnings attached." if an
attachment is present; otherwise it returns an
empty result

[RatelmportPresetName]

name of preset used for rate import

[AutoRatelmportRulelD]

auto rate import rule used for rate import

[EffectiveFrom]

rate effective from date and time

[EffectiveTill]

rate effective till date and time

[CloseType]

rate close type

[Link]

link to a file with updated rates

SMS campaign fail threshold letter

The notifications are sent out when the Minimum percentage of failed messages (set during configuration
of a campaign) is reached. The To address for sending is specified during campaign configuration (the
Notification emails parameter), the addresses for the CC field are specified in the System parameter
Campaign status change notification emails.

Available markers for the letter:

Marker Description

[Campaign] the campaign description. If not specified,
the campaign ID is used

[Sender] the campaign sender name

[TemplateContent] the campaign text template
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Marker Description
[StartTime] the time in the System timezone
[FailCount] the number of failed messages

SMS campaign failed messages resend notification

The template is to configure notifications when failed messages of an already launched campaign are
being resent (with the help of the Resend failed messages button on the Campaigns tab). The email
addresses for the notification are set in the Notification emails specified during the campaign
configuration (as the To field) and in the System parameter Campaign status change notification emails
(as the CC field).

Available markers for the letter:

Marker Description

[Campaign] the campaign description. If not specified,
the campaign ID is used

[StartTime] the resend start time in the System timezone

[RejectedCnt] the number of failed messages to be resent

SMS campaign resuming notification

The template is to configure notifications when a paused campaign has been resumed. The email
addresses for the notification are set in the Notification emails specified during the campaign
configuration (as the To field) and in the System parameter Campaign status change notification emails
(as the CC field).

Available markers for the letter:

Marker Description

[Campaign] the campaign description. If not specified,
the campaign ID is used

[StartTime] the resuming start time in the System
timezone

SMS campaign start letter

The template is to configure notifications when a new campaign has been started. The email addresses
for the notification are set in the Notification emails specified during the campaign configuration (as the
To field) and in the System parameter Campaign status change notification emails (as the CC field).

Available markers for the letter:
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Marker Description

[Campaign] the campaign description. If not specified,
the campaign ID is used

[Sender] the campaign sender name

[TemplateContent] the campaign template

[StartTime] the campaign start time in the System
timezone

SMS campaign status change letter

The template is to configure notifications when the campaign status has been changed (due to its
successful or unsuccessful completion, canceling or pausing a campaign). The email addresses for the
notification are set in the Notification emails specified during the campaign configuration (as the To field)
and in the System parameter Campaign status change notification emails (as the CC field).

Available markers for the letter:

Marker Description

[Campaign] the campaign description. If not specified,
the campaign ID is used

[Status] the current campaign status (paused,
cancelled, completed, failed)

[StartTime] the campaign status change time in the
System timezone

SMS limitation rule letter

The template is to configure a letter which is sent out when an SMS limitation rule threshold is reached.
Alerts are sent to the list of recipients set in the rule (the To field) and to the account manager given that
the Send alerts to account manager flag is enabled (the CC field).

The following markers can be used.:

Marker Description

[Products] the carrier name, product name and
direction

[PeriodType] the type of the rule period (hour, day, week,
month)
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Description

[Destinations]

list of MCCMNCs for which the threshold
was reached

[Country] country name

[Network] network name

[MetricName] metric name

[Threshold] threshold exceeded

[Limit] value of the limit

[SystemOwnerName] the contract company name (Reference
books\Contract companies [2s)

[LimitRulelD] rule ID

[CurrentValue]

the current value of the metric for a specific
destination, for which the alert was

generated
[RuleType] rule type (block or alert)
[PeriodLength] period for which the statistics are gathered
[BlockLength] period for which the traffic is blocked (for

block rules)

SMS rate export
The file template to define the format of files for SMS rate export with the Export target. Send via email.

Such emails are sent in the To field to the addresses specified in the Send exported file to field alongside
the partner Default rate change emails if the send to partner emails checkbox is selected during export
and the users are active. The carbon copy contains the email addresses from the contract company’s
parameter Email address to CC rates updating. The BCC field is filled in by the values of the Email
address to BCC rates updating parameter as well as by the account manager's email address given that
the user is active and has Send rate changes flag enabled.

Available markers are as follows:
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Description

[AgrCode]

the code of the agreement active at the time
of the rate export task (current date and time)

[AgreementTimezone]

the agreement timezone name. Replaced
with the System timezone name if the Use
agreement timezone checkbox is not
selected for the export task

[BillingManager]

the billing manager’s first and last names
(the manager active for the account at the
time of rate export)

[BillingManagerEmail]

the billing manager’s email address (the
manager active for the account at the time of
rate export)

[BillingManagerMobilePhone
]

the billing manager’s mobile phone (the
manager active for the account at the time of
rate export)

[BillingManagerOfficePhone]

the billing manager’s office phone (the
manager active for the account at the time of
rate export)

[TimezoneOffset]

if the Use agreement timezone checkbox is
enabled for the export task, the marker
reflects +00:00 offset. If the checkbox is not
selected, the difference (offset) between the
System timezone and the agreement
timezone is shown (for example, -07:00)

[CompanyName]

the carrier name

[CompanyRegisteredName]

the company registered namefrom the
agreement (Carriers\Agreements [ ) active

as of the current time

[CompanyAddress] company address (Carriers\Carriers [s5)
[Currency] currency of the partner’s account
[ProductName] the product name
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Description

[OwnerName]

the System owner name

(Administration\System settings (43 - the

System owner name parameter)

[lssueDate]

rate notification issue date

[lssueDay]

rate notification issue day without hours

[TimeZone]

the System timezone or partner's timezone
from agreement (if the Use agreement
timezone flag is enabled for the export task)

[BilledBy]

replaced with 'Sent'/'Delivered’ depending
on billing type defined in product billing
mode (Bill by submitted/Bill by delivereq)

[BillingPreset]

the name of the SMS billing option selected
for the product

[Comments]

the comments for the export task

[SystemIDs]

comma-delimited list of channel System IDs
(usernames) pertaining to the exported
product. Only active channels are taken into
account (the ones that are enabled and
whose POls’ are active as well). The POI’s
effective dates must coincide with the rate
export dates (the POl must be active during
the period for which rates are exported)

[ContractCompanyName]

the name of the contract company

[YYYYMMDD]

SMS rate update letter

the date in the format YYYYMMDD

The text that is sent during SMS rate export with the Export target. Send via email. The list of recipients
and the list of available markers are the same as for the SMS rate export template.

For the Letter subject of the template can be used the same markers as for the SMS rate export
template. For the Letter body of the template the following markers are available:

Marker

Description

[BillingManagerSignature]

the billing manager's signature (the manager
active for the account at the time of rate

148



¥ Alaris Labs

Administration Telecom Software Products
Carrier-Neutral, Protocol-Agnostic

Marker Description
export)
[Link] link to download export results (applicable

given that the System parameter Ratesheet
delivery options (1 - attachment, 2 - link, 3 -
attachment and link) is set to 2 or 3). The
URL is taken from the System parameter
Login link

[RateSnippet] table with the rate changes (records with
Same type are excluded). The maximum
number of rows to be included in the table is
defined by the System parameter Rate
snippet max number of rows.

Swap deal mismatch letter (html)

The notification to be sent out in case of a mismatch between the client’s revenue and the vendor’s cost
within one swap deal 2.0. The percentage of the mismatch as well as the list of email addresses are set
for each deal separately. The notifications are sent to the carrier’s manager as well (specified in the
deal).Wholesale portal EDR export failed letter

The notification is generated in case of a failed EDR export task (for example, due to export for a long
period). Notifications are sent to the user’s email address.

The following markers can be used:

Marker Description

[CarrierName] the carrier name

[StartDate] the export start date in the System timezone
[EndDate] the export end date in the System timezone
[Reason] the reason of the failure
[SystemOwnerName] the contract company name

Wholesale portal EDR export letter

The template is to define notifications that will be sent out for EDR Wholesale Portal exports. Email
messages are sent to the user’s email address.

The following markers can be used.:
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Marker Description

[CarrierName] the carrier name

[StartDate] the export start date in the System timezone
[EndDate] the export end date in the System timezone
[Link] the link to download a file
[SystemOwnerName] the contract company name

6.9 Trace analyzer

The Administration\Trace analyzer page provides a convenient web interface for capturing network traces in
the PCAP format. This comes instrumental in low-level troubleshooting of partner channels.

The System captures network traces on a non-stop basis and by default stores them for three days. The
Trace analyzer page allows filtering the required file. Filtering tasks can be created for a past period not
exceeding three days (the storage period can be changed by request - contact the Alaris technical support
team).

The page consists of two sections - the Analysis params section that is a filter that serves to locate the
required PCAP file, and the table of tasks.

Analysis params il
Carriar: PocoDinero Entarprises g
Hostname™: | 127.0.0.1| v

Start date offset: 127,001

Start date™: 2019.10.31 [2 07:21:28 ¥
End date offset: 00:00 v

@ End date™: 2019.10.31 [3 08:21:28 |v
Analysis parameters (filter)
The Analysis params section contains the following fields:
e Carrier

e Hostname: carrier's IP address or a domain name; masks and multiple comma-separated IP
addresses are supported

NOTE: To capture a trace file for any IP address for a specific period, set the Host name field to
0.0.0.0/0. It is recommended to set a short time period.

NOTE: Domain names are resolved by the current IP address. In other words, if traffic was sent through
the domain name my.example.com that was previously resolved as 1.1.1.1 and is currently resolved as
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2.2.2.2, the Trace analyzer will not show any data for the hostname another.example.com and the task

will be empty. To see the information specify the IP address instead of the domain name, - in this

example, 1.1.1.1.

e Start date offset: serves to set offset in regard to the Start date to ensure better usability. Note
that if the Start date is set in the future, and the offset will be applied to the current time

e Start date

e FEnd date offset

e FEnd date

To download the file, click on the link in the Details column of the table of tasks.

TASK2D1124
TASK257396
TASKZETO24
TASK252145
TASK211752
TASK2D3036
TASK195952
TASK153950
TASK195545
TASK1955945

Task created

—m X = o
2019.08.20 22:52:13
2019.04.10 12:37:27
2019.04.10 11:02:01
2019.03.26 09:21:48
2018.11.14 05:05:08
2018.10.17 14:29:16
2018.10.05 13:29:37
2015.10.05 13:27:33
2016.10.05 132720
2018.10.05 13:26:56

Task status

- | All
ready
ready
ready
ready
ready
ready
ready
sborted
aborted
aborted

»

Carrier

All

ALARIS TEST
ALARIS TEST
ALARISTEST
ALARIS TEST
ALARIS TEST
1D: 1596

»

Hostname

All bt

8221057 182
50.7.93.130
50.7.83.130
192.168.18.234
209.208.212.224
209.208.212.224
209208212224
127.0.01
127.0041
39.31.240.234

Table of tasks

Start date

2019.08.20 21:52:12
2019.04.10 10:58:00
2019.04.1010:45:00
2019.03.26 D3:21:48
2015.11.14 00:00:00
2015.10.05 DO:00:00
2015.10.05 D0:00:00
2015.10.05 D0:00:00
2015.10.05 D0:00:00
2015.10.05 D0:00:00

End date

2019.08.20 22:52:12
2019.04.10 11:00:00
2019.04.10 11:00:00
2019.03.26 09:21:48
2015.11.14 00:15:00
2018.10.17 DD:00:00
2015.10.05 00:15:00
2018.10.05 D0:15:00
2015.10.05 00:15:00
2015.10.05 0D:00:00

Details

User name

All

. Alaris
. Alaris
. Alars
. Alaris
. Alars
. Alaris

. Alans

Alaris
Alaris

Alaris

NOTE: By default traces are stored in the System for three days.

NOTE: When a trace file is opened in an external program, for instance, Wireshark, it is possible to apply
a number of filters to find specific records. Examples can be reviewed at

https://wiki.wireshark.org/DisplayFilters. For example, in case of multiple SMS switches installed, it can

come handy to use the following filter in order to find the packets sent or received from/on a specific

SMS switch:

IP.SIC == XXX.XXX.XXX.XXX Or ip.dst == XXX.XXX.XXX.XXX
(where xxx.xxx.xxx.xxx is replaced with the switch IP address)

6.10 Translations

The Administration\Translations interface serves to create, as well as download and upload interface
translations of the System interface terms, System messages and error messages.
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<y Start page "ﬁ Translations *

Online translations edit Offline translations edit

Kery: UI-all
Y Download DB-placed messages only

English: Al Download Y“YOICE messages only

Download SKS messages only

Espafiol: Todos

Download ALL messages
Italiano: Tutto MEsS3085.05V Browse CSV| | Merge | | Replace
PyCCKWiA: Bce

Create Key from English | Get by Key from DB | Save to DB | Delete by Key from OB

Translations
The page consists of two panels: Online translations edit and Offline translations edit.
Online translations edit allows setting translation values online and contains the following fields:
e Key: internal name of the translation key
e English: translation into English
e Espafiol: translation into Spanish
e [taliano: translation into Italian

e Pycckuit: translation into Russian

#1132 translation into Chinese
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jr Start page || M= Translations %
Online translations edit Offline translations edit

Key: UI-Contra mpany Download DB-placed messages only

Download VOICE messages only
English: Very nice contract company

Download SMS messages only

Espafiol: Download ALL messages

Browse CSV| | Merge Replace

Italiano:
PYCCKMIA:

R

Create Key from English | Get by Key from DB | Save to DB | Delete by Key from DB

Changing a translation

Example: To change the translation of a phrase, enter its value in the English field (for example, Contract
company) and click Create key from English. The System key value will automatically appear in the Key
field. To get translations from other languages, click Get by Key from DB (Important: the Key field must
be filled). Change the translations as appropriate and click Save to DB. To remove a value, click Delete
by Key from DB.

The Offline translations edit panel allows exporting a file with a multitude of available translations, editing
it and upload it back to the System. It contains the following controls:

e Download DB-placed messages only: download translation values saved in the database (some
translations are only available in the web interface and will not be downloaded)

e Download VOICE messages only: download translation values for Alaris inVoice only
e Download SMS messages only: download translation values for Alaris SMS Platform only

e Download ALL messages: download all translation values (from the web interface and database)

Once the file is downloaded, it can be edited (translations can be set as appropriate) and uploaded with
the help of the Browse CSV button. To add new translation values, click Merge. To replace current
values, click Replace.

6.11 Users

The Administration\Users page contains information on user accounts that allow logging in to the
System. The access to the main System interface is granted only to the System owner users, while other

carriers’ users can log in only over the Wholesale portal[+5 or Alaris Campaign Portal[s73 interface.
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Start page

D

12164
12165

12166

;IJ) Users '*

1 Carrier

All

PocoDinero Enterprises
PocoDinero Enterprises

PocoDinero Enterprises
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Login Is active First name Middle name
Text mask All ¥ | Text mask Text mask
poco Yes John
Paoco Loco Yes Mary
Chippolo No Chippo

Users

The right-hand panel contains the Add and Edit tabs.

&2 Add

Carrier*:

Contract
companies:

Login®:

Email*:

Allowed IP-
addresses:

-

Expiry date®:

First name*:

Middle name:

Last name®*:
Position:
Birthday:

Language™:

System owner bt
|| AP contract company ~
[] AbbA

|| Avarislabs

|| Alarislabs1

/| Breaking bad

|_ CATCOMPANY -
SuperCom

sSC{@sc.com

Is active

Enable two factor authentication
122.55.66.77

1993.04.17

LD

Alex

Super

engineer

Lo

English e

Add tab, General and User data

The Add tab contains the following parameters:

General:

Last name
Text mask
Smith
Poppins

Lino
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e Carrier. select the carrier from the drop-down list

e Contract companies: select the legal entities of the System owner on behalf of which it works
with a partner

NOTE: The field is displayed only for users of the System owner carrier. For other users the field is hidden
as its data is not used.

e Login: the user’s login
e Email: the user’s email (several comma-separated values can be used)

e s active: defines whether the user will have access to the System interface (for users belonging

to the System owner) or the Wholesale portal[+s31 or Alaris Campaign Portal[s5 (for users
belonging to any other carrier)

NOTE: If a user is inactive, invoices and rates will not be sent to the user's partner emails (even if the
Send invoices and send to partner emails checkboxes are enabled, respectively).

e FEnable two factor authentication. enables two-factor authentication for the user (through Google
Authenticator app). It can also be enabled by the user itself in Start\User settings[2". The setting
does not have an effect on requests sent via REST or Enterprise API

e Allowed IP-addresses: IP addresses allowed for logging in to the System. Several comma-
separated IP addresses or a network mask can be entered. The parameter also affects access to
REST API, Wholesale Portal and Campaign Portal. When attempting to access the System from an IP
address that is not allowed, the user is shown the following error message: "Access from IP
10.146.2.226 denied for this user" (for the Portals) or "{"error_message":"Could not complete request
due to error #-20104 please contact administrator for details"}" (for the API)

e Expiry date: specify the user password expiry date
User Data:

e First name, Middle name and Last name of the user

e Position: the user’s position in the company

e Birthday: the user’s birth date

e language: web-interface language. English is the default language

Send rate changes
Send invoices
Send alarms

Add tab, Preferences
Preferences:

e Send rate changes, Send invoices: define whether the System will send this information to the
user’s email address defined in the Email field

e Send alarms: select to send credit and balance alerts
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Contacts:

e Main contact phone number, Office phone, Mobile phone number, Skype, MSN, Other IMs: the
user’s contact information

Parent manager: b
Inherit Selectsd: None &
permissions from:

Filter permissions by key or name
[_] No restrictions

f-"_.l:lministratil::n ) -

Account managsr history

Edit account manager history
Qutgoing email accounts
Email rules management
Custom parameter types

Edit custom parameter types
Impersonate
Report schedule
Tags
Import of tags
System jobs
Service notifications
System parameter view

System parameter edit
Templata manager
Trace analyzer

Translations
[ e

Add tab, Permissions

Roles: permissions to access the interface components. User roles restrict the information within the
System interface from being seen or edited by specific users - so, for example, a user from the technical
department cannot see any financial details. Select the checkbox No restrictions to grant all possible
permissions to the user.

NOTE: Users that do not have the No restrictions role cannot see the Start -> License info menu. Check
out the feature in the Alaris YouTube video.

e Parent manager: this field allows flexible handling of user viewing permissions. The user will be
able to see the parent manager’s carriers as their own.

NOTE: The user can only view the parent manager's carriers. In order to perform any data change for
those carriers (for example, rate changes, invoicing) — the user must have the appropriate permissions
defined.

e Inherit permissions from: allows selecting one or several users from which permissions will be
inherited (Find out more in the Alaris YouTube video)

NOTE: Permissions can be inherited only from System owner users.
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o Filter permissions by key or name: the field helps quickly find the appropriate permission. See also
the Alaris YouTube video

Selection of permissions is based on the following principles (learn more about this in Alaris YouTube
video):

e If a dependent permission is granted, all higher-level permissions are enabled automatically
(for example, selection of the Edit custom parameter types automatically enables Custom
parameter types and Administration as illustrated in the figure above)

e Granting permission of a higher level does not enable all the dependent permissions

e To grant both the higher-level permission and its dependent ones, use CTRL+click on the
checkbox of a higher-level permission

For a full list of permissions, refer to Appendix 8. User permissions (7).

When through with defining the parameters, click o submit to confirm. The user will receive a password
setup link to the email specified in the Email field.

Send password reset email

NOTE: The Edit tab contains the button that sends a password reset link to

the user's email, and the &2 J3SM Passwerd ehange |y 1 that allows setting the password directly in the

interface. The latter is available if the user has the User administration\Manual password change right
enabled.

. Reset . . . . .
Click to discard the settings. Click &£ ©/2" 5 create a duplicate of the configured record.

This is helpful in configuring another user with similar parameters. Click 3 Delete to delete the selected
record.
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7 Carriers

The Carriers section is one of the most essential components of the System. It allows managing
information related to partners as it contains all the basic data about carriers the System owner works
with.

The Carriers section includes the following pages: Carriers, Accounts, Agreements, Products, SMS
Channels and SMS POI. The pages are interconnected and do not allow inadvertent deletion of any
parent item if it has at least one child component. In case you are sure to delete a carrier or some of its

parent components, use the % Delete this <item name> and all child components button which
permits deletion after confirmation.

Each tab sheet stores a full list of items indicated in the tab, so they can all be viewed in one place. This
is useful when you need to find out, for example, to which carrier belongs a particular IP address. Each
tab sheet allows filtering items according to objects they belong to or by their key parameters using text

masks or drop-down lists under the column headers. To clear the configured filter click the Clear filter e
button located in the top left corner of each tab sheet.

The filters support regular expressions. The expression must start with » and end with $ (the symbols signify
the start and end of the expression respectively). For example, to find all occurrences of the letter combination
"super" use the following expression: *.*super.*$. The following fields in the Carriers subsections support
regular expressions:

- Carriers: Carrier name

- Accounts: Description

- Agreements: Agreement code, Company registered name
- SMS channels: Channel name, Host name, Port

- SMS POI: Service type

Learn more about the feature in the Alaris YouTube video.

Once you select a carrier by highlighting it in the first tab sheet, all other tab sheets display only objects
belonging to that carrier. The information on each page of the Carriers section can also be filtered
irrespective of the carrier selected in the first page.

Each page of the Carriers section is divided in two panels. The left panel contains the table with the items
registered in the System. The right panel contains the Add and Edit tabs that allow adding new records
or editing existing ones. To activate the Edit tab, click on the record in the table.

7.1 Carriers

The Carriers tab sheet contains general information about carriers. The page is divided in two sections.
The left section displays a table of carrier records registered in the System.
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T Start page EE] Carriers *

Carriers Arccounts Lgresments Products | 5MS channels SM= POL
1D Region &1 Camier name Country Is frusted customer
g All » || Text mask All » | Al hd
1469 - Black-and-White & the Huntsman - Yes
389 - Baoring Enterprizes - Yes
.ﬂ 1435 Europe Brexit Telecom Yes
476 - British Hairways Yes
1483 - Business Pluz Corporation - Mo
135 - C.O.W. Senvices e
Carriers
The table contains the following information:
e [D: internal identification number
e Region: region of the carrier (the regions are listed in the Reference books\Regions 2681 section)

Carrier name: full name of the carrier’s company
Country: the carrier's country

Is trusted customer: type of the credit control approach (if the Is trusted customer parameter is
Yes, the carrier will not be disconnected irrespective of the account balance). The value depends
on the In credit parameter in the Carriers\Agreements |+ page

Credibility: index of the partner’s due diligence, automatically calculated based on the partner’s
payment stability, subjective estimation, credit limit and traffic volume stability

Inbound/Outbound traffic allowed
Contract company (the top of the column contains a filter to easily locate the appropriate value)

Account manager. value is displayed as -1 if the carrier's accounts have different managers
assigned and it is not possible to define one specific manager

The bottom of the table contains the following controls:

hide inactive: when selected, inactive records are hidden. The checkbox is only shown if the

Inactive entities option is set to Show in Start\User settings [+
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Show only [TEST]: when selected, only test carriers (those with the [TEST] prefix) are shown in the
table. Otherwise, they are displayed at the end of the carriers list

Create Campaign Portal client (see details at the end of this chapter)

ﬁj Add
Carrier name™; CooCoo
Subjective 4 e
estimation:

| Inbound traffic allowed

«| Qutbound traffic allowed
Country: Abkhaziz R
Address: 6/36 Overland park

Roundtree Town

18276
Region: Europe R
Camments:
Contract Alzrislabs B
Company™;

#| Is active

Is test

#| Self signed-up
Add carrier tab

The right section contains the Add and Edit tabs. To add a new carrier, enter the appropriate parameters
in the Add tab. Fields marked with an asterisk (*) are required.

Carrier name: full name of the carrier’s company
Subjective estimation: personal estimation of a carrier for Credibility calculation
Inbound traffic allowed / Outbound traffic allowed

Country: the carrier's country. It is filled in automatically for users that selected the country when
registering in Alaris Campaign Portal

Address: the carrier’s postal address
Region: geographical region
Comments: any relevant notes

Contract company: the legal entity of the System owner on behalf of which it works with the
carrier. The parameter comes handy when the System owner interacts with different partners on
behalf of different legal entities (a filter can be used to easily locate the appropriate value)
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e |s test. when the checkbox is selected, the carrier's record is displayed in orange font, and the
Carrier name has the prefix [TEST]. Such labeling is intended to prevent using newly added
carriers that are still being verified in production routing

e |s active: when deselected, the carrier records are grayed out in the table. Products and POls of
inactive carriers cannot be selected when configuring routing rules. To hide inactive carriers from

the table and multipickers, go to Start >> User settings and click & s

NOTE: When the Is active checkbox is disabled for a carrier, the respective checkbox is disabled for the
carrier's SMS channels, which stops the traffic flow. When enabling a carrier, SMS channels are not activated
by default. When the user selects or deselects the /s active checkbox, a message appears explaining this.

NOTE: When selecting an inactive carrier in the Carriers interface, the carrier will be automatically
substituted as a filter in all the enclosed interfaces (Accounts, Agreements etc.). Editing entities of such a
carrier is possible, however, when selecting the carrier in the Add tab, the following message will appear: "This
control can't contain inactive values."

e Self signed-up: if the checkbox is displayed as selected in the Edit tab, it means that the user
was created in the Alaris Campaign Portal (Retail) portal[s). Such records are highlighted in
green in the SMS\Analytics [sh section
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User settings
Color scheme: Gray v
Animated login background
Inactive entities:  Shown B Hide
Show rows: 5 for each cell in multi value fields
Use the RegExp ref. books for routing interfaces
Sign block
Hide =ign Delete sign
_Select a jpg or png file with sign
Change password
Current password: | sssssssssss
Mew password: - g Generate
Repeat: (Y]
Two-factor authentication (2FA)
Authentication: | Enable security
Last opened tabs settings
@ Save: all ~ | opened tabs
€1 Cancel & Save and cloze
User settings
To make a carrier record operative, at least one account must be created (see Carriers\Accounts[+3 for

more details).
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When through with defining the parameters, click % Submit to confirm or Reset to discard the

settings. To delete a record, select it in the table and click Delete this carrier and all child components

g Delete this carrier and all child components

in the Edit panel.

Users of the Alaris Campaign Portal can also be created in the Carriers\Carriers page. Click Create

Campaign Portal client = CTeale Campaign Fortal client 44 the pottom of the carriers table. Complete

the appropriate fields and click Save V' S3ve The new record appears in the list of carriers. The
Company name is displayed in the Carrier name column. See also the Alaris YouTube video.

Create Campaign Portal client

Confract Ganaral A
company™;

Email or portal@pocodinero.com

Lsernamea™:

Password™: whvmvopa g Generats
Last name™: Josa

First name™: Rodrigusz

Company name™: | Pocodinero Enterprises

Currency™: ELIR |"

*All fields are requirad

€ Cancel of Save
Create Campaign Portal client

7.2 Accounts

The Carriers\Accounts page contains data on financial accounts associated with the carriers.

J Start page ﬁ Carriers '*

Carriers || Accounts || Agreements Products | SMS channels | SMS PO

s | ID « Carrier Currency = Balance Balance updated Account manager 2 Billing account mana...  Client credit Vendor credit
x All v Al v —eSX<e - | Al v Al v
& 462 Ahn Wee usD -7 149 300.52 2025.03.06 04:54:33 - - Trusted customer  Positive
& 11430 Alice Wondersystems EUR 241069 2025.01.02 11:26:04 = = Positive (10) Paositive
& 30269 Alice Wondersystems usbD 0.00 2021.12.24 08:12:53 - - Paositive Positive
& 30039 Alice Wondersystems EUR 200.00 2023.08.10 10:17:56 - - Paositive Positive
o 11473 Ancient Communications EUR 000 2017.04.07 07:46:00 - - Trusted customer
o 346 Anita Job usD 942297595 20250306 03:50:33 = = Trusted customer ~ Positive
& 11480 Award Wieners EUR 2279980 202503.0100:2510 - - Paositive Positive
& 398 Barbie Dahl usD 501296054 20250305 12:56:31 = = Trusted customer  Positive
Accounts

Use text masks or drop-down lists under the column headers to filter the records in the table. The table
contains the following information:

e |D: internal identification number

o Carrier
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Currency: currency of the account. The currencies and their exchange rates are configured in

Reference books\Currency exchange rates[zsh. In order to integrate real-time update of exchange

rates, refer to the Currency update source System setting
Balance: current balance of this account

Balance updated: date and time of the latest balance update (is performed every minute)

NOTE: As the balance is not updated in real time, the credit limit may be exceeded. However, in case of
frequent (every minute) update, the overlimit is normally insignificant.

Manager: manager responsible for this account on the side of the System owner. The manager is

assigned in Administration\Account manager history[2s" once the account is created

Client credit. credit status on the client’s side. The figure in brackets is the credit limit configured
in the Carriers\Agreements |8 page. The value 0 means no credit available (prepaid services); no
figure in brackets means the credit is unlimited (postpaid services)

Vendor credit. credit status on the vendor’s side. Similarly to Client credit, the figure in brackets
is the credit limit

Description: arbitrary description of the account

The bottom of the page contains the Highlight balance checkbox (enabled by default). It serves to highlight
the values in the Balance column depending on the balance thresholds (configured at the Accounts or System
level). The following highlight colors are available:

o green: the balance value does not exceed the first threshold

o light green: the balance value is between the first and the second threshold (excluding the second
threshold value)

o yellow: the balance value is between the second and third thresholds (excluding the third threshold
value)

o orange: the balance value is between the third and fourth thresholds (excluding the fourth
threshold value)

o light red: the balance value is between the fourth and fifth thresholds (excluding the fifth threshold
value)

o red: the balance value exceeds the fifth threshold (or is equal to the exact value of the fifth
threshold)

NOTE: The highlighting only applies to accounts for which a client agreement is available.

The right panel contains the Add and Edit tabs.
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£ Add
Carrier*: PocoDinero Enterprises s
Currency*: EUR v
Inbound traffic allowed
[] Outbound traffic allowed
Description:
Send balance alerts
@ Account credit | 50 %
threshold#1:
Account credit 70 %
threshold#2:
Account credit 100 %
threshold#3:
Account credit %
threshold#4:
Account credit %
threshold#5:
@ Account EUR
balance
threshold#1:
Account balance EUR
threshold#2:
Account balance EUR
threshold#3:
Account balance EUR
threshold#4:
Account balance EUR
threshold#5:

Add tab

The Add tab contains the following parameters:

Carrier
Currency

Inbound traffic allowed | Outbound traffic allowed: leave deselected to exclude carriers from routing
on the account level

Description

Send balance alerts: select the flag to send the client automatic notifications on reaching the
balance limit (with a CC to the account manager). A copy of the notification can also be sent to
the System owner's email specified in the field Credit and balance alarms default email

(Administration\System settings\Financial module[ss). The selected Send balance alerts

checkbox activates the fields below
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e Account credit threshold (#1-#5). notify the client when a certain percentage of the credit limit is
reached (the credit limit must be non-zero and not void); supply the value as a percentage of the
credit limit. Up to 5 notifications can be configured, for example, at 50 percent, 70 percent and
100 percent limit reached

e Account balance threshold (#1-#5). notify the client when a certain account balance amount is
reached (if the agreement is fully prepaid); supply the amount in the respective currency. Up to 5
notifications can be configured

NOTE: Credit and balance alerts are sent for vendor accounts as well - but only to the account manager
and the email addresses set in the parameter Credit and balance alarms default email (null- do not use it)

Administration tem settings\Financial modulelss". If the agreement with the carrier is bilateral (both
the incoming and outgoing traffic is included), only credit limit thresholds are checked for the vendor. If
the agreement with the vendor includes only the outgoing traffic direction, the System will also check
balance thresholds. See also the Alaris YouTube video.

When through with defining the parameters, click ' Submit to confirm or Reset to discard the

settings. Click & Delete this account and all child components to delete the selected record.

The Edit tab additionally contains the buttons < Setaccount manager and 4» Set billing account manager

that allow assigning an account and billing managers respectively. The button opens the Assign manager
dialog of the Administration\Account manager history 261 page. The option is accessible to users having
the Edit account manager history permission.

Assign manager

Account™: 1-To-Allzz (AK Best Company) ¥
Manager*: Gioco Poco (Poco) "

Account manager

type*:
Effective from*:  2021.06.22 [ 9

Cancel o Submit

Assigh manager

7.3 Agreements

The Carriers\Agreements page stores the most essential terms of the interconnect agreements with the
carriers. Most parameters defined on this page are used by the System in its automatic operation, for
example, in routing. At least one agreement must be entered in the System. Each agreement is linked to
a specific account.

NOTE: If both incoming and outgoing traffic directions are allowed in the agreement, some parameters
will be included twice - separately for each traffic direction, those intended for client traffic starting with
In, while those belonging to the vendor agreement section starting with Out.
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o Start page EE] Carriers =

Carriers Accounts Agreements Products M5 channels SMS POL

¥ | ID a1 Carrier ACc. cumency | Acc. description w2 Agreement code
e All w LA » Text mask
58 Bed Wetter Uso 74539
230 Beer Construction USD 45730
355 Belgian Whits Ltd. UsD 32135
416 Belly Acres usoD 54485
7 Berried Alive UsD 43077
.g. 11368 BestRetail EUR 11368
Agreements

Use text masks or drop-down lists under the column headers to filter the records in the table.

The right panel contains the Add and Edit tabs.

@ add | 7 Edit
Carrier *: Pocobinero Enterprises R
Arcaunt™®: PocoDinero Enterprises, ELR. i
V¥ Incaming
[~ Outgoing
Start date™: 20160711 (9 oo:oo:oo v
End date™®: 2100.01.01 8 ooooioo v
Agreement 1234057
code™:
Cornpansy Pocobinera Enterprizes, LLC
registered name®:
Barik info: Bank MNarme:
Eranch:
Account Mumnber:
ABA:
SWIFT:
Address:
Default banlk v
account;

Add tab, General and Legal info

The Add tab allows defining the following parameters (in the corresponding account currency):

167



¥ Alaris Labs

Carriers Telecom Software Products
Carrier-Neutral, Protocol-Agnostic

General:
e Carrier: select a carrier from the drop-down list
e Account. select an account from the drop-down list

e Incoming/Outgoing: traffic direction (unilateral or bilateral).

NOTE: Only one agreement can be created for each direction. Two agreements with the same traffic
direction can only be created if their validity periods do not overlap. Once the agreement is created, its
original traffic direction cannot be removed; however, the other direction can be added.

e Start date: effective date of the agreement
e [End date: expiry date of the agreement
Legal info: company details used for reference
e Agreement code: arbitrary reference code of the agreement
e Company registered name: legal name of the partner carrier’s company
e VAT identification number
e legal address
e Bank info: bank details of the partner

e Default bank account. a default bank account of the System owner used for partner settlements
(configured in Reference books\Bank accounts [2s5)

e Attachment link: link to an external document - for example, agreement with the partner

In tima zone™: GMT (GMT+0) e
In credit, EUR: 0

@ In billing Daily v
period™®:

In payment
period, days:

In mininuum 100
invoice amount,

ELR:

In maximum ]
invoice billing

periods:

In default dispute | manager@pocodinero.es
emiails:

Generate 1 invoice details file per
product type {client)

Add tab, Incoming billing parameters

Incoming billing parameters, Outgoing billing parameters: identical sets of parameters for client traffic
(start with In) and vendor traffic (start with Out):
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e In/Out time zones: time zones for the incoming and outgoing traffic. The In time zone value is
used when creating an invoice for the client (invoicing is always done in the client time zone),
while the Out time zone value is important when vendor rates are imported into the System, so
that the System can adjust the effective date/time according to the difference between the
System and the partner time zones. Values for the In time zone/Out time zone parameters will be
automatically substituted from the Reference books\Contract companies\Agreement defaults |21
interface. If the value is missing, the System time zone will be used.

NOTE: It is good practice to use the GMT time zone for invoicing in order to eliminate possible time
zone discrepancies.

e In/Out credit: credit limits for the client and vendor sides (e.g. if the field is set to 1000, the
balance of the respective account will be allowed to go down to -1000 of the account currency
units before the traffic is blocked). This field value is displayed in the Client credit column of the
Carriers\Accounts |+ table

NOTE: The default value of the In Credit parameter is zero, which means no credit offered to the client. If
the field is empty, the Is trusted customer parameter is automatically set as Yes for that client and the
automated credit control for it is disabled. The default value for the Out credit parameter is blank, which
also turns off auto-disconnection of the vendor by the System credit control.

e In/Out billing period: period of the client/vendor invoice generation. Select a period ranging from
1 day to 4 months from the drop-down list

NOTE: If Monthly is selected, specify the start of the monthly period in the parameter In/Out - First day
of month. The parameter Weekly (non-calendar) means that invoices will be generated for the following
periods: 1st — 7th, 8th — 14th, 15th — 21st, 22nd — end of the month. Learn more about the feature in Alaris

YouTube video.

e In/Out payment period, days: number of days for issued invoices to get paid. The number of
days is calculated from the invoice's Issue date. This parameter is used for monitoring invoices
which are not paid in due time. Such invoices are marked as Overdue

e In/Out minimum invoice amount. threshold of the total invoice amount below which the invoic